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Ministerial Foreword

We are all aware of the significant growth in technology over the past decade. This

has had an enormous impact on every area of our lives and across society, bringing
positive opportunities but also bringing increased risk of harm from those who seek
to exploit these ever-evolving technological advancements.

For children and young people, there has been a disproportionate impact. They have
grown up with less distinction made between the online and offline worlds that are
part of their everyday lives. In recent years we have seen the proliferation of the
most abhorrent online criminal activity including child sexual abuse and exploitation,
grooming and sextortion, and financial scams - with devastating effects on the lives
of children, young people, and their families. New and evolving technologies such as
Artificial Intelligence (Al) add to those risks. The rapid change can make it hard for
parents and carers to keep up with measures to stop and reduce that harm.

Exposure to harmful content, including misogynistic and violent material and the
prevalence of disinformation and aggressive advertising, can have serious effects on
children’s mental health and wellbeing and can negatively affect attitudes and
behaviours and threaten social norms. The design of social media platforms,
including the use of algorithms, increases exposure to harmful content and can
promote addictive online behaviours. Platform providers must be held accountable
for the safety of their services and must fully embed safety by design.

It is therefore of the utmost importance to make sure that our young people can
benefit from the online world in safe and secure ways. As a government we have
been clear in the priority we place on driving this agenda forward to the greatest
extent possible within our devolved powers.

This is a fast moving and dynamic area. It is a priority for the Scottish Government to
protect children from harm, including online harms. We want to make sure we use
any powers we have to take all steps possible to protect our children. We will act
where powers are devolved and engage robustly where powers are reserved. That is
why we have also encouraged the UK Government to use their significant powers in
relation to online issues, through the Online Safety Act and through other measures.

We will continue to explore all options available to protect children from harm,
including the potential under-16 social media ban raised in the UK Government
consultation, and being mindful of the public debate on the case for a ban on smart
phones in schools.

As part of this, we must learn from international experience, as this is a global issue
many countries are grappling with. We must engage with experts and practitioners
and, most importantly, listen to what children, young people, and their families have
to say.

This government has always said we want Scotland to be the best country for
children to grow up. This work is key to that. Protecting our children will help them
flourish.



Whilst we have joint Ministerial responsibility for leading on this crucial work, our
government is united in this being the responsibility of us all; as it is for all of society.
We must view the protection of children as our collective responsibility, and we must
all work together to ensure children and young people are protected — online and in
the offline world.

Natalie Don-Innes Siobhian Brown
Minister for Children, Young Minister for Victims and
People and The Promise Community Safety
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Introduction

The Online Safety Taskforce was convened in January 2025 to strengthen our
approach to keeping children safe online, providing oversight and direction across
the Scottish Government to ensure we are doing all we can to protect our children
and young people. Our Vision is that children and young people learn, play, and
connect online while being safe, supported and protected from harm.

Working in partnership with key delivery partners and informed by a wide range of
organisations and individuals, including those with lived experience, the Scottish
Government is delivering a wide-ranging programme of activity which will help to
protect children and young people from online harms and promote positive
behaviours and wellbeing. This work has a focus on prevention, early intervention,
and the steps we can take to minimise harm. We want to build a multi-agency and
cross sector collaboration to take forward this vital work.

Preventing and responding to online harms requires us to address the cultural and
societal factors that shape behaviours and perpetuate abuse and violence. While
both boys and girls can be victims, the harms they experience often manifest
differently. Recognising these differing pressures is central to our approach.

The publication of this first Online Safety Taskforce Action Plan marks an important
milestone in our commitment to keeping children and young people safe online. It
also helps keep them safe in the offline world as well.

This Action Plan brings together our priorities in a clear and accessible framework. It
is designed to be built upon to ensure it evolves and actively engages with the lived
experiences of children and young people, communities and families, acknowledging
that the online environment and technology is dynamic and rapidly evolving. Our
approach must remain flexible and responsive as new risks, technologies, and
opportunities emerge.

The Taskforce has identified the following five outcomes we are working towards
through the actions in this plan:

1. Boosting prevention by ensuring children and young people have the skills
and resilience to engage safely online and make positive choices

2. Equipping parents, carers and practitioners to ensure they can protect the
children and young people they care for from online harms

3. Strengthening the law and ensuring regulations are consistently applied to
protect against harmful and illegal behaviours

4. Improving mechanisms to identify, stop, and deal with perpetrators and users
effectively, recognising that in some instances they themselves may be a child
or young person and have been a victim of this type of crime

5. Providing holistic recovery support for children and young people impacted by
online harm, with timely and trauma-informed support to ensure wellbeing



Boosting prevention

Boosting prevention by ensuring children and young people have the skills and
resilience to engage safely online and make positive choices.

Children and young people have said that building their own resilience is one of the
most important steps in protecting them from online harm. In addition, research
shows that the children whose parents or carers are less engaged and/or that need
support with their online activity are more at risk of experiencing harm online.

We are therefore taking action to support children and young people to build their
resilience and stay safe online.

Actions

e In 2026-27 Scottish Government will invest in embedding digital literacy in our
school environments covering responsible and healthy social media use, healthy
gaming and online safety.

e In February 2026 we launched a campaign to tackle online misogyny to show
young people that sexist online content leads to real-world harm to girls including
the ones they know. A second strand of the campaign targeted adults, to make
them aware of the scale of the issue and encourage them to start a conversation
with children about the impact of misogynistic content. Building on this
campaign, a second phase will be launched during the 16 days of activism
against violence against women & girls in December 2026.

e Afocus on digital health and safety within the Health and Wellbeing (HWB)
Curriculum Improvement Cycle (CIC) along with digital skills and cyber resilience
within the Technologies curriculum, will support young people to navigate
complex digital environments with confidence, agency, and critical awareness. It
will align digital safety with broader health and wellbeing, identity, relationships
and ethical decision making. It will also support practitioners by clarifying the
knowledge and skills required to use digital devices and the internet more safely
and securely, whilst providing clarity about what learners need to know at each
stage.

e In 2025-26, the Scottish Government funded the education charity Time for
Inclusive Education (TIE) £71,144 to further develop and promote the Digital
Discourse Initiative in schools, and will continue this for the next financial year
2026-27. This is an initiative that helps schools to equip children and young
people with skills to navigate digital media and counter the impacts of
disinformation and online hate.

e The Scottish Government guidance Respect for All: The National Approach to
Anti-Bullying for Scotland’s Children and Young People, issued in 2024, makes
clear that online bullying can be as damaging as in-person bullying and may
have more serious consequences due to the digital footprint, lasting presence,
group dynamics, and potential for illegality. We will fund respectme to support
those working with children and young people to prevent and address bullying
effectively, with funding of £310,480 in 2026-27 including provision of an e-
Learning course on online bullying.



https://www.digitaldiscourse.scot/
https://www.digitaldiscourse.scot/
https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2024/11/respect-national-approach-anti-bullying/documents/respect-national-approach-anti-bullying-scotlands-children-young-people/respect-national-approach-anti-bullying-scotlands-children-young-people/govscot%3Adocument/respect-national-approach-anti-bullying-scotlands-children-young-people.pdf
https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2024/11/respect-national-approach-anti-bullying/documents/respect-national-approach-anti-bullying-scotlands-children-young-people/respect-national-approach-anti-bullying-scotlands-children-young-people/govscot%3Adocument/respect-national-approach-anti-bullying-scotlands-children-young-people.pdf
https://www.respectme.org.uk/elearning/online-bullying-7/
https://www.respectme.org.uk/elearning/online-bullying-7/

Through the Violence Prevention Framework, the Scottish Violence Reduction
Unit in partnership with Medics Against Violence and Youthlink Scotland
developed the ‘Quit Fighting for Likes’ campaign to support young people to
navigate social media safely and prevent violence. Launched in September
2024, and repeated in early 2025, the campaign will be run again in 2026-27.

As part of a peer education programme: Mentors in Violence Prevention (MVP),
Education Scotland has developed several lessons in collaboration with young
people and experts that explore online harm and how to prevent it. MVP is
currently being delivered in around 240 secondary schools in Scotland and work
will continue to further develop the programme across the country with
adaptations made for ASN settings and youth work settings.

We will update the Mental Health and Wellbeing Strategy Delivery Plan in
summer 2026, to reflect the importance of online wellbeing and healthy social
media use for young people. It will describe the actions we are taking on
promoting good digital mental wellbeing, including access to resources of
support such as Mind Yer Time, Aye Feel, Parent Club and Mind To Mind.

We will continue to support the Cashback for Communities Programme including
activities to support digital wellbeing, safe social media use, and the reduction of
harm associated with gaming and gambling and Sextortion. CashBack for
Communities phase 7 will run from April 2026 to March 2029.

In October 2025 the Scottish Government published the world’s first systemic
approach to dealing with health mis- and disinformation, our Health Information
Integrity Strateqgy, with participants held accountable for 22 actions through
strong governance arrangements. Scottish Government and partners are
developing a range of tools to help identify, assess and treat false or misleading
health narratives, enabling people to make the best possible decisions about
their health.

Learning from lived experience is central to a coherent and effective policy
response to online violence against women and girls (VAWG). The tech-VAWG
learning network was established by the Scottish Government in 2024. Funding
to the Mhor Collective enables them to support collaboration and shared learning
about technology facilitated VAWG. An understanding of the digital inclusion
needs of women and girls who have experienced technology facilitated VAWG is
being developed. Frontline workers are being supported to develop responses
to survivors to improve support available to them.

We will be innovative in our response to technological challenges such as
misinformation, the addictive consumption of online content (“doom scrolling”), or
the take-down of images; accessing capabilities such as CivTech where possible
and building on the experience of initiatives such as Report Remove or Take It
Down.



https://www.gov.scot/publications/mental-health-wellbeing-delivery-plan-2023-2025/pages/14/
https://www.gov.scot/publications/scottish-health-information-integrity-strategy/
https://www.gov.scot/publications/scottish-health-information-integrity-strategy/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://takeitdown.ncmec.org/
https://takeitdown.ncmec.org/

Equipping parents, carers and practitioners

Equipping parents, carers and practitioners to ensure they can protect the children
and young people they care for from online harms and support their wellbeing.

The Scottish Government is taking action to provide parents and carers with
resources to help them understand the risks of online harm and where to go for
support. We are also ensuring practitioners are equipped with the knowledge and
skills to support children and young people to build resilience and develop safe,
respectful and responsible online behaviours. It is important that they can identify
risks, know how to respond to them, and know where to seek support when harmed.
In 2026-27 we will strengthen resources for parents, carers and practitioners through
engagement with them.

Actions

e From Autumn 2026, Education Scotland will commence a focused programme of
work to support educators in learning about online harms and online safety, the
identification of risks and how they can respond to concerns. We know
that knowledge and understanding varies across the workforce in our schools
and we want to support teachers to support their pupils and understand the
online harms faced.

e Education Scotland has worked in partnership with the Lucy Faithfull Foundation
to update and deliver training for trainers to local authority safeguarding leads
focused on increasing knowledge and understanding of technology facilitated
harmful sexual behaviour.

e In February 2026, the Scottish Government published updated statutory teaching
guidance on Relationships, Sexual Health and Parenthood (RSHP) education.
We will continue to promote the revised teaching guidance which reflects the
issues currently facing children and young people, especially around inclusivity,
consent and healthy relationships as well as the impact of online influences. The
revised guidance also contains dedicated ASN requirements, with clearer
expectations for differentiated delivery to pupils with ASN who may be more
reliant on online access but also more vulnerable to harm.

e The Scottish Government’s continued support for the Digital Discourse Initiative
provides teachers, school staff and educators working in Scotland with online
professional learning, including on the so-called ‘Manosphere’, and supports
staff to challenge online hate and disinformation that we know is impacting girls
and female staff in our schools, providing practical strategies and curriculum
tools to help counter the effects of online hate on children and young people.

e Building on the comprehensive content currently included on Parent Club, such
as the recently published guidance on screen use for children under five, we will
engage directly with parents and children and young people on what advice they
need and want to support their positive digital behaviours. This will inform how
we can best disseminate parental guidance on supporting children’s interaction
with digital devices that enables early child development and positive mental and
physical wellbeing in the later years.

e Through delivery of the Play Vision Statement and Action Plan 2025-2030, the
Scottish Government will review and update information available to parents on


https://www.parentclub.scot/articles/your-guide-screen-time-school-aged-children
https://www.playscotland.org/resources/print/Scotlands-Play-Vision-Statement-and-Action-Plan-2025-2030.pdf?plsctml_id=25155

safeguarding and supporting children’s play in the digital world via the Parent
Club website.

The CyberScotland Partnership currently reaches audiences across Scotland
through multiple channels to deliver cyber security and resilience awareness
messaging. We will work with the Partnership to ensure that they signpost and
embed the latest online safety advice through their existing channels and
communications, including promoting resources such as Parent Club.

We awarded funding to the Children and Young People’s Centre for Justice to
provide free access to the digital safeguarding e-learning module produced by
them and the Lucy Faithful Foundation. The module aims to equip professionals
with tools and resources in working with families where there are risks to a child
online, or where the child’s sexual behaviour online is of concern. With
substantial downloads already, we will monitor its uptake, learn, and build on it.
In 2024, the Scottish Government worked with Fearless, Police Scotland and
other partners to develop a sextortion campaign. In June 2025, we launched a
new sextortion educational resource. The short video provides a concise
overview of sextortion, how to recognise it, what to do. A practitioner’s guide has
been developed to help adults talk to young people about the issue. We will
monitor the impact of this resource and promote its uptake. Following the
campaign, we established a national sextortion oversight group to improve our
response in this area. The group has already met twice and will consider how to
work with third sector organisations to improve our data on the issue.

In August 2024, the Scottish Government introduced refreshed guidance to
schools on the use of mobile phones in schools, as part of the joint action plan to
respond to the Behaviour in Scottish Schools Research (BISSR) 2023. BISSR
identified the disruption caused in class by the misuse of devices as the
behaviour that had the greatest impact on secondary teachers’ day to day
teaching experience. Helping to build our evidence base, the 2026 BISSR will
include a new question asking head teachers about the frequency of incidents
relating to the inappropriate use of digital technology (such as sending
inappropriate intimate images, online bullying, or inappropriate use of social
media).



https://crimestoppers-uk.org/fearless/news/2025/new-sextortion-education-resource-launched
https://www.gov.scot/publications/national-action-plan-relationships-behaviour-schools-2024-2027/
https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/

Strengthening the law

Strengthening the law and ensuring regulations are consistently applied to protect
against harmful and illegal behaviours.

That means building an evidence base, using devolved powers where we can,
engaging robustly with the UK government which has reserved responsibility for the
regulation and enforcement of online content, and learning from global best practice.

The Scottish Government believes we, as well as our partners and the technology
industry, should take all steps possible to prevent online harm. We must ensure
children and young people benefit from a legal and regulatory framework that is
consistently applied. We will pursue an agreed cross-Scottish Government set of
priorities and negotiating objectives with the UK Government and Ofcom.

We will strengthen the law in line with evolving technology and crime, identifying
gaps, and informing the need and scope for legislative change to the extent possible
within devolved powers. We will develop an evidence base so that we are informed
and credible in our engagement. We will work internationally, sharing our
experiences and learning from other countries how they have confronted challenges.

Importantly, in our own work, we will engage with and listen to children and young
people, respecting their experience. This is not just their right; it also leads to the
best results.

Actions

We will robustly engage with the UK Government on reserved legislation that will
apply to Scotland, ensuring the voices of Scotland’s children and young people are
included in any decisions that may affect them.

e We will continue to engage with the UK Government during the passage of the
Crime and Policing Bill. The Bill will strengthen controls on the online sale of
offensive weapons and the illegal sale of fireworks.

e We will continue engagement with the UK Government on the proposed changes
to the Children’s Wellbeing and Schools Bill, and any resulting secondary
legislation, which will place restrictions on children and young people’s ability to
access internet services.

e By extending and implementing relevant UK legislation in Scotland, we will
further strengthen our approach to preventing and disrupting online harm, and
building on work already underway to address child sexual abuse material
produced using new and emerging technologies such as Al.

e We will ensure that the voices of the children and young people of Scotland are
represented and heard during the UK Government’s Growing up in the online
world consultation and national conversation.

e Children have a right to participate in decisions about them; we will build on the
UK consultation by seeking views from children, young people, their parents,
carers and cross sector partners throughout Scotland.
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https://www.gov.uk/government/consultations/growing-up-in-the-online-world-a-national-consultation
https://www.gov.uk/government/consultations/growing-up-in-the-online-world-a-national-consultation

e We will undertake a review of research on the impact of digital media, including
screen time and screen use, on children and young people’s wellbeing to inform
the Scottish Governments position on children and young people’s positive
digital behaviour.

Our engagement will be credible, informed by the latest international evidence whilst
also understanding the experience of Scottish young people, and their parents,
carers and practitioners, with social media and online safety. We will learn from
global best practice, and build and join international networks, encouraging joint
action in our approaches across countries. We will use evidence to inform our policy
development and action but not be inhibited when evidence is not clear and
definitive.

e We will deliver a project with the Centre for Protecting Women Online (Open
University) to provide an overview of Scots law and legal (case law) practice as it
relates to technology facilitated VAWG including any limitations of legislation.

e We will appoint a Research & Innovation Fellowship, from February 2026
continuing until August 2027, to inform effective responses to technology
facilitated VAWG and to progress work on understanding the drivers and
effective prevention. This work will help inform policy decisions and potential
future legislative changes.

e The results of a youth survey launched in September 2025 will be published in
May 2026. Delivered by YouthLink Scotland and Scotcen, the survey gathered
insights from over 1,000 young people on violence prevention and online harm.
This will help provide an evidence base to build a better understanding of how
these issues affect young people and capture their views as to what can be done
to address it.

e We will work with the Home Office to support access to the Preventing
Radicalisation Initiative in Scotland to mitigate against radicalisation of children
and young people online. Organisations are being identified in Scotland to be
part of the approved list for project delivery.

e We will continue to support the work of the Serious Organised Crime Taskforce,
chaired by the Cabinet Secretary for Justice and Home Affairs, to support Police
Scotland’s enforcement activity on county line drug networks, disrupting
organised crime which targets and coerces vulnerable individuals including
children.

e Education Scotland will continue to work collaboratively with the National Crime
Agency and UK partners to ensure that online harm threat notifications, alerts
and information for education staff are adapted to a Scottish context and
disseminated quickly across national networks.

Scottish Government will measure and monitor the impact of measures introduced
through the Online Safety Act 2023 to protect children from online harms, including
the impact of Ofcom’s Codes of Practice and guidance. This will include scrutiny of
Ofcom’s monitoring and evaluation reports including recommendations, the UK
Government response and what stakeholders are telling us on the ground. We will
continue to hold service providers accountable for their actions including what they
are doing to comply with the duties placed on them by the Act, and what they are
doing to proactively protect children through safety by design. We will also press the
UK Government to regularly review the Act, given the rate of technology evolution.

11



We will continue to advocate for aligning UK protections afforded through the
Online Safety Act with EU standards.

We will study the EU experience and models such as the Australian eSafety
Commissioner model and Coimisiun na Mean, Ireland’s Online Safety
Commissioner, in protecting children from harmful online.

We will continue to participate in the UK Government’s Inter Ministerial Group on
Child Sexual Abuse and Exploitation to ensure that the Scottish Government can
influence decision-making on addressing online harms at the highest level.

We will pursue a 4 nations approach to online safety, also working with Ireland
where beneficial. We will explore engagement with global administrations. And
we will press for a 4 nations approach to defining technically informed priorities
for engagement with social media companies.

We will continue to contribute, through the UK Government, to the developing
Council of Europe instrument (and recommendations) in relation to combatting
technology facilitated violence against women and girls.

We will seek observer status at Global Online Safety Regulators Network to be
better linked in and to participate in international conversations.

12



Improving mechanisms to identify and deal with perpetrators

Improving mechanisms to identify, stop, and deal with perpetrators and users
effectively, recognising that in some instances they themselves may be a child or
young person and have been a victim of this type of crime.

We will improve protection and enforcement of laws and regulation by improving
support for practitioners to protect children and young people from online harms.

We are also taking action to identify and hold to account individuals who perpetrate
or facilitate online harm whether through illegal actions or legal but harmful
behaviour, using proportionate mechanisms including the criminal justice system.

e In 2026-27 Police Scotland will initiate plans to explore the latest Digital Forensic
Technologies and tools; to empower front line officers by providing them with
appropriate technology and training to capture digital evidence; to educate
partners by delivering safety materials including launching a peer-to-peer
resource project with Glasgow University and Police Scotland Youth Volunteers;
and to adapt the response to online harms by using data analysis.

e The Scottish Government are consulting on potential new criminal law and
associated measures to tackle online harm. That is in response to growing
concerns about the effectiveness of existing legislation and the ability to make
progress through the justice system. The consultation seeks views on proposals
to create a new offence to criminalise the non-consensual creation of deepfake
images. That is due to the growth of apps that enable people to create deepfake
pornographic images of another person.

e We will consider and act on the findings and recommendations from the National
Child Sexual Abuse and Exploitation Strategic Group which brings together
practitioners and experts to identify potential actions to drive improvements in
workforce awareness, training and practice on child sexual abuse and
exploitation, including online harm.

e Funding from the Scottish Government will support the UK Centre of Expertise
on Child Sexual Abuse to undertake pilots of its Practice Leads Programme in
Scottish local authorities in 2026-27. These will provide access to experts and
resources to help build the skills and confidence of frontline practitioners in
identifying and responding to child sexual abuse including online harms.

13




Providing holistic recovery support for children and young people

Providing holistic recovery support for children and young people impacted by online
harm, providing timely and trauma-informed support that ensures wellbeing.

The Scottish Government wants children and young people to be protected, safe,
and supported in the online world and for them to be able to enjoy the internet, be
resilient, and take advantage of the opportunities it has to offer. We are taking action
to provide trauma-informed recovery support for children and young people impacted
by online harm.

Actions

e We are committed to supporting Bairns’ Hoose partnerships as we believe that
appropriate trauma-informed services and support should be available to all
children who have been victims or withesses of abuse or violence. We will
therefore consider the rise in online harm and the impact that it has on children
in our delivery of Bairns’ Hoose.

e The National Bairns’ Hoose Guidance will be published in 2027. During its
development, we will include a specific focus on how children referred into a
Bairns’ Hoose are supported where they have been the victim of online harm.

14



Monitoring and Reporting

The Action Plan will be delivered through a cross-government coordination effort,
steered by Ministers and overseen by the Online Safety Taskforce, which is chaired
at Scottish Government Director level. Progress will be formally assessed using a
Delivery Framework that establishes clear indicators, defines data sources, and
tracks outputs, outcomes, and impacts over time.

The Action Plan aligns with other Scottish Government commitments to support safe
online access, including the Equally Safe Strategy, the Strategic Framework for a
Cyber Resilient Scotland, and the Digital Strategy for Scotland. These linkages
ensure that activities to combat online harms are integrated with broader policy
objectives and cross-sector initiatives.

The Action Plan, through the Delivery Framework, has been designed to allow
continuity and to enable the incoming government in 2026 to confirm commitments
and establish impactful targets, recognising that policy development and funding
commitments may be subject to review by a new government.

Given the complex, multi-faceted, and fast-changing nature of online harms,
identifying and sourcing reliable data for benchmarking indicators is a recognised
challenge. The Taskforce will work across Scottish Government portfolios and with
external partners to clarify the types and extent of online harms, including gendered
dimensions, and to define methodologies to capture evidence of impact. A mixed-
methods approach will be adopted, combining quantitative data—such as resource
usage metrics—with qualitative insights into the manifestations of harm and the
effectiveness of interventions.

As online harms continue to evolve, our monitoring approach also will remain
adaptive. The Delivery Framework will be regularly updated, and the Action Plan
formally reviewed 6 months from publication, with a timetable setting out appropriate
frequency of future reviews to ensure the Action Plan remains effective and
responsive to emerging online risks. This will allow the Action Plan to be shaped by
what children, young people, their families and cross sector partners in Scotland tell
us and to build in relevant findings from the UK Government consultation.

15



Annex — Summary of Cross-Government Activities
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