
The Strategic Framework for a  
Cyber Resilient Scotland (2025-2030)
The Scottish Government’s priorities:

Our Vision:
Scotland thrives by being a digitally  

secure and resilient nation
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Strengthening  
Organisational  

Resilience

We will work closely 
with the public, 
private and third  
sectors to embed 
cyber resilience 
into governance 
structures, policies 
and processes. By 
promoting robust 
cyber security 
standards, sharing 
intelligence and 
fostering a culture 
of security, we 
can safeguard our 
economy and critical 
infrastructure.

Supporting  
Professional  
Development

Investing in the 
professional 
development of 
our cyber security 
workforce, now 
and for the future, 
is crucial. We will 
work with partners 
to build the talent 
pipeline, starting 
from school age,  
expand opportunities 
for training and 
retraining, so that our 
workforce remains 
at the forefront 
of innovation and 
expertise.

Strengthening  
Collaboration and 

Partnership

Cyber resilience is 
a collective effort. 
We will continue 
to build strong 
partnerships through 
the CyberScotland 
Partnership and the 
SC3 and connect into 
other networks. By 
sharing information, 
resources and best 
practice, we can 
create a united 
front against cyber 
criminals. We will 
also align with the 
UK Government’s 
strategic work on 
cyber security and 
resilience.

Building Cyber  
Awareness and  

Education

We will work with 
partners to continue 
to reach more people 
and enhance public 
understanding of 
cyber risks and best 
practice through 
targeted campaigns, 
educational initiatives 
and community 
outreach. Our goal 
is that every person 
is supported with 
the knowledge, skills 
and tools needed to 
navigate the digital 
world securely.

Ensuring Our  
National Incident  

Response is  
Effective

We will continuously 
improve our national 
cyber security 
response, through 
the Scottish Cyber 
Coordination Centre 
(SC3), to ensure it is 
robust and effective 
in mitigating threats 
and responding to 
incidents.

Securing Digital  
Public Services

We will work with 
national and local 
government to 
ensure our digital 
public services are 
secure and resilient 
by default. We will 
also work together to 
find solutions to the 
challenge of ensuring 
our legacy systems 
are fit for purpose 
and secure.

Find out more at  
https://bit.ly/4o3qWOp  
or scan QR code:
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Scottish Cyber 
Coordination Centre

➢	Age Scotland

➢	CeeD (Centre for Engineering 
Education and Development)

➢	College Development Network

➢	Cyber & Fraud Centre Scotland

➢	Cyber and Fraud Hub

➢	Education Scotland

➢	Highlands & Islands Enterprise

➢	IASME (Information Assurance 
for Small and Medium 
Enterprise)

➢	Institute of Directors Scotland

➢	LEAD Scotland (Linking 
Education and Disability 
Scotland)

➢	Local Govt Digital Office

➢	National Cyber Security Centre 
(NCSC)

➢	Police Scotland

➢	ScotlandIS

➢	Scottish Council for Voluntary 
Organisations (SCVO)

➢	Scottish Cyber Coordination 
Centre (SC3)

➢	Scottish Enterprise

➢	Scottish Government

➢	Scottish Social Services Council

➢	Scottish Sports Association

➢	Skills Development Scotland

➢	UK Cyber Security Council

➢	Young Scot

➢	YouthLink Scotland

➢	GC3 (UK Government Cyber 
Coordination Centre)

➢	Hefestis (Higher Education 
and Further Education 
Shared Technology 
Information Service)

➢	Local Govt Digital Office

➢	NCSC (National Cyber 
Security Centre)

➢	NHS NSS (National Health 
Service National Services 
Scotland)

➢	Police Scotland

➢	SG Cyber Security Unit  
and National Cyber 
Resilience Unit

➢	Directed by Scottish 
Ministers. 

➢	Supported by the National 
Cyber Resilience Advisory 
Board. 

➢	Aligned to relevant UK 
Government policy and 
activities.
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Call Police 
Scotland  
on 101

Report to 
NCSC: 

https://report.
ncsc.gov.uk/

Public sector 
organisations in 
Scotland should 
contact SC3:

Call SC3 on 
0300 244 
9700

Report/ 
email:  
SC3@gov.scot

If you experience a Cyber incident - don’t wait.


