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1. Purpose Of This Document 

To describe how the Directorate for Agriculture and the Rural Economy (ARE) is 

working in partnership with its contractors to address the key findings and 

recommendations from the Fujitsu Technical Review. 

The body of the Technical Review Report is not presented in full as it contains 

sensitive commercial information, as well as technical detail (for example about our 

infrastructure and its maintenance status) which has implications for cyber-security. 

Publishing such detail could compromise the security of the Rural Payments and 

Services (RP&S) IT platform and negatively impact the discussions that we have still 

to conduct with our current contractors and for future procurements. 

 

2. Purpose Of The Technical Review 

Its purpose was to verify that the technical environment (the RP&S IT Platform) that 

is in place, and the processes that are established to maintain and enhance it, are 

sustainable for current and future needs, and are in line with industry standards. 

 

3. Overall Conclusion 

The overall conclusion is that the architecture is fundamentally sound and the IT 

Platform should be retained.  For various reasons explained in the Report, there 

needs to be significant and targeted remediation to the developed application as part 

of an iterative improvement programme, as well as improvement to associated 

development and support processes.  This will provide the longer term sustainability, 

scalability and flexibility that is necessary.  The Report is balanced in that it 

acknowledges that many improvements have already been made, or are underway, 

while also identifying what more should be done. 

The Annex to this document contains the key findings from Executive Summary from 

the Report.  This is published for the first time as the Key Findings have now been 

agreed by all parties involved, and work is now underway on a joint remediation and 

improvement programme.  The Executive Summary contains 23 Key Findings that 

are being addressed through this joint approach, and the Annex includes a 

commentary for each that provides a concise description of what actions are being 

taken. 
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4. Scope 

The Report has a technical focus and addresses four aspects of the IT Platform, 

namely - Architecture; Application Development; Infrastructure and Service Delivery.  

The Report recognises that the Futures Programme that delivered the IT Platform 

had serious issues and faced a number of significant challenges throughout its term, 

but the Report does not analyse historic causes.  Instead it focuses on the current IT 

Platform and addresses processes that are in place that apply architectural 

governance; add new functionality to the IT Platform; maintain the underlying 

infrastructure; and manage what has now been an operational service for over two 

years. 

Issues relating to the Futures Programme as a whole are best understood from the 

Audit Scotland Reports:- 

Initial Report October 2014 http://www.audit-scotland.gov.uk/report/the-201314-

audit-of-the-scottish-government-consolidated-accounts-common-agricultural-policy 

Update Report May 2016 http://www.audit-scotland.gov.uk/report/common-

agricultural-policy-futures-programme-an-update 

Further Update Report June 2017 http://www.audit-scotland.gov.uk/report/common-

agricultural-policy-futures-programme-further-update 

As responsibilities in the four areas of Architecture; Application Development; 

Infrastructure and Service Delivery changed throughout the Programme, the Review 

has not assigned any criticism to any party, nor does it suggest which party – 

Scottish Government (SG) or contractors – should be responsible for the suggested 

remedial and improvement actions.  That is a matter for SG and its contractors to 

consider.  The Report remarks:- 

“This report seeks to avoid any form of criticism and, in identifying and stating issues, 

seeks to create a series of goals for remediation going forward.” 

 

5. Background 

There were a number of significant issues with the Futures Programme over its 

lifetime which led to concerns over the Rural Payments and Services IT Platform that 

has been developed.  On the instruction of the Cabinet Secretary for Agriculture and 

the Rural Economy, officials commissioned an independent Technical Assurance 

Review of the IT Platform. 

The objective of the review was to verify that the technical environment that is now in 

place, and the processes that have been established to maintain and enhance it, are 

sustainable for current and future needs, and are in line with industry standards. 

http://www.audit-scotland.gov.uk/report/the-201314-audit-of-the-scottish-government-consolidated-accounts-common-agricultural-policy
http://www.audit-scotland.gov.uk/report/the-201314-audit-of-the-scottish-government-consolidated-accounts-common-agricultural-policy
http://www.audit-scotland.gov.uk/report/common-agricultural-policy-futures-programme-an-update
http://www.audit-scotland.gov.uk/report/common-agricultural-policy-futures-programme-an-update
http://www.audit-scotland.gov.uk/report/common-agricultural-policy-futures-programme-further-update
http://www.audit-scotland.gov.uk/report/common-agricultural-policy-futures-programme-further-update
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The review was jointly commissioned by the Head of Information Services Division, 

within ARE and the SG’s Office of the Chief Information Officer. 

After an open procurement, Fujitsu UK was awarded the contract to undertake the 

review.  The bulk of the review took place over the period January/February 2017, 

with deeper dive work continuing into March. 

The review took the form of examining documentation, accessing code and data 

structures and interviewing many individuals involved in the delivery and support of 

the IT Platform (this included IT professionals working for SG and for the main 

contractors as well as business representatives).  The review was extensive and 

effectively split into two phases.  The first phase did a reasonably detailed sweep 

though all aspects.  The second phase looked much deeper at the underlying code 

and the approaches taken to manage issues/problems and maintain the IT Platform.  

Two deeper analysis documents were delivered along with the main Report. 

An Oversight Group was established to monitor progress, and to ensure that the 

review achieved the required depth, was comprehensive and had full access to all 

relevant material.  The Group had membership from SG (Information Services 

Division, Rural Payments and Inspections Division and the SG Office of the CIO), the 

main contractor and two external representatives from NHS National Services 

Scotland. 

The main contractor was fully cooperative with the assurance review. 

Following delivery of the draft report and its acceptance through the relevant 

governance groups in April and May, a joint remediation and improvement 

programme has been established that includes SG, the main contractor and Fujitsu 

to:- 

 Agree and prioritise the necessary activities. 

 

 Agree who will lead each activity. 

 

 Agree the measures that will used to monitor improvement. 

 

 Agree costs associated with remediation and improvement. 

The objective of the programme is twofold.  Firstly, to ensure that we have all the 

necessary industry standard approaches and processes in place that prevents the 

issues highlighted in the Report reoccurring.  Secondly, to rectify those areas that 

are a legacy of sub-optimal approaches taken earlier in the Futures Programme.  

Some remedial and improvement work is free-standing while other tasks are being 

undertaken in the course “business as usual” activity.   



4 
 

Annex: Key Findings from Executive Summary from the Review Report 
 

Introduction 

What follows are the key findings from the Executive Summary of the Review 

Report, along with a commentary for each which describes what actions are being 

taken by SG and its contractors in response. 

Findings 

1. The architecture is fundamentally sound.  There is no pressing need to replace 

core components.  That said, some of the technologies such as Content 

Management, Portal, Search and MI were designed for a more complex set of 

requirements and, with the de-scoping that has taken place, some of these products 

could be replaced by simpler and cheaper alternatives. 

Actions being taken 
 
We are reviewing the value and effectiveness of the technical and information assets 
that are part of the Rural Payments and Services IT Platform that was created by the 
Futures Programme with a view to identifying how these might be exploited to 
maximise the benefits from the investment.  We will develop a benefits realisation 
plan to record and monitor all potential benefits and value that the Platform can 
provide.  
 

 

2. The infrastructure components are sound, albeit the design documentation is of 

poor quality and incomplete.  There are significant differences between the design 

documentation and the “as built” system.  This is a substantive risk to future system 

stability.  Lack of documentation also means that there is a dependency on key staff 

and with existing suppliers.  Re-tendering of the support and development of RPS 

will be high risk without documentation.  Acceptance of an environment in which 

documentation is not created or kept up to date has been allowed to persist. This 

must stop. 

Actions being taken 
 
We now have document templates in place for most aspects of Architecture, 
Application, Data and Infrastructure, and governance gates are in place that will 
ensure that the situation described in the Report no longer exists.  We are also 
reviewing historic documentation with a view to addressing missing or out of date 
documents.  We recognise that this will be a significant task. This will aid 
maintenance, compliance with standards, change impact analysis and delivery of 
new business requirements.  
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3. There is no recommendation to replace the new RPS platform. The 

recommendation is to invest in significant and targeted remediation and re-write and 

redesign as appropriate as part of an iterative improvement programme. 

Actions being taken 
 
We are creating a single catalogue of “technical debt” from a range of repositories 
used to track defects, changes and de-scoped requirements and putting in place a 
process that consistently captures and addresses such “technical debt”.  This will be 
used to prioritise the iterative remediation activity alongside the delivery of new 
features.  Code will be refactored as necessary as part of this process.  
 

 

4. The extent to which the new RPS platform is scalable and flexible to meet future 

needs – post Brexit, with completely new schemes and to absorb the Pillar 2 Apex 

schemes -  is limited, but not prevented, by the data model, code quality and design 

of the system.  Future enhancements and upgrades will be more complex and costly 

as a result of short cuts taken in early system development. 

Actions being taken 
 
The action being taken under 3. (above) will also address this finding. 
 

 

5. The data model, coding and Service-Oriented Architecture designs are sub 

optimal, enough to compromise the RPS system’s scalability and flexibility.   

Actions being taken 
 
We are reviewing our system architecture to ensure we have a single source of 
system artefacts in an artefact repository.  This will enable proper impact analysis to 
be undertaken by members of our newly created Architectural Review Board.  All 
major developments are now being reviewed for architectural and standards 
conformance at defined “quality gates”. 
 

 

6. It is evident that quality has been compromised in many areas (including 

architecture, design, analysis, coding, testing, governance, quality assurance of 

design, coding and implementation) to expedite delivery.  There is evidence of recent 

improvements in the latter areas.  If the recommendation to begin a medium to long 

term programme of remediation is accepted, the implementation of sound 

governance and quality assurance is essential. 
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Actions being taken 
 
We are implementing a range of governance mechanisms that build on 
improvements already noted in the Report.  For example, we have introduced a 
Work Commissioning process with a clear process for assessing the impact of 
change, enabling improved prioritisation.  At a more detailed level we are revising 
our coding standards and quality checks with our contractor partners (eg peer code 
reviews and automated code checkers) to improve the maintainability of our 
systems. 
 

 

7. While many of the issues are known to the programme team and many issues are 

being addressed, there is no single project plan or remediation task list.  It is 

recommended that all improvement activities are noted in a central place and 

tracked.  Most logically, this lies with the Continuous Service Improvement team 

where work is already underway to collate improvement plans. 

Actions being taken 
 
We have created a joint improvement initiative with our contractor partners to take 
forward the remedial actions and improvements identified in the Report alongside 
others that have been identified separately from a series of internal ‘lessons learned’ 
exercises.  Central to this initiative is a tracker that will be reviewed regularly by the 
CAP Strategy and Delivery Board.  Both SG and the main contractor have each 
deployed a senior manager to jointly lead the improvement work.  
 

 

8. A number of key service delivery processes are missing or are implemented in a 

very informal manner.  It is recommended that a series of disciplines be implemented 

as a priority and that ARE ISD works towards an ITIL implementation as a framework 

for best practice. 

Actions being taken 
 
This is a major plank of our improvement activity.  We are committed to improving 
existing Service Delivery, Management and Operations by monitoring and reviewing 
existing services against the industry standard ITIL framework, specifically filling 
gaps identified in the Report (see 9. Below).  This is being supported by a 
programme of ITIL training for relevant teams.  We have consulted with other 
organisations that have transformed the way they deliver IT services and looked at 
how they have adopted ITIL principles.  ITIL provides a benchmark against which we 
can be measured for maturity.  This is being addressed as a priority because we 
have had an operational service for over two years since SAF 2015 Submission. 
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9. Specifically, Change, Service Level Management, Service Transition, Problem 

Management, Incident Management and Configuration Management processes are 

priority for the next 12 months. 

Actions being taken 
 
The action being taken under 8. (above) will also address this finding.  
 

 

10. The proposed service delivery organisation addresses many of the issues but 

increased resource is required to improve disciplines around Problem, Change and 

Capacity Management. 

Actions being taken 
 
We are implementing a clear action plan to fill vacancies and replace contractor staff 
in this area with permanent SG employees where we can over the next few months.  
We are also developing a broader sourcing strategy that will determine how we best 
acquire the services, skills and expertise needed to support the business of ARE 
going forward.  This is likely to be a mixture of in-house and outsourced services. 
 

 

11. Insufficient business resource was provided to support analysis and testing – as 

an example, the Product Owner team is too small.  There also appears to have been 

disconnects between area offices, product owners and scheme teams.  This has 

been a contributory factor in the quality of the developed system, and the cost and 

time over-runs.   

Actions being taken 
 
We are putting in place recruitment plans to increase Product Owner numbers.  We 
also continue to improve the way we capture requirements and how Area Office 
staff, scheme teams and Product Owners work together in that process.  There has 
been an observable improvement in the more recent releases of features onto the IT 
Platform.  Progress is being monitored via our updated governance framework.  We 
are creating a team-based approach to the introduction of new features that includes 
Product Owners, Business Analysts and Solution Architects to create joint ownership 
and understanding by both SG and our contractor partners.  
 
 

 

12. It would appear that the analysis, design and development teams have been of a 

lower quality than we have seen elsewhere so this has also been a contributory 

factor.  This is partly due to the fact that ARE is a very unique environment and so 

few staff would join the programme with previous business domain experience. 
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Actions being taken 
 
We are developing standard processes and templates to deliver a consistent 
approach across all projects which will reduce delays caused by confusion and lack 
of business domain experience.  We are also developing knowledge transfer plans 
for all posts filled by non-SG members of staff.  We will be enhancing our induction 
process by providing supporting documentation (linked to 2. Above) to help new staff 
learn the subject matter better and more quickly.  Additionally, our main contractor 
has reduced their dependency on sub-contracted staff and is developing a stable 
core of staff in order to build subject matter expertise. 
 

 

13. The code analysis supports the initial view that development quality has been 

mixed with many examples of poor quality code.  Support of the code base will be 

more expensive in future than would have been expected. 

Actions being taken 
 
The action being taken under 3. and 6. (above) will also address this finding. 
 

 

14. It is recommended that a programme of rolling code improvement be 

implemented either as part of future developments, during incident resolution or as 

part of minor changes.  In other words, as developers open up code to enhance or 

fix it, they should look to remediate any sub-optimal features of the code.  The use of 

code quality checking tools has not been enforced and has been skipped.  It is 

recommended that the code quality tools are made mandatory. 

Actions being taken 
 
We are introducing processes to improve code quality as an integral part of new 
development work, during incident resolution and as part of minor change.  We have 
plans to introduce automated testing to help deliver improved code quality at lower 
cost and in shorter timescales.  We are aiming for a “right first time” culture and 
approach. 
 

 

15. The adoption of Agile and Open Source in the early stages of the Programme in 

line with Scottish Public Sector policy were not wholly appropriate for a system with 

definite requirements in definite timescales.  The programme has used elements of 

Agile and Waterfall methods but in an undocumented combination.  This confused 

methodology has meant that key disciplines have been omitted.   
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Actions being taken 
 
We are working to define and jointly agree our working methodology with our 
contractors and this is linked to our new Strategic and Architectural Governance 
Frameworks which will seek to enforce consistency and ensure key disciplines are 
present.  Our intention is that our approach will be adaptable, but always under 
control. 

 

16. The Non Functional Requirements (such as response times and recovery times) 

have not been followed or delivered against, and a lack of an SLA means it is very 

unclear whether the system meets the current business needs. 

Actions being taken 
 
We are revisiting the Futures Programme Non-Functional Requirements (NFRs) with 
a view to linking them to a new set of agreed Service Levels across the organisation.   
Our Service Levels and performance against them will be monitored on a regular 
basis. 
 

 

17. The Disaster Recovery position is not robust in  number of aspects, presents risk 

and needs further design - and probably additional resource. 

Actions being taken 
 
As recommended in the 2016 Audit Scotland Report, we have taken a risk based 

approach to assessing the Disaster Recovery capability, recognising that we are in 

the course of moving all key legacy systems to the new IT Platform.  The new IT 

platform has been designed to be as resilient as possible and is available 24/7 

(although support is only available during normal working hours).  However, in order 

to fully process payments end-to-end we are still dependent on some key legacy 

systems that do not have the same high-level of resilience built in, but they now do 

have some features that guard against a single points of failure. 

We are reviewing what additional measures we can take to shorten the time taken to 

recover from a significant event.  Any new or modernised applications that we are 

adding to the IT Platform, such as the Scheme Accounting and Customer Account 

Management System {SACAMS} and Land Parcel Information System {LPIS} will 

have high resilience.  We have also scheduled “maintenance windows” where we 

can take the service off-line in order implement technical upgrades and to fully test 

our back-up and recovery procedures. 
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18. The reliance on Business-As-Usual (BAU legacy IT) systems should be 

addressed – the fact that BAU was meant to be a temporary fix and is now a 2-3 

year fixture means the decision to leave BAU on old versions of Oracle and without a 

complete Disaster Recovery solution should be re-visited. 

Actions being taken 
 
We have started a project to transform the legacy systems that were not part of the 
Futures Programme onto the IT Platform where required and to decommission 
others that are at end of life.  This will rationalise our application estate and ensure 
consistency in our approach to Disaster Recovery. 

19. On-going investment is required in improvement, remediation and risk mitigation 

activities. This is required to fully exploit the investment that has already been made, 

to avoid future costs of maintenance and development and to provide a flexible 

platform for the addition of new capability.  

Actions being taken 
 
The action being taken under 7. (above) will also address this finding. 
Budget planning for this financial year, and the two years beyond, acknowledges the 
need to: 

 take remedial action; 

 maintain the IT platform; 

 implement new functionality as required by the ARE Annual Business Cycle 
(eg Scheme changes); 

 implement improvements to support more effective business processes; and 

 introduce digital innovation (eg of the type envisaged in Scotland’s Digital 
Strategy). 

 Governance is in place to prioritise investment across these five areas. 
 

 

20. The Management Information and Reporting infrastructure is a tactical solution, 

built as a short term fix when the strategic design failed, and, as such is not, 

currently, fit for purpose and should be re-designed and re-implemented.   

Actions being taken 
 
We have started a project to rationalise our reporting services and deliver a stable, 
consistent environment for providing Management Information.  This includes 
reviewing and fully documenting the highly complex RP&S data model.  As part of 
this project, we are considering the longer term Business Intelligence needs of the 
organisation and the tools that we  have in place to support them. 
 

 

21. It is evident in many aspects of the system’s design that technical design 

decisions have been taken in isolation, made as a reaction to an urgent problem, 

made to expedite delivery timescales or made without considering wider impact.  
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Examples are noted throughout the report.  In order to avoid such decision making in 

future and, therefore, to avoid exacerbating existing issues or creating new ones, it is 

strongly recommended that rigorous and holistic design governance be applied at all 

stages in the change lifecycle. 

Actions being taken 

We have created an Architectural Governance Framework based on industry best 
practice and have put in place an Architectural Review Board to ensure compliance 
and consistency.  We are applying this to current projects such as the LPIS, 
SACAMS and Livestock Inspections. 

22. The level of documentation is poor and is a critical risk to future stability.  In many 

cases design documents don’t exist, in many others the design document does not 

match what has been built.  A systematic programme of documentation remediation 

is required alongside robust governance to ensure that documentation is always 

delivered and always updated.

Actions being taken 

The action being taken under 2. (above) will also address this finding. 
Additionally we are addressing the complete Software Development Lifecycle from 
business prioritisation and selection, through project initiation and development, to 
live operations.  This will achieve a comprehensive end to end consistent process 
across all areas and provide clear visibility of roles and governance based on a RACI 
model.  

23. An implementation plan has been proposed to create a programme of continuous

service improvement.  It is important to note that additional resource will be required

to support the improvement plans.  Estimation of the effort to carry out all

remediation was not in scope but an approximate estimate of between 1000 and

2000 days’ should be anticipated.

Actions being taken 

The action being taken under 10. (above) will also address this finding. 
We have put in place a joint remediation and improvement programme with our main 
contractor and we will prioritise the remedial and improvement tasks as part of the 
work. Our priority is to continue with the improvements that prevent similar issues 
arising in the future. Our remedial actions will focus on the areas that pose the 
greatest risk and those assets in the IT Platform that deliver the greatest benefits. 
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