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Equality Impact Assessment for the Framework for a Cyber Resilient Scotland 

2025-2030 

Title of policy:  

The Strategic Framework for a Cyber Resilient Scotland (2025-2030) 

 

Summary of aims and desired outcomes of Policy:  

The Strategic Framework for a Cyber Resilient Scotland (2025-2030) aims to 

enhance Scotland’s digital security and resilience. It focuses on raising awareness 

and mitigation of cyber risks , securing digital public services and ensuring effective 

national cyber incident response. The Framework emphasises collaboration across 

public, private, and third sectors, and includes action plans for each. Key enablers 

include knowledge of risks, tools and standards, learning and skills, incident 

management, and access to technical expertise. The Framework promotes 

embedding cyber resilience into operational governance and adopting a secure-by-

design approach for future digital services. 

 

Directorate: Digital 

Division: National Cyber Security and Resilience Division 

Team: National Cyber Resilience Unit 

 

Executive summary 

This Equality Impact Assessment (EQIA) was conducted to ensure the strategy 

meets the needs of all individuals and communities in Scotland. It assessed the 

potential impacts of the policy across all nine protected characteristics under the 

Equality Act 2010, and in line with the three Public Sector Equality Duty (PSED) 

needs: eliminating discrimination, advancing equality of opportunity, and fostering 

good relations. 

 

Key findings highlighted that while no unlawful discrimination was identified, certain 

groups (such as older adults, disabled people, women and individuals with limited 

English proficiency) may face greater barriers to engaging with cyber resilience 

initiatives. Positive impacts were identified in areas such as inclusive education, 

accessible information and targeted awareness campaigns. The strategy also 

acknowledges intersectional and human rights considerations, recognising that 

overlapping vulnerabilities can compound digital exclusion. 

 

In response, the strategy includes a range of targeted actions, including accessible 

formats for guidance, promotion of cyber careers to underrepresented groups and 

embedding cyber resilience in lifelong learning. Ongoing monitoring and stakeholder 

engagement will ensure that equality considerations remain central throughout 



  

 

implementation, with periodic reviews of the EQIA to reflect new evidence and 

evolving needs. 

 

Background 

1. Policy Purpose, Aims, and Context 

The Strategic Framework for a Cyber Resilient Scotland (2025 – 2030) sets out 

Scotland’s vision to become a digitally secure and resilient nation. It aims to raise 

awareness of cyber risks and how to mitigate those risks, strengthen the security of 

digital public services and ensure effective national incident response. The strategy 

promotes a collaborative, inclusive, and secure-by-design approach across public, 

private and third sectors. It aligns with Scotland’s National Performance Framework 

and contributes to the UN Sustainable Development Goals by embedding cyber 

resilience into governance, education and workforce development. 

The strategy recognises that as digital reliance grows, so too does the need for 

equitable access to cyber resilience knowledge, support and tools. It seeks to ensure 

that no one is left behind, particularly those more vulnerable to cyber threats, such 

as older adults, people with learning disabilities and communities where English is 

not the first language. 

 

2. Development Process 

 

This strategy is a refresh of the previous national cyber resilience policy and has 

been developed through extensive engagement with delivery partners and 

stakeholders and across governemnt. It builds on lessons learned from previous 

strategies and incorporates new evidence, including research on public attitudes to 

cyber crime, advancement in technologies and barriers to digital security. Equalities 

have been embedded as a core principle from the outset, with targeted actions 

developed to address accessibility and inclusion. The EQIA process has helped 

shape the strategy by identifying opportunities to promote equality and ensure that 

the policy is inclusive and non-discriminatory. 

3. Who the Policy Affects 

 

The strategy is designed to benefit everyone in Scotland. It targets individuals, 

communities, businesses, and organisations across all sectors. Specific attention is 

given to groups who may face greater risks or barriers, including: 



  

 

• Older people and those with disabilities, who may be more vulnerable to cyber 

scams or face challenges accessing digital guidance. 

• Young people, through embedding cyber resilience in education and lifelong 

learning. 

• Small businesses, sole traders, and charities, which may lack the resources to 

manage cyber risks effectively. 

• Communities with limited English proficiency, for whom accessible and 

culturally relevant messaging is essential. 

 

By addressing these diverse needs, the strategy aims to foster a culture of shared 

responsibility and resilience across Scotland’s digital landscape. 

 

4. The Scope of the EQIA 

Groups and Areas Assessed 

 

The Equality Impact Assessment considered all nine protected characteristics as 

defined in the Equality Act 2010: 

 

• Age 

• Disability 

• Sex 

• Pregnancy and maternity 

• Gender reassignment 

• Sexual orientation 

• Race 

• Religion or belief 

• Marriage and civil partnership (assessed only in relation to employment) 

 

In line with the Public Sector Equality Duty (PSED), the assessment addressed the 

three statutory needs: 

 

1. Eliminating unlawful discrimination, harassment, and victimisation 

2. Advancing equality of opportunity between people who share a protected 

characteristic and those who do not 

3. Fostering good relations between people who share a protected 

characteristic and those who do not 

 

The EQIA paid particular attention to groups more likely to experience digital 

exclusion or cyber vulnerability, including older adults, disabled people, women, and 

individuals from minority ethnic backgrounds or with limited English proficiency. 



  

 

 
Approach and Methods Used to Assess Impact 

 

The EQIA followed a structured, evidence-based approach. This included: 

 

• A framing exercise to align the strategy’s outcomes with equality 

considerations and identify relevant indicators 

• Desk-based research using both qualitative and quantitative sources, 

including academic literature, national statistics, and sector-specific reports 

• Review of existing policy and practice, including lessons learned from the 

previous cyber resilience strategy 

• Iterative policy development, with equality considerations embedded 

throughout the drafting process. 

 

The analysis focused on identifying both potential barriers and opportunities to 

promote inclusion, with a view to shaping practical actions within the strategy. 

 
Details of Evidence Gathering and Engagement 

 

Evidence was gathered from a range of sources, including: 

 

• Academic research, such as studies on cyber crime perceptions among 

older adults and university students 

• Sector reports, including data from Age UK, Scottish Household Survey, 

YoungScot annual engagement Survey and UK Government labour market 

research 

• Engagement with cross-sectoral delivery partners and stakeholders, 

who contributed to the development and testing of the strategy’s actions 

• Internal Scottish Government collaboration, ensuring a whole-of-

government approach to embedding cyber resilience and equality 

 

The strategy’s development was informed by ongoing dialogue with key partners 

across sectors, including education, health, public, third sector and business 

communities. This collaborative approach ensured that the strategy reflects the lived 

experiences and needs of diverse groups across Scotland. 

Key Findings 

Overview of Key Evidence Gathered and Analysed 

 

The EQIA drew on a range of qualitative and quantitative evidence, including: 

 



  

 

• Academic research on cyber crime perceptions and behaviours across age 

groups 

• Sector-specific data on digital exclusion and cyber vulnerability (e.g. Age UK, 

Scottish Household Survey, YoungScot survey) 

• Labour market data on gender representation in cyber security roles 

• Stakeholder insights from delivery partners and internal Scottish Government 

teams 

 

The assessment focused on identifying how different groups may experience 

barriers to cyber resilience and how the strategy could address these through 

inclusive design and targeted support. 

 
Summary of Impacts by Protected Characteristic and PSED Need 

Protected 

Characteristic 

Eliminating 

Discrimination 

Advancing Equality 

of Opportunity 

Fostering 

Good 

Relations 

Age Neutral Positive – targeted 

messaging and 

education across life 

stages 

Positive – 

cross-

generational 

learning 

opportunities 

Disability Neutral Positive – accessible 

information and 

support for 

neurodivergent users; 

people who are 

visually impaired 

and/or deaf; and 

those requiring easy-

to-read 

Neutral 

Sex Neutral Positive – promotion 

of cyber careers for 

women 

Neutral 

Pregnancy & 

Maternity 

Neutral Neutral Neutral 

Gender 

Reassignment 

Neutral Neutral Neutral 



  

 

Protected 

Characteristic 

Eliminating 

Discrimination 

Advancing Equality 

of Opportunity 

Fostering 

Good 

Relations 

Sexual 

Orientation 

Neutral Neutral Neutral 

Race Neutral Positive – recognition 

of language and 

cultural barriers in 

cyber messaging 

Neutral 

Religion or 

Belief 

Neutral Neutral Neutral 

Marriage & 

Civil 

Partnership 

Neutral (not 

applicable 

beyond 

employment 

context) 

Neutral Neutral 

 
Intersectional and Human Rights Impacts 

 

The strategy acknowledges that individuals may face compounded risks due to 

intersecting characteristics  -  for example, older adults with disabilities or individuals 

from ethnic minority backgrounds who also experience digital exclusion. These 

overlapping vulnerabilities informed the strategy’s emphasis on accessible, inclusive 

messaging and support. 

 

From a human rights perspective, the strategy supports the right to safety, 

information and participation in digital life. By promoting equitable access to cyber 

resilience knowledge and tools, it contributes to the broader goal of digital inclusion 

and empowerment. 

 

Gaps and Limitations in Data or Evidence 

 

While the EQIA drew on a range of sources, some limitations were identified: 

 

• Limited disaggregated data on cyber crime impacts by protected characteristic 

• Gaps in evidence on the experiences of trans people, people of faith and 

those with intersecting identities in relation to cyber resilience 

 



  

 

To address these, the strategy includes a commitment to ongoing engagement with 

stakeholders and delivery partners, and to identifying further research opportunities 

to fill evidence gaps. This will support continuous improvement and ensure that 

equality considerations remain central throughout implementation. 

 

Recommendations and Conclusion 

Actions to Be Implemented Based on EQIA Findings 

The Equality Impact Assessment has informed several key actions within the 

Strategic Framework for a Cyber Resilient Scotland (2025–2030) to ensure it is 

inclusive, accessible, and equitable. These include: 

 

• Targeted awareness-raising campaigns tailored to groups at greater risk of 

cyber harm, including older adults, disabled people and those with limited 

English proficiency. 

• Accessible information formats to ensure that guidance and messaging are 

inclusive of people with disabilities and neurodivergent individuals. 

• Promotion of cyber careers to underrepresented groups, particularly 

women, through initiatives such as the CyberFirst Girls Competition and 

collaboration with partners like Education Scotland, ScotlandIS, cld, colleges 

and universities. 

• Embedding cyber resilience in lifelong learning, ensuring that digital 

literacy education is inclusive and responsive to learners’ diverse needs and 

contexts. 

 

Addressing Negative Impacts and Advancing Equality 

 

While no unlawful discrimination was identified, the EQIA highlighted areas where 

certain groups may face barriers to engaging with cyber resilience initiatives. The 

actions above are designed to: 

 

• Mitigate exclusion by improving the accessibility and relevance of cyber 

resilience messaging 

• Advance equality of opportunity by supporting participation in digital 

learning and employment 

• Foster good relations through inclusive, community-based approaches to 

cyber awareness 

 

Where specific mitigating actions were not taken (e.g. for characteristics where no 

differential impact was identified), this was due to a lack of evidence of impact rather 



  

 

than oversight. The strategy remains open to future adaptation as new evidence 

emerges. 

 

Equality Monitoring Mechanisms and Review Schedule 

 

To ensure ongoing compliance with equality obligations, the following monitoring 

mechanisms will be put in place: 

 

• Regular review of outcome indicators, including participation in cyber 

learning programmes, uptake of cyber security measures, and engagement 

with awareness campaigns 

• Ongoing stakeholder engagement, particularly with equality groups and 

delivery partners, to assess the effectiveness of actions and identify emerging 

needs 

• Periodic review of the EQIA, aligned with the strategy’s implementation 

milestones and reporting cycles 

 

The EQIA will be formally reviewed at key points during the strategy’s lifespan, with 

updates made as necessary to reflect new data, feedback, or policy developments. 
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