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Memorandum of Understanding (MoU) 

on 

Personal Data Sharing required for the  
Homes for Ukraine Sponsorship Scheme 

This MoU is made between  

The Secretary of State for the Home Department (“the Home Office”) 

The Secretary of State for Housing, Communities and Local Government (MHCLG) 

and 

The Scottish Ministers 

Together ‘the Parties’ 
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1. Status
1.1. This Memorandum of Understanding (MoU) on personal data sharing is not

legally binding and no legal obligations or legal rights shall arise between the 
Parties from the provisions of this MoU (hereafter referred to as “this Agreement” 
or “this MoU”). By signing this MoU (i) the Parties do not intend to create 
contractual or other legal relations; and (ii) the Parties agree to adhere to the 
framework set out in the Agreement. 

1.2. It has been agreed between MHCLG, Home Office and the Scottish Ministers, to 
ensure agreement and appropriate arrangements are in place in respect of the 
sharing of Personal Data. 

1.3. The sharing of Personal Data covered in this MoU, being accessed by a party or 
otherwise using the data constitutes formal agreement to the terms of this MoU, 
in parallel to the execution clause 33 below.  

2. Purpose of this Memorandum of Understanding
2.1. The purpose of this Agreement is to ensure a clear framework for the sharing

and use of Personal Data (described in clause 6 and Annex A) between the 
Parties to deliver the “Homes for Ukraine” Sponsorship Scheme.  Specifically, 
the purpose of the Personal Data sharing is to enable the Scottish Ministers to 
deliver necessary processing to fulfil their obligations under the Scheme, and to 
deliver offers of suitable sponsors to visa cleared applicants to the scheme, to 
undertake sponsor suitability checks, to communicate the outcome of these 
checks to HMG for the purpose of safeguarding applicants and to allow Scottish 
Ministers to issue thank you payments. Within the scope of this role, the Scottish 
Ministers may share data with MHCLG in respect of any queries/ clarification 
they may have to ensure to the safe and effective delivery of the scheme.  

2.2. The MoU sets out the categories of Personal Data that will be used and the 
purposes for processing.  It also documents the responsibilities of the Parties 
regarding the processing of Personal Data shared under this MoU and the way 
data protection compliance will be ensured in practice.  

3. Definitions
3.1. Unless otherwise stated, the words and expressions listed below shall have the

following meanings: 

Controller, Processor, Processing, Data Subject, Personal Data, Personal 
Data Breach, Data Protection Officer, Data Protection Impact Assessment: 
take the meaning given in the UK GDPR or, in respect of processing of personal 
data for a law enforcement purpose to which Part 3 of the DPA 2018 applies, the 
meaning in that part if different. 

DPA 2018: Data Protection Act 2018. 

Data Protection Legislation means as applicable, the UK GDPR, the DPA 2018, 
the Privacy and Electronic Communications (EC Directive) Regulations 2003 and 
any other applicable laws and regulations relating to the privacy or the processing 
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of personal data, including any amendments or successor laws or regulations 
thereto. 

Data Protection Principles: means the principles set out in Article 5 of the UK 
GDPR. 

Data Sharing Agreement: means an agreement setting out the purpose, use, 
standards and roles and responsibilities of the data sharing as per the Supervisory 
Authority’s statutory Code of Practice on Data Sharing. 

Data Subject Rights: means those rights set out in Chapter III of the UK GDPR. 

Ministry of Housing Communities and Local Government and MHCLG: the 
Secretary of State for Housing, Communities and Local Government, of 2 
Marsham Street, London, SW1P 4DF. 

DPO: Data Protection Officer.  

DPIA: Data Protection Impact Assessment. 

UK GDPR: means the General Data Protection Regulation (as defined in the DPA 
2018) as it forms part of the law of England and Scotland, Scotland and Northern 
Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018, and 
as amended by the Data Protection, Privacy and Electronic Communications 
(Amendments etc) (EU Exit) Regulations 2019.  

EU GDPR: means EU General Data Protection Regulation. 

The Home Department and the Home Office: the Secretary of State for the 
Home Department, of 2 Marsham Street, London, SW1P 4DF.   

Law: means any law, subordinate legislation within the meaning of Section 21(1) 
of the Interpretation Act 1978, bye-law, regulation, order, regulatory policy, 
mandatory guidance or code of practice, judgment of a relevant court of law, or 
directives or requirements with which the Parties are bound to comply. 

Made Tech: means Made Tech Limited, of FORA, 35-41 Folgate Street,    London, 
E1 6BX 

Memorandum of Understanding and MoU: this Agreement on personal data 
processing undertaken by the Parties to fulfil the purpose defined in clause 2.1.   

Onward Recipient: an external third party that the Scottish Ministers may share 
Personal Data with after receipt of data from MHCLG and the Home Office. 

Clearvision: means Clearvision (CM) 2005 Limited., of Unit 15 Chalcroft Business 
Park, Burnetts Lane, Southampton, SO30 2PA. 

XBP: means XBP Europe, of Baronsmede House, 20 The Avenue, Egham, 
Surrey, TW20 9AB. 
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Party: a Party to this Agreement listed in Annex A. 

Personal Data: means the data fields specified for sharing in Annex A. 

Personnel: means all directors, officers, employees, agents, consultants and 
contractors engaged in the Processing of Personal Data.   

Protective Measures: means appropriate technical and organisational measures 
which may include: pseudonymising and encrypting Personal Data, ensuring 
confidentiality, integrity, availability and resilience of systems and services, 
ensuring that availability of and access to Personal Data can be restored in a 
timely manner after an incident, and regularly assessing and evaluating the 
effectiveness of such measures. 

Scottish Ministers: means the Scottish Ministers, of St. Andrew's House, Regent 
Road, Edinburgh, EH1 3DG. 

Subject Access Request: means the rights of data subjects set out in Article 15 
of the UK GDPR. 

4. The Roles of the Parties
4.1. The use of personal data governed by this Agreement covers the processing of

Personal Data provided by the Home Office, to be transferred to and used by the 
Scottish Ministers for the purpose set out in clause 2.1 and 2.2 and in section 6 
below. The transfer and use of Personal Data is necessary to deliver the Homes 
for Ukraine Sponsorship Scheme.  

4.2. The Home Office are Independent Data Controllers for the processing of 
personal data up to the point that their respective personal data is provided to 
the Scottish Ministers.  

4.3. The Scottish Ministers is an Independent Data Controller from the point that 
personal data is provided to you to deliver the Homes for Ukraine Sponsorship 
Scheme in your nation. For avoidance of doubt, the Scottish Ministers will be 
solely responsible for the purpose, use and security of the data from this point of 
receipt.   

4.4. The Scottish Ministers may also wish to conduct its own Data Protection Impact 
Assessments in line with regulatory requirements if it judges that its processing 
will require one and to review its Privacy Notices as required. 

4.5. MHCLG are acting as Data Processor to the Home Office (as set out in the Crown 
Controller/Processor Agreement between MHCLG and Home Office). 

4.6. MHCLG are Controller for Personal Data where this does not relate to 
immigration, up to the point that their Personal Data is provided to Scottish 
Ministers. 
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14.2.1. processed lawfully, fairly and in a transparent manner (‘lawfulness, 
fairness and transparency’); 

14.2.2. collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes 
(‘purpose limitation’); 

14.2.3. adequate, relevant and limited to what is necessary in relation to the 
purposes for which they are processed (‘data minimisation’); 

14.2.4. accurate and, where necessary, kept up to date and that every 
reasonable step is taken to ensure that personal data that are 
inaccurate, having regard to the purposes for which they are processed, 
are erased or rectified without delay (‘accuracy’); 

14.2.5. kept in a form which permits identification of data subjects for no longer 
than is necessary for the purposes for which the personal data are 
processed (‘storage limitation’); 

14.2.6. processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures (‘integrity and 
confidentiality’); and  

14.2.7. Processed in accordance with the UK GDPR and demonstrating our 
compliance. 

 
15.  Protective Measures and Personal Data Breaches 
15.1. The parties undertake to have in place throughout the Term appropriate technical 

and organisational security measures to:  
 
15.1.1. prevent:  

15.1.1.1. unauthorised or unlawful processing of the Personal Data; and  
15.1.1.2. the accidental loss or destruction of, or damage to, the Personal 

Data; and   
 

15.1.2. ensure a level of security appropriate to:  
15.1.2.1. the harm that might result from such unauthorised or unlawful 

processing or accidental loss, destruction or damage; and  
15.1.2.2. the nature of the Personal Data to be protected.  
15.1.2.3. The Parties shall keep security measures under review and shall 

carry out such updates as appropriate throughout the Term. 
 
15.2. It is the responsibility of each party to ensure that its staff members are 

appropriately trained to handle and process the Personal Data in accordance 
with the technical and organisational security measures set out in Annex A 
together with any other applicable national data protection laws and guidance 
and have entered into confidentiality agreements relating to the processing of 
personal data. 

 
15.3. The level, content and regularity of training referred to in clause 15.2 shall be 

proportionate to the staff members' role, responsibility and frequency with 
respect to their handling and processing of the Personal Data. 
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15.4. The Parties shall each comply with its obligation to report a Personal Data Breach 
to the appropriate Supervisory Authority and (where applicable) data subjects 
under Article 33 of the UK GDPR and shall each inform the other party within 24 
hours of becoming aware of the of any Personal Data Breach irrespective of 
whether there is a requirement to notify any Supervisory Authority or data 
subject(s). 

 
15.5. The Parties agree to provide reasonable assistance as is necessary to each 

other to facilitate the handling of any Personal Data Breach in an expeditious and 
compliant manner.  

 
16. Data Subject Rights 
16.1. The Parties will comply in full with the rights of Data Subjects in Chapter III of 

the UK GDPR where applicable. 
 

16.2. Save where they are limited or excluded by an exemption these may 
include the right to – 

16.2.1. Object – the right of the Data Subject to request that their Personal Data 
is not processed for certain purposes. 

16.2.2. Erasure - the right of the Data Subject to request that their Personal 
Data is erased where one of the statutory grounds applies. 

16.2.3. Data portability – the right of the Data Subject to obtain Personal Data 
and reuse their Personal Data for their own purposes across different 
services in certain circumstances. 

16.2.4. Restrict processing - the right of the Data Subject to request that the 
processing of their Personal Data is restricted in certain circumstances 
– for example, where accuracy is contested. 

16.2.5. Rectification - the right of the Data Subject to request that any          
inaccuracies in their Personal Data are rectified without delay.  Request 
that any incomplete personal data is completed, including by means of 
a supplementary statement.    

16.2.6. Access - the right of the Data Subject to request access to information 
about how their Personal Data is processed and to request a copy of 
that personal data.  

 
17. Data Protection Breach 
17.1. Each Party shall notify the other(s) as soon as possible or within 24 hours 

(whichever is sooner) of becoming aware of a Data Protection Breach in respect 
of Personal Data used under this MoU. 
 

17.2. The Parties agree that where appropriate, they will work together and ensure 
co-operation regarding the handling of such a breach.  

 
18. Integrity and training of Personnel 
18.1. The Parties will ensure that they take all reasonable steps to ensure the 

reliability and integrity of its Personnel who have access to the Personal Data 
which is processed under this MoU that they are aware of their obligations 
under the Data Protection Legislation and in particular that they have had 
appropriate training on the handling of Personal Data.  
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19. International Transfers of Data 
19.1. The Parties are aware of the prohibition in Article 44 of the UK GDPR against 

the transfer of Personal Data used under this MoU to ‘third countries’ (as 
described in that Article) unless certain conditions are met. In the event that 
either is in any doubt about the legality of an international transfer of the 
personal data processed under this agreement, they shall consult the other 
parties as appropriate.  

 
20. Additional notification requirements 
20.1. The Parties shall notify the other without delay in the event that, in relation to 

the personal data processed under this Agreement, it – 
 
20.1.1. receives any communication from the Information Commissioner or any 

other regulatory authority;  
20.1.2. receives a letter before action or other communication indicating an 

intention to commence legal proceedings in respect of Personal Data 
processed under this MoU; 

20.1.3. receives a complaint, notice, communication or penalty which and 
agree to collaborate on a response to such an enquiry. 

 
21. Complaints/legal action 
21.1. The Parties shall work together regarding the response to any complaint, 

communication or request from the Information Commissioner or other 
regulatory authority or any threatened litigation by a third party in relation to the 
Personal Data processed under this MoU.  

 
22. Classification of the data  
22.1. OFFICIAL SENSITIVE.  
 
23. Transmission of the data 
23.1. The MHCLG and the Home Office shall transfer necessary Personal Data 

requested under this MoU, regardless of its format, only via secure means of 
transit. Made Tech, acting on behalf of MHCLG as a Data Sub-Processor shall 
make the data available to the Home Office and to the Scottish Ministers via the 
“Share” platform that has been procured for this purpose. Personal Data can only 
be accessed via secure access from this platform.  

 
23.2. The Scottish Ministers shall also securely transfer necessary Personal Data to 

the Home Office – for example, data needed for “re-matches” – via the Made 
Tech “Share” platform, under MHCLG’s arrangement with Made Tech.  

 
23.3. The Home Office remains responsible as Data Controller for instructing MHCLG 

in respect of any data transfer(s) and for MHCLG’s performance of their 
obligations as a Data Processor.  

 
23.4. MHCLG remains responsible as Data Processor for instructing Made Tech in 

respect of any data transfer(s) and for Made Tech performance of their 
obligations as a Data Sub-Processor.  
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23.5. MHCLG has contracted with the Processors XBP and Clearvision to provide a 
ticketing system (Jira) for the Local Authorities to raise technical, policy or 
safeguarding concerns.  This means there is no need for the Local Authorities 
to enter into their own arrangement with these suppliers. 

 
23.6. Both Parties will ensure that any further Data Processor (or sub-processor) 

engaged by either one of them, shall only receive Personal Data via secure 
means of transit, regardless of its format.  

 
24. Privacy Notices 
24.1. The Parties’ Privacy Notices shall reflect the data processing activities and any 

changes made to these as established under this MoU.  
 
25. Record keeping 
25.1. The Parties shall maintain complete and accurate processing of records to 

demonstrate their compliance with the Data Protection Legislation in relation 
to the Personal Data processed under this MoU. 

 
26. Retention and Deletion of Personal Data 
26.1. In accordance with the principle of data minimisation the Parties shall delete 

their relevant personal data as required by the records retention schedules and 
within 1 year of the closure of the scheme unless the Home Office identifies 
that its continued retention is unnecessary before that point, but conversely it 
can be retained beyond one year after consultation with Home Office regarding 
ongoing business need. 
 

26.2. The Parties shall not retain or process Personal Data for longer than is 
necessary to carry out the Agreed Purposes. This includes any statutory, legal 
or professional retention periods applicable to the personal data. 

 
27. Term and Termination 
27.1. This MOU commenced on 11 September 2025 and will run until closure of the 

Homes for Ukraine scheme unless terminated earlier in accordance with 
clause 27.3. 
 

27.2. The intention is for this MoU to be reviewed by the Home Office and the 
Scottish Ministers every six months from the start of this Agreement.  
 

27.3. This MoU can be terminated before the end of the scheme as per clause 27.1 
only via mutual agreement between both Parties, with at least three months' 
notice in writing, unless both Parties are agreed that a reduced notice period 
is acceptable. 
 

27.4. This MOU replaces any previous MOU made between the parties in relation to 
the same subject matter. 
 

 
28. Resolution of disputes with data subjects or the Supervisory Authority  
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34. SIGNATURES 
34.1. The signatories agree that the procedures laid down in this MoU provide an 

acceptable framework for the processing of personal data, and that it is in a 
manner compliant with their statutory and professional responsibilities. 
 

34.2. By signing this agreement, the signatories undertake to accept responsibility    
for implementation of the terms of this MoU within their own organisations. 
 

34.3. Signatories must also ensure that they comply with all relevant legislation.  
 
 
    

 

 
Signed for on behalf of the Home 
Office 

 

Name: Oliver Rae 

Job: Head of Work, Study, Family and 
Ukraine Services 

 Date: 05/11/2025 

  

 
  

Signed for on behalf of MHCLG 

Name: Alastair Paton  

Job: Director of Resettlement 

Date: 29/9/2025 

 

 

 

Signed for on behalf of the Scottish Ministers 

Name:  Debbie McCall 
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Job: Deputy Director – Refugee, Resettlement and Asylum Division 

Date: 11/11/2025 
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Email address 

Telephone number 

Immigration status of the applicant 

Potential Family members 

Passport number (and related details) 

Address Main applicant will be staying at if not with the Sponsor 

Date of entry to the UK 

Point of entry to the UK 

Application ID 

Group ID 

Sponsorship certification number 

Date of birth (as opposed to just age) 

Nationality 

Disability flag 

Wheelchair user flag 

Additional data will be processed in the case of minors who did not 
travel with or to join a parent or legal guardian:  

Parent(s) or legal guardian(s) of applicant:  

Name  

Date of birth  

Address  

Email  

Phone number  

Nationality or Settled Status 

Passport/ID number  

Detail of relationship with sponsor  

Applicant’s next of kin:  

Name  

Relationship to applicant  
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Telephone  

Address  

Email 

Staff Data 

The Scottish Minister’s employee data will be kept in MHCLG Azure 
Active Directory for the duration of the requirement for the user’s 
account to access Share. This will affect all employees who have 
been granted access to Share and includes:  

First name  

Last name  

Email address  

JIRA Category  

The Jira tickets enquiries that come through to MHCLG typically relate 
to operational issues. The bulk of the enquires MHCLG receive are 
related to delivery queries, User access, around the use of Made 
Tech, data related issues and safeguarding. Category of data: 

Application ID 

Name 

Date of Birth 

Address 

Sponsor ID 

Special category data (SCD) 

No SCD is intended to be collected/shared, if this occurs the type of 
data will be included here: Nationality and Disability  

Categories of 
Data Subject 

 

General public (individual sponsors)  

Applicants to the Ukraine sponsor visa scheme 

Parents and legal guardians of applicants 

Staff. 
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Plan for return 
and destruction 
of the data once 
the processing 
is complete 

UNLESS 
requirement 
under union or 
member state 
law to preserve 
that type of data 

The Parties will dispose of respectively held data as per section 26 of 
this MoU.  

Transfers to 
third countries 
or international 
organisations 

MHCLG data and Home Office data on sponsors and applicants will 
not be leaving servers within the UK or European Union.   

The Scottish Ministers as Independent Controller is responsible for 
location of their own data processing arrangements, including any 
international transfers and safeguards where these may apply. 

Legal Basis for 
Processing by  
Home Office 
and the Scottish 
Ministers  

UK GDPR Article 6(1)(e) – the processing is necessary for the 
performance of a task carried out in the public interest or in the 
exercise of official authority vested in the Controller,  

DPA 2018, Part 2, Chapter 2, section 8 (d) – the exercise of a function 
of the Crown, a Minister of the Crown or a government department. 

Section 59 1(e) Nationality, Immigration and Asylum Act 2002 

The Home Office rely on UK GDPR Article 9(2) (g) for the processing 
of special category data. 

 

Special Terms  N/A 
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1.3 01/06/2022 Added clause 4.6 to clarify that MHCLG provides a single 
data sharing platform “Foundry” for all Parties to use.  

Added clause 23.2 to clarify that DAs are to use Foundry 
to flow data back up to MHCLG and Home Office if 
needed, for example for “re-matches” under the scheme.  

Added clause 23.2 to clarify DA single point of contact 
for data sharing and queries relating to this.  

Amended clauses 23.1, 23.3 and Annex A to clarify that 
MHCLG is the sole Controller responsible for “Foundry”.  

Amended clauses 26.1 and 27.1 and Annex A to clarify 
retention and disposal period for the data.  

DPO, 
MHCLG 

1.2 22/04/2022 Added clause 4.4 to further clarify DA role under GDPR.  

Amended clause 8.2 to update most suitable power for 
Government to process and share HFU data with DAs.  

Amended Annex A to add additional or revised data 
fields for sharing re HFU applicants – “point of entry to 
UK”, “time of entry to the UK”, “immigration status of 
applicant”. “Immigration status of sponsor” removed.  

Amended Annex A to clarify location of processing 
responsibilities for respective Parties (i.e. EU location 
does not apply to DAs, only to MHCLG and Home 
Office).  

DPO, 
MHCLG 

1.1 23/03/2022 Amended references to “Devolved Assembly” to become 
“the Scottish Ministers” 

Added “Palantir” and “Onward Recipient” to Definitions 
section 

Added new clause 7 to cover onward data sharing by the 
Scottish Ministers after receipt of data 

Updated clauses 8 and 9 to reflect that special category 
data is not intended to be shared; where this may occur, 
lawful basis is in place (clause 9) 

Clause 15.1.2.3 amended to remove reference to generic 
wording on agreed cost of information security 
measures (not relevant for this agreement)  

Added DPO details for the DA (clause 31.3.1)  

Annex A updated to clarify data fields to be shared (a 
number have been removed); data will not leave servers 
outside the EU (previously UK); other minor changes 

DPO, 
MHCLG 
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1.0 18/03/2022 1st release MHCLG & 
HO 
signatories 

 




