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When handling ministerial correspondence, use this guidance to help you decide
when to share personal data within the Scottish Government or with other
organisations.

Personal data should be collected and shared in a way that is fair and transparent, in
line with the rights and expectations of the people whose information you're sharing.
For guidance about how to reply to correspondence sent to ministers using the
Ministerial and Corporate Correspondence System (MiCase) read handling
ministerial correspondence.

10 things to consider before sharing ministerial correspondence:
1. Always consider whether it is necessary to share personal data and don't
share it if you can achieve your objective by sharing anonymised data.

2. Consider whether the proposed data sharing is something that an individual
would reasonably expect.

3. Take action in keeping with data protection principles when you share data
with other organisations.

4. Take extra care when you share special category data.

5. Only share information on a need to know basis — for example send the
information to a named individual, or only send the details that are needed to
effect a positive outcome. (If you don't need to share personal data to do that,
then don't include it in the details you pass on).

6. Decide which lawful basis is the most appropriate for processing personal
data in the circumstances: 'Public task' might provide a basis for sharing
ministerial correspondence with other organisations where you are satisfied
that sharing is necessary in the public interest.

'Legitimate interests' might be appropriate if you consider that it is necessary to
share personal data for the legitimate interests of an individual. This is unless the
impact on the individual's privacy is high and/or where they would not expect their
data to be used that way.

You might need to ask for an individual's consent when no other basis applies. If you
decide to use consent, you will need to make sure it meets high UK General Data
Protection Regulation (UKGDPR) standards.

7. Consider if there is any third party personal data within the correspondence
and select the most appropriate lawful basis. It may be that the public task or
legitimate interests lawful basis would still cover the processing where third
party data is included.


https://scotsconnect.sharepoint.com/sites/MyWork/sitepages/general-data-protection-regulation.aspx

There may be limitations for using consent in these cases. An individual cannot
necessarily give consent in respect of the third party's data if such information is
included in correspondence - and it may be necessary in those circumstances to
consider if consent would need to be sought from that third party. This would need to
be considered separately and in addition to any primary individual data.

8. Keep a record containing some basic information around sharing such as
what information is shared, for what purpose, why the data sharing is
necessary, why alternative methods of achieving your objectives have been
rejected and the implications of not sharing the data.

9. Make sure you share the minimum information necessary for the purpose and
limit this to what is required to deal with the specific issue.

10. Consider technical measures to prevent access, for example if the information
is sent by an encrypted email.

Remember that every ministerial correspondence case is different, and it is important
that data protection procedures are considered on a case-by-case basis.

Correspondence from Members of the Scottish Parliament (MSPs) acting on
behalf of their constituents

MSPs are individual data controllers and are each responsible for meeting all data
protection requirements for their office. This includes the handling of constituent
casework and any other personal data they process.

MSPs have a responsibility to provide information to people about the way in which
personal data will be processed and the lawful bases which may be relied upon.
When sharing correspondence with the Scottish Government from constituents that
contains personal data, it is MSPs' responsibility that to be satisfied in disclosing
information, they are complying with UKGDPR. They should confirm which lawful
basis they are relying on to cover disclosure of the personal data.

More information on what MSPs should consider when engaging with government
departments on behalf of their constituents is on the Information Commissioner's
Office (ICO) website. We will act on the basis that MSPs' have taken appropriate
steps regarding data protection.

Help and support
Contact the data protection and information assets team for further advice on data
protection.
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