Annex A

Scottish Government policy on artificial intelligence

The guidance on this page does not apply to Copilot Chat, which is approved for
corporate use. It covers LLMs such as ChatGPT, Gemini and BLOOM, and systems
generating images based on text, such as DALL-E, Stable Diffusion and Midjourney.
Generative artificial intelligence (Al) describes any type of artificial intelligence that
can be used to create new text, images, video, audio or code. Large language
models (LLMs) are part of this category of Al and produce text outputs.

ChatGPT and Google’s Gemini are publicly available web-based versions of
generative Al which use an LLM. They allow users to enter text and seek a view from
the system, or to ask the system to create output based on a given subject. You can
also ask it to:

e summarise long articles

e get an answer of a specific length to a question
« write code for a described function

We encourage all colleagues to experiment and try different Al tools, but we also
have a duty to protect our data and ensure safe use of Al technologies.
These rules are essential for using Al safely:

1. Do not use personal data in generative Al tools. This ensures we do not share
personally identifiable information, protecting staff and the wider Scottish public
from having data collected by generative Al products.

2. Do not use sensitive information in generative Al tools. Be aware that non
personal data can be sensitive, and will not always be protected by data
protection regulation. This could be details of an embargoed press release,
creative material designed as part of a campaign or the text of a ministerial
announcement. Do not share anything you would not be happy to share with a
member of the public, as anything you input could be subject to a freedom of
information request.

3. Do not use terms which could infer future government policy or thinking in
generative Al tools. For example, you should not ask questions such as ‘what
might happen if the Scottish Government set the driving age to 12?7’ Generative
Al works like a giant database, and a search term like this links the Scottish
Government with the concept of driving at 12. This means similar text could be
returned as a search result in other users' searches and could potentially link the
Scottish Government to outputs that are insensitive or inappropriate.

4. When using generative Al, check the output carefully before sharing or relying on
the search output. Generative Al can assist with your work, however, you should
be cautious and circumspect in your approach.

There are generative Al tools which have the level of security infrastructure to be
acceptable for Scottish Government use, to discuss specific examples or ask any
questions, contact the Al policy team.



https://scotsconnect.sharepoint.com/sites/MyWork/SitePages/Using-generative-artificial-intelligence-in-the-Scottish-Government.aspx#microsoft-copilot-chat
mailto:ai@gov.scot

UK Government quidance on using generative Al

The UK Government has released a framework for the use of generative Al, which is
based on 10 key principles:

You know what generative Al is and what its limitations are.

You use generative Al lawfully, ethically and responsibly.

You know how to keep generative Al tools secure.

You have meaningful human control at the right stage.

You understand how to manage the full generative Al lifecycle.

You use the right tool for the job.

You are open and collaborative.

You work with commercial colleagues from the start.

You have the skills and expertise that you need to build and use generative
Al.

10.You use these principles alongside your organisation’s policies and have the
right assurance in place.
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The framework aims to help civil servants understand generative Al and to guide
anyone building generative Al solutions. Most importantly, the framework lays out
what must be considered to use generative Al safely and responsibly.


https://assets.publishing.service.gov.uk/media/65c3b5d628a4a00012d2ba5c/6.8558_CO_Generative_AI_Framework_Report_v7_WEB.pdf

