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1.  Introduction 
 

1.1 The Scottish Government is seeking a Service Provider to coordinate and 

manage a new demand led service for cross Scotland advocacy support for 
those who, if owing to a disability, require an advocacy worker’s help to 
interact with the Scottish Social Security system.  Service is required as 
follows: 

 

 the Service Provider will put in place systems, agreements and processes 
to ensure that advocacy support can be received locally across Scotland 
through working with local services as appropriate.  

 

 the Scottish Government will not instruct the Service Provider on any cases; 
 

 the Service Provider will monitor local service delivery including the quality 
of service and report quarterly to the Scottish Government;  
 

 the Service Provider will organise, co-ordinate and deliver training on the 

new Social Security System for advocacy workers 
 

1.2 The Service Provider will be expected to design and deliver the Services 
according to the following service principles: 

 
 Agility 

This is an all-Scotland contract and the Service Provider must be able to 
respond to demand across Scotland in a fair and consistent way. 

 
 Scalability 

This is a demand-led contract and the Service Provider must be able to 
scale operations according to changing levels of demand during the 

period of contract; the Service Provider must be able to control costs in 
periods of low demand and provide high levels of service even in periods 
of high demand. 

 

 Resilience 

The Service Provider must be able to cope with potential service 
disruption and have appropriate contingency plans in place. 

 

 Flexibility 

Certain variables in the Contract are outside the control of both the 
Purchaser and the Service Provider.  The Service Provider will need to 
be able to respond flexibly to developments or changes in the structure 

or legislation in relation to advocacy provision. 
 
1.3 The service will be  delivered independently of both Scottish Ministers and 

Social Security Scotland. 
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2.  Legislative Background 

 

2.1 The Social Security (Scotland) Act 2018 was brought forward as a result of 
 changes to the devolution settlement enacted in the Scotland Act 2016.  As a 
 result of these changes 11 existing social security benefits are being devolved 
 to the Scottish Parliament.  These benefits  are: Disablilty Living Allowance, 

 Personal Independence Pay,  Attendance Allowance Severe Disablement 
 Allowance, Industrial Injuries Benefits, Carears Allowance, Sure Start 
 Maternity Grant , Funeral Payments, Cold Weather Payments, Winter Fuel 
 Payments and Discretionary Housing Payments.  

 
2.2 The Scottish Government delivered the first of the 11 devolved benefits, 
 Discretionary Housing Payments, on 1 April 2017.  Since then it has delivered 
 Carers Allowance Supplement, Best Start Grant pregnancy and baby 

 payments, early learning payment and school age payments, Funeral 
 Support Payment and  Young Carers Grant.  
 
2.3 The current planned timetable for delivery of the remaining devolved benefits 

is set out in Annex A. 
 
 
3   Background objective  

 
3.1 The objective is to ensure that advocacy support is provided across Scotland 

to eligible individuals to support them with the Scottish social security system. 
 

3.2 Advocacy support enables service users to: 
 

 participate in decisions that affect their lives and represent their own 
  interests; 

 have a stronger voice by supporting them to express their needs and 
make their own decisions; and 

 obtain information, explore and understand their options and desired 
outcomes. 

 
3.3 The Service Provider will provide individual instructed advocacy.  Support will 

be available, as required by service users, throughout the benefit claim 
process including from application, determination, redetermination and 

appeal. Advocacy workers may be required to support clients at Scottish 
disability assistance assessments, if they are asked to do so.  

 
 Advice and information on benefits and support for making applications is also 

 available from a range of sources such as welfare rights organisations and 
 citizens advice bureaux and may not necessarily need to be provided by 
 advocacy workers. 
 

 Pre-application advice and information is not covered by this service. 
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3.4 The Service Provider will also be required to prepare and deliver training for 
 advocacy workers on the Scottish social security system. 
 
4. Purpose of the Requirement 

 
4.1 Currently there is no nationally provided advocacy support for those who 

interact with the Department of Work and Pensions (DWP) benefits system. 

 
4.2 The Scottish Government is providing new funding to deliver advocacy 

support for disabled people claiming assistance through the Scottish social 
security system. 

 
4.3 The Social Security (Scotland) Act 2018 (the Act) provides the legal 

framework for the provision of independent advocacy, as follows:    
 

 Section 10 ensures that people have a right to access independent 
advocacy, if owing to a disability they require an advocate’s help to engage 
effectively with the Scottish social security system. The Act also requires 
that individuals are told about that right and that advocacy services are 

available.  Independent in this context means that advocacy is provided by 
a person other than Scottish Ministers. 

 

 Section 11 places a statutory duty on Scottish Ministers to develop 

‘advocacy service standards’ to which those delivering advocacy services 
must undertake to comply with as part of any agreement with Ministers.  
The Act also requires that the standards are to be set in regulations. 

 
5 Service Scope 

 
5.1 This service provision consists of the management, administration and 

coordination of delivery of advocacy support to eligible individuals who require 

this support to help determine their entitlement to assistance through the 
Scottish social security system.   

 
 The Service Provider will put in place provisions for the local delivery of 

advocacy support as set out in detail below.  As part of this the Service 
Provider will need to identify and, if necessary, make agreements with 
individual services to ensure cross-Scotland, locally provided advocacy 
support.  Only services which are subject to any such agreements will receive 

requests for support and payment for the provision of social security advocacy 
support. 

 
 The Service Provider will be responsible for ensuring overall service delivery 

and the quality of that provision.  The Service Provider will ensure that 
information management systems are suitable for service delivery and for 
monitoring and reporting on the support provided. 

 

5.2 The Service Provider is also required to co-ordinate and provide training to 
advocacy workers on the Scottish social security system including, but not 
limited to the assistance paid and processes. 
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6 Service Requirement 

 

6.1 Description of Advocacy Service 
  
 The advocacy service may include but not be limited to: 
 

 providing information about the service, rights and options; 

 communicating with individuals to establish the nature of their needs; 

 communicating with individuals to ascertain their views, wishes, 

questions, concerns and desired outcomes; 

 supporting individuals to speak for themselves or speaking on their 
behalf when they are having significant difficulty expressing their views; 

 communication and negotiating with others, on behalf of the individual, 

to address issues of concern and achieve desired outcomes. 
 

All advocacy services are chargeable. 
 

6.2 Where possible the same advocacy worker should provide support throughout 
the application and determination process, as required by the service user.  For 
some service users this support may end with the initial determination; others 
may require support through to appeal consideration and decision.  Advocacy 

workers will be required to attend assessments conducted by Social Security 
Scotland if the service user wishes them to do so. 

 
6.3 The Service Provider should ensure adequate provision for meeting service 

users’ communication needs, including hearing, speech and visual impairments 
and the availability of materials in alternative formats. 

 
           Availability and Access to Service 

 
6.4 Advocacy support should be provided within the hours of 9 am until 5 pm, 

Monday to Friday, excluding public holidays.  Support may be provided 
outwith these hours if agreed by the Service Provider, advocacy worker and 

individual seeking support.  
 
6.5 All requests for advocacy support whether submitted by an individual or a 
 third party shall be received, processed and allocated to an advocacy worker 
 or delivery partner within 2 working days of receipt by the Service Provider. 

 
6.6 Requests for support may be made by phone, post, email or in person directly 

to the Service Provider.  .  Requests will be recorded by the Service Provider.  
 

6.7 Referrals and requests for support received directly by delivery partners or 
sub-contractors should be recorded and passed to the Service Provider for 
approval.  The Service Provider should confirm that the service may provide 
advocacy support or pass the referral to a closer service, if appropriate. 

 
6.8 Upon receipt of the request the Service Provider will contact the individual in 
 order to: 
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 determine eligibility; 

 ensure advocacy support is required in relation to Scottish social 
security; 

 provide information about the service; and 

 make the referral to an advocacy worker or service partner.  
 

6.9 The Service Provider shall be responsible for processing the requests and 
related documentation and for allocating to an advocacy worker or service 
partner.  Initial appointments should be arranged within 2 working days of the 

referral to the advocacy worker or service partner. 
 
6.10 The advocacy worker allocated to the case shall: 
 

 Conduct the initial meeting, explain the service, obtain and record 
consent to receive advocacy support and consent to share information; 

 inform the individual about the service, including confidentiality of 
information and the feedback and complaints procedures. Information 

must be  provided in the appropriate format for the service user, 
normally verbal and in writing; 

 draft, agree and provide the service user with an advocacy support 
plan, in the format required, which will, include amongst other issues 

the service user’s requirements, desired outcomes; the action/support 
required to support the delivery of those outcomes and likely timelines 
for delivering the required support; and 

 support the individual throughout the process (application, 

determination, assessment, redetermination, appeal) until the issue is 
resolved or no further action is possible. 

 Record hours of support provided to service user  
 

6.11 The timing and hours of support required for dealing with a case will depend 
on a number of factors, such as urgency, the nature of the issue and the 
schedule of any related meetings. The timescale may also be impacted by the 
complexity of the issue and resource available within the service.  However, 

the service should ensure that support is provided timeously to ensure that 
there is no negative impact on the consideration of a service users application 
for Scottish social security.  

  
7. Locations 

 
7.1 Advocacy support must be available across Scotland and should be provided 
 locally from appropriate premises.  Premises should be accessible in 

 compliance with the Disability Act 2010 and comply with the Equality Act 2010 
 (Disability) Regulations 2010. Premises should be appropriate and  meet the 
 needs of the service user.  Advocacy support may be provided from other 
 locations as agreed with the service user.  Any alternative premises should 

 allow for sensitive discussions to take place in private.  Alternative locations 
 may include the service user’s home if this was required and considered 
 appropriate and subject to any requirements of the service’s lone working 
 policy being followed (if the service has one). 
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7.2  Key Deliverables- Advocacy Support 
 

 The Service Provider will be responsible for ensuring the co-ordination and 
 delivery of local advocacy support. In delivering this local support, the Service 
 Provider will be required to: 

 ensure an adequate supply of advocacy workers, ensuring all staff are 

trained and have appropriate clearances, e.g. Protection of Vulnerable 
Adults), provide any other support required by staff to perform duties; 

 manage requests and clients, allocating cases to an advocacy worker 

or delivery partner within 2 working days; 

 monitor and record time spent by advocacy workers in providing 
support to service users. 

 meet communication needs of clients, providing interpreters or 

materials in alternative formats as required; 

 meet accessibility needs of clients; 

 offer and maintain range of communication routes including phone, 
email and web; 

 manage process for service user feedback and complaints; 

 demonstrate working within data protection principles;  

 demonstrate appropriate records management including management; 
information for monitoring and evaluation purposes; 

 use resources effectively and close cases when issue resolved or no 
further action can be taken; and 

 meet the requirements of the social security advocacy service 
standards. 

 
7.3 All service requirements are mandatory unless otherwise stated. The Service 
 Provider will need to demonstrate how it would ensure that these minimum 
 standards will be met.   

 
7.4 Key Deliverables - Training Requirement 
 
 The Service Provider will be required to provide training to advocacy workers.  

 This training should  include, but not be limited to: 
 

 the Scottish social security system and the assistance paid within this; 

 Scottish social security system processes and requirements; 

 equality and data protection legislation; and 

 delivering the social security advocacy service standards. 
 
7.5 Training can either be web or paper based or delivered face to face, 

depending on need. 
 
7.6 Estimated Demand 
 

 The Act does not define disability and it is for individuals to self-identify that 
they having a disability and as a result of that disability require advocacy 
support.  The table below provides an estimate of inflow (ie new cases) for 
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disability benefits.  However, this cannot be simply translated into demand for 
advocacy support as not everyone claiming a Scottish social security benefit 
would want or require such support. 

 
Disability Benefits Estimated Inflow (Child DLA, PIP and AA combined) 

Quarter   Nov-17   Feb-18   May-18   Aug-18  

 Aberdeen City              728               633              548              509  

 Aberdeenshire              620               524              539              559  
 Angus              526               353              461              443  

 Argyll and Bute              339               262              333              354  
 City of Edinburgh           1,621            1,224           1,515           1,669  

 Clackmannanshire              246               159              186              208  
 Dumfries and 
Galloway              646               557              608              600  

 Dundee City              995               664              708              848  
 East Ayrshire              579               406              518              588  
 East 

Dunbartonshire              339               276              331              375  
 East Lothian              385               314              362              360  

 East Renfrewshire              320               262              324              273  
 Falkirk              677               460              600              673  

 Fife           1,582            1,256           1,355           1,295  
 Glasgow City           3,431            2,548           3,048           3,117  

 Highland           1,200            1,074              864              913  
 Inverclyde              502               331              414              481  

 Midlothian              396               326              393              428  
 Moray              433               379              308              358  

 Na h-Eileanan Siar              134                 81              140              148  
 North Ayrshire              691               522              640              726  

 North Lanarkshire           1,808            1,248           1,462           1,612  
 Orkney Islands                72                 64                91                82  

 Perth and Kinross              565               455              472              553  
 Renfrewshire              859               611              797              809  

 Scottish Borders              541               445              407              386  
 Shetland Islands              102                 74                87                83  

 South Ayrshire              494               431              401              489  
 South Lanarkshire           1,436            1,129           1,300           1,305  

 Stirling              354               246              295              347  
 West 

Dunbartonshire              471               320              422              443  
 West Lothian              775               634              766              828  

 Total         23,891          18,276         20,671         21,861  

 
7.8 Other factors will affect levels of demand, such as numbers of meetings 

required to support the client and follow-up action required.  These are 

beyond the control of the Scottish Government.  There are no set rules on the 
number of contacts required by the individual and this will vary depending on 
their need.  Services should provide the advocacy support required to meet 
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an individual’s needs.  Service demand will include face to face time with an 
individual and time on administration, preparation and action.  

 

7.9 The Service Provider shall use a management information system to manage 
and retain information about requests, nature of cases and service users and 

the hours spent providing advocacy support to ensure resources are used 
effectively and efficiently and throughput is maximised.  

 
7.10 The Scottish  social security system is built on the values of dignity, fairness 

and respect. Service Providers should ensure that service users are treated 
with these same values. 

 
8. Travel Expenses 

 

8.1 Service users must not be financially disadvantaged due to their attendance 
 at the Service. However, some Service users may already receive support for 

 such costs due to a health condition; therefore they must not be over-
 compensated. 
 
8.2 The Service Provider is responsible for reimbursement of all appropriate travel 

 costs and any additional support costs incurred. The Service Provider must 
 not assume that the Service user is entitled to travel costs, and must ensure 
 appropriate checks are made before payment is made to the Service user, 
 and that the most appropriate mode of transport has been utilised by the 
 Service user depending upon their level of health condition, disability or any 

 other barrier to travel. 
 
8.3 Where the Service users travel costs are to be paid or reimbursed, these 
 costs must not exceed Scottish Government standard travel rates (i.e. those 

 that are currently applicable at the point of costs being incurred by the service 
 user) which are provided within Schedule 2 (Pricing).  
 
8.4 Data on service user costs must be provided in accordance with the provision 

 of management information and to meet audit and governance requirements. 
 This will include the submission of receipts and/or vouchers. 
 
8.5 Staff are able to claim travel costs incurred as a result of official business. 

These costs will be paid or reimbursed at Scottish Government standard 
travel rates applicable at the point the costs are incurred. 
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9 Advocacy Service Standards and Compliance 
 

9.1 As set out in Section 11 of the Social Security (Scotland) Act 2018, services 

must meet or be working towards the social security advocacy services 
standards as part of any agreement with the Scottish Government for the 
provision of advocacy services.  The service standards were published on 31 
January and are subject to scrutiny and approval by the Scottish Parliament.  

The final standards will be agreed prior to contract award.  
 
9.2 The Service Provider will be required to show how they would ensure that 
 they are working towards and delivering against the standards.  

 
9.3 To support delivery of the service standards, the Service Provider should 
 ensure that: 

 skilled and knowledgeable staff are available to provide social security 

advocacy support; 

 there is high quality leadership and robust skilled management support; 

 there is appropriate supervisory and staff development arrangements in 

place for all staff; 

 rights and dignity of individuals are protected, including right to 
confidentiality; 

 staff are adequately trained in the provision of advocacy support; and 

 staff have access to a range of communication techniques and services  
have a strategy to address communication needs. 

 
9.4 The Service Provider shall demonstrate their commitment to the on-going 

 learning and development needs of staff and provide for an induction 
 programme,  training on equality and diversity issues and opportunities for 
 professional  development. 
 
10. Staff Resources and Knowledge 
 

10.1 The Service Provider will ensure that staff involved in the delivery and 
 management of this support are appropriately experienced and 

 knowledgeable in delivery of advocacy support and if possible Scottish social 
 security. 
 
10.2 The Service Provider will employ sufficient, suitably experienced staff to 

ensure that the advocacy support provided meets the needs of service users.  
There are no requirements for specific qualifications.  The Service Provider 
should ensure staff have the opportunity to undertake on-going learning and 
development and are supervised and appropriately supported. 

 
10.3 The Service Provider will provide an induction programme for new staff 
 recruited which should include as a minimum information on the Scottish 
 social security system and equality, diversity and data protection issues as 
 related to the service provision. 
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11 Service Provider Behaviours 
 

11.1 In line with the Scottish Government’s principles and values, where the 

 Service Provider sub-contracts or, enters into partnership agreements for the 
 Service delivery, they must: 

 

 be committed to achieving the best possible outcomes for Service users; 

 

 act with integrity in their dealings with service users; 
 

 ensure transparency, non-discrimination, equal treatment and clearly 
defined accountability in relationships between parties; 
 

 encourage the sharing of good practice; 

 

 agree, document and abide by the terms of delivery and funding at the 
outset; 
 

 agree monitoring and management information requirements that are not 
overly bureaucratic and must be consistent, proportionate, clearly specified 
and agreed at the Effective Date; 
 

 develop and support its sub-contractors or delivery partners to improve 
overall supply chain effectiveness; 
 

12. Branding, Communications, Marketing and Accessibility 
 

12.1 While the Scottish Government will raise awareness of the Service prior to the 
 service start date, the Service Provider is also required to promote the 
 availability of advocacy support. 

 
12.2 The Service Provider must ensure that their systems for providing and receiving 

feedback are advised to Service users and be available in accessible formats 
and promoted/displayed on marketing leaflets and in public areas of the Service 

Providers premises. 
 
12.3 All communications (press releases, announcements, advertising, publicity 
 material or activity and similar such communications) associated with the 

 operation of the Service must be submitted to the Scottish Government for 
 approval. The Service Provider must not issue any communications until 
 written/email confirmation is received from the Scottish Government confirming 
 that the communication is approved and can be issued. 

 
12.5 Access to the Service Provider’s web sites and associated documentation must 

be comprehensive, clearly laid out and be easily understood by all users. 
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13. Digital Accessibility 
 

In line with the Digital Accessibility Standards 2018 the Service Provider must 
ensure that all new digital interfaces, internal and external, and mobile apps 
must comply with all Level A and AA Success Criteria of the W3C Web Content 
Accessibility Guidelines version 2.1. 

 
13.1 Any newly developed system will need to work with assistive technologies ( see 

table below for examples). This technology ensure that clients and staff from 
any background or any ability can do what they need to do and not be 

disadvantaged in comparison to someone who does not have any additional 
needs. 

 
 Example of software 

Software Version Type Browser 

JAWS 15 or later screen reader Internet Explorer 11 

ZoomText 10.11 or 
later 

screen 
magnifier 

Internet Explorer 11 

Dragon 

NaturallySpeaking 

11 or later speech 

recognition 

Internet Explorer 11 

NVDA 2016 or 

later 

screen reader Mozilla Firefox (latest 

versions) 

VoiceOver 7.0 or later screen reader Safari on iOS 10 and 
OS X 

 

13.2 Testing with assistive technology should also be included as part of the overall 
accessibility testing of your service. The Service Provider must provide 
evidence (for any digital interfaces they are proposing) of either its ability to 

meet these standards or a gaps in the provision, which would require SG to put 
in place contingency processes. 

 
14. Non-digital Accessibility and Inclusion 

 

 In line with the Equalities Act 2010- Section 29 the Service Provider must 
ensure services do not directly or indirectly discriminate against citizens, and 

will ensure that all citizens whether they are internal staff, external clients, 
partners ,stakeholders or suppliers with uphold these values and will support 
the delivery of the commitments identified in the Social Security Charter. 

 

14.1 The Service Provider must ensure that they provide a fully inclusive service for 
example if the advocacy support is requested by an individual who is either 
deafened or has a language barrier, BSL or interpretation services must be 
provided. 

 
15. Feedback, Suggestions, Complaints and Escalation 
 

15.1 The Service Provider must operate a quality feedback process for service 

users, ensuring the voice of the service user is recognised and valued in service 
delivery.  The Service Provider should demonstrate how this shapes provision 
going forward, ensuring systems are in place to encourage service users to 
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feedback on their experience of the Service. This must include suggestions for 
improvement, positive feedback and complaints.  

 

15.2 For complaints, the Service Provider must put in place an internal dispute 
resolution procedure to deal with complaints and issues raised by service users 
regarding the delivery of this Service. This must include clear and reasonable 
timescales as detailed below for resolution and a defined escalation process. 

The Service Provider must acknowledge receipt of complaint/concern within 2 
working days of receipt and provide a formal response to service user within 5 
working days of receipt (copied to the Scottish Government (SG) for 
information). 

 
15.3 If the dispute between the service user and the Service Provider  cannot be 

resolved the dispute shall be referred to the Scottish Government, who will 
independently review the dispute and make a judgement within 10 working days.   

 
15.4 The Service Provider must ensure that its complaints process includes 

provision for allegations of serious misconduct. 
 

 The main types of serious misconduct include, but are not limited to: 
 

 racial abuse; 

 gender based discrimination 

 sexual abuse; 

 theft or fraud; and 

 criminal activities. 

 
15.5 The Service Provider must inform the Scottish Government immediately upon 
 receipt of a complaint in this category. The Service Provider must also consider 
 suspending any (employee or) sub-contractor from continuing delivery until 

 any investigations into the complaint has been completed. 
 
15.6 The Service Provider must liaise with the Scottish Government on the outcome 
 of any investigation into a serious complaint.  

 

15.7 The Service Provider shall report monthly to the Scottish Government on the 
 number and nature of complaints received, source of the complaint, and the 
 average time taken to resolve complaints as detailed within Schedule 1. 

 
 
16. Management Information (MI) 

 

16.1 The Service Provider shall provide quarterly management information reports 
 to the Scottish Government no later than 10 working days following the end of 
 each quarter.  The timing of the first quarterly report will be agreed following 
 contract award. 

 
16.2 The Service Provider shall provide management information reports or data 
 exchange in electronic and paper formats (if required). The format, content and 
 transport mechanism of the required management information will be agreed 
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 between the Scottish Government and Service Provider. The content and data 
 of the  reports will belong to the Scottish Government. 
 

16.4 The Service Provider must ensure that all automated software solutions 
 utilised to collate personal data for reporting adhere to the GDPR compliance 
 requirements. 
 

16.5 The Service Provider must ensure that any device/mobile solutions have the 
 ability to hold data securely. 
 
 

17. Reporting 
 

17.1 As a minimum, this should include details on the following: 

 

 the number of requests for support received and where from; 

 the number of referrals to other agencies should the provision of advocacy 
not be appropriate for the client; 

 the number of service users supported; 

 detailed information on geographical split of individuals who access the 
service ; 

 total number of referrals received; 

 number of referrals allocated to an advocacy worker or delivery partner 
within 2 working days of receipt; 

  average time taken from request to first contact being made with service 

user; 

 Number of first appointments being made within 2 working days of referral; 

 average time taken from request to first appointment taking place 

 total hours worked by advocacy workers on social security advocacy, 

broken down by milestone 

 any unmet demand; 

 the levels of support delivered against the milestones; 

 evidence of communication needs being met; 

 anonymised statistics on the Equality Act characteristics and additional 
support  and communication needs of  service users; 

 evidence of partnership working;  

 details of any training and development undertaken by staff; 

 recruitment needs; 

 feedback and complaints including results of satisfaction surveys and 
responses to these; 

 anonymised concerns identified about a service user’s personal safety e.g 

threatened self-harm or possible threats of harm to others and response to 
these; 

 evidence of social security advocacy services standards being worked 
towards 

 spend during reporting quarter and cumulative total spend to date 
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17.2 If available, the Service Provider will provide access to real time management 
information to the Scottish Government along with the ability to analyse said 
information.  In the event that this is not available the Service Provider will 

provide requested management information within two working days.  This 
information required in addition to the standard quarterly information provided. 

 
17.3 As part of the reporting, the Service Provider must measure and report on 

achievement of outcomes to the Scottish Government.  Outcomes will be 
finalised and agreed after contract award. This outcomes report should, 
however, include the following as minimum: 

 

 feedback from individuals who access the service about the level and quality 
of support they received;  
 

 feedback from individuals about the impact the service has made on their 
interaction with the Scottish social security system; 
 

 feedback from individuals about the impact the service has had on them 

personally e.g. increased self-confidence, person feels more involved in 
decisions affecting them; person feels listened to more by others; person 
feels better informed about available options; and 
 

 feedback from individuals on the level of input they have provided on how 
the service is run.  
 

17.4 The report must also contain a cumulative and projected spend report 

 detailing all costs in relation to the provision of the service both locally and 
 nationally. 
 
17.5 This report will inform contract management meetings which will take place on 

 a quarterly basis.  
 
17.6 Should changes or enhancements be identified for services and reporting 
 these must be discussed and agreed by the Scottish Government prior to 

 implementation. Services provided which the Scottish Government have not 
 agreed will not be paid. 
 

18 Performance Management 
 

18.1 The Service Provider shall monitor and report on performance against the 
 Service Levels and the Contract. 

 
18.2 These requirements will be measured as part of the overall performance of 

the Service Provider, utilising anonymised individual service user case 
management notes to evidence progress and outcomes. 
 

18.3 The Service Provider’s performance against the Service Levels will be 
 checked by the Scottish Government’s Contract Manager and 
 Operational Support Team on a quarterly basis. The Service Provider must 

 provide the Scottish Government with its full cooperation in this process and 



 

18 
 

 will be required to provide full evidence as required to conduct the checks at 
 such times as the Scottish Government may require.  
 

18.4 The Scottish Government will assess the Service Provider’s performance 
 using such means or methods as it considers appropriate in the 
 circumstances.  
 

18.5 The Scottish Government has the right to request information and access to 
 records in relation to service delivery at any time.  The Service Provider will 
 provide any and all such information which is requested.  Response times for 
 this type of ad-hoc request will be determined by the Scottish Government on 

 a case by case basis at the time of the request. 
 
18.6 The Service Provider will be responsible for all costs associated with the 
 provision of management information. Pricing Schedule - Annex 1 Payment 

 Validation Process contains the Key Performance Indicators and key 
 delivery Indicators designed to measure delivery, service, quality and cost  in 
 relation to the Contract. Any additional Service Levels will be agreed prior to 
 the Commencement Date. 

 
18.7 The Service Provider will be responsible for ensuring delivery of the Services 
 in accordance with the Service Guarantee for the Contract Period. 
 

18.8 Any additional specific Service Levels will be agreed using the procedures set 
 out in Schedule 3 (Ordering Procedures).  
 
18.9 The Service Levels may need to be revised or added to over time.  The 

 Service Provider shall continuously improve and reset the Service Levels to 
 increase performance, where appropriate as reasonably requested by the 
 Scottish Government and agreed in accordance with Schedule 3 (Ordering 
 Procedures). 

 
18.10 Duly authorised staff or agents of the Scottish Government shall have the 

right to visit sites used by the Service Provider to deliver the Service and to be 
given access to the Service Provider's records and staff (and/or those of its 

sub-contractor) and to Service users during the hours when the Service 
Provider is delivering the service with a view to verifying that the Service 
Provider is delivering the Service in accordance with the Contract. 
 

19 Continuous Improvement  
 

19.1 The Service Provider will actively seek to improve performance through a 

 policy of Continuous Improvement designed to deliver Service efficiencies, 
 reductions in whole-life costs and improvements in quality and performance 
 throughout the Contract Period.  
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20 Quality Assurance 
 

20.1 The Service Provider will have a quality assurance system in place which 

 incorporates people who use this service and stakeholders views to ensure 
 internal control of quality and consistency of practice. 
 
20.2  The Service Provider shall be committed to a process of continuous service 

 improvement. 
 

21 Audit 
 

 The Service Provider is to conduct an internal audit and provide the audited 

 data and report to the Scottish Government. 
 
22 Open Book Accounting 
 

22.1 Open Book Accounting (“OBA”) will provide the Scottish Government with 
 information that will be invaluable in helping to understand all costs 
 associated with the Service delivery and help to inform future funding models 

 and Service delivery and design. This includes: 
 

 understanding expenditure (cost base);  

 understanding the cost implications of decisions taken or being considered 

in delivering the Service and forward investment;  

 operating and managing the Service to incentivise and drive improvements 
in cost efficiency;  

 how Service Providers and their sub-contractors can work together to 

develop and implement a proactive approach to Service decision making 
and create a positive experience for the Customer; and  
help the Scottish Government understand the cost drivers in delivering this 

service, learn about the prime/sub v consortium delivery approaches and 
the scope for future efficiencies. 
 

22.2 The Information that the Service Provider may be asked to  share with the 

 Scottish Government will include, but not be limited to, the following: 
 

 Data on actual Service Provider and sub-contractor costs, margins, 

trends and volumes. Likely to include both actual and forecast data; 

 Information on process, systems and quality controls put in place to 
manage and ensure compliance; 

 Any other financial or non-financial data gathered continuously or 

periodically  that supports innovation, Continuous Improvement or 
decision making. 

 
22.3 Specific OBA requests from the Scottish Government will be discussed with 

 the Service Provider on a case by case basis. 
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23 Contract Management and Key Contract Milestones Dates 

 
 

23.1 Service Levels and Milestones 
 

 Milestones and timescales to meet the service requirements outlined above 
 will be identified through the tendering process and will form part of the 
 contract following award.  However, the Scottish Government wishes to have 
 advocacy support available to those that are eligible and require it by 1 June 

 2020. 
 

23.2 Key Performance Indicators (KPIs) - Performance of the services  
 

 The Service Provider will operate the contract and monitor performance in 
 accordance with this specification of requirements and agreed Key 
 Performance Indicators.   
 

 The following levels of performance will be expected as core KPIs listed as 
 follows: 
 

No Key Performance Indicator Milestone 

1 Advocacy worker or service partner allocated within 2- 

working days of request for support being received by the 
Service Provider 

90% 

2 Any complaint regarding the services must be 
acknowledged within 1 working day of the notification and 
responded to within 10 working days of the notification 

100% 

3 Number of first meetings arranged within 2 working days of 
the referral to the advocacy worker or service partner 

100% 

4 Provide Management Information (MI) within 10 working 

days following the end of each quarter; 

100% 

5 Demonstrate that at least 80% of the feedback received 

from service user(s) is positive; 

100% 

 
 

23.3 The Service Provider must provide a detailed service costing breakdown for 

 each quarterly meeting (or sooner if requested) with Scottish Government.  
 This must include all services delivered showing the associated activities and 
 costs relation to the provision of the service and cumulative and projected 
 spend.  
  

23.4 The key contracting dates are detailed below. These provide an overview of 
 the Contract timelines, milestones and the final invoicing date which is fully 
 detailed in Schedule 2 (Pricing). 

 
 

Activity Date(s) 
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Contract Award 

 

March 2020 

Implementation and Mobilisation Mid March 2020 
Operational Service Commencement Date  

(i.e. First Service user Request) 

1 June 2020 

Contract End Date End March 2022 (with 
option to extend by 1+1 
years) 

 
 
24 Contract Extension  

 

24.1 The Scottish Government, subject to satisfactory Service Provider 
 performance, the continuing need for the service and availability of budget will 

 reserve the option to extend the contract for up to two one year periods as 
 contained in Clause 4.2 of the Contract. 
 
25 Contract Management 

 

25.1 The Scottish Government considers the effective performance and delivery of 
 the Services to be a business critical objective of the Contract. As such, the 
 Service Provider shall be open, flexible and transparent in the operation, 

 management and delivery of the Contract and shall develop and implement 
 appropriate due-diligence, risk management and quality assurance measures 
 to ensure that Services are delivered on time, within budget and in 
 accordance with the Service Levels.  
 

25.2 The Service Provider must provide and maintain adequate management and 
 staff resources, including a senior officer to act as Service Manager and 
 support the strategic and day to day operation and management of the 

 contract.  
 

25.3 The Service Provider shall have sufficient influence with the Service 
 Provider’s organisation to be able to promptly respond on the Service 

 Provider’s behalf to the Scottish Government’s requests, queries and 
 complaints.  
 

25.4 The Service Provider shall act as the single point of contact for the purposes 

 of operating the Contract and will be responsible for the effective mobilisation, 
 implementation, delivery and exit management of the Contract. 
 

25.5 The Service Provider shall ensure that the Service Levels are achieved and 

 consistently high standards of service and best practice are assured and 
 maintained throughout the duration of the Contract. 
 

25.6 The Service Provider must ensure that all staff engaged in the performance of 

 the Contract have and maintain an appropriate level of knowledge and 
 expertise; are appropriately trained and qualified; and are competent to 
 deliver the required Services. This may include, but is not limited to: training 
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 on the tasks to be performed; operation of the Contract; and procedures 
 concerning health and safety at work, data protection and sustainability. 
 

25.7 The Service Provider must ensure that there is a sufficient level of trained and 
 competent staff to operate and manage the Contract at all times and that an 
 adequate reserve of trained staff and competent staff are available during 
 holidays, sickness and/or any other absence. 
  

25.8 The Service Provider will appoint a named Service Manager to manage the 

 mobilisation and implementation of the Contract. The Service Manager will act 
 as the Single Point of Contact (SPoC) for the Scottish Government. The Service 
 Provider will also specify a named contact to the Scottish Government for the 
 escalation and progression of any issues associated with the mobilisation and 

 implementation process.  
 
26 Contract Review Meetings 

 

26.1 The Service Manager shall be required to attend quarterly Governance and 
 Review meetings with the Scottish Government, but will meet more frequently 
 should a need arise. 
 

26.2 The Service Manager may also be required to attend additional ad-hoc 
 meetings at times and locations specified by the Scottish Government, 
 including the quarterly meetings referred to in paragraph 13, Partnership, 
 Integration and Alignment.  

 

26.3 The Governance and Review Meetings will address operational issues such 
 as Service delivery and achievement of the Service performance 

 requirements. 
 

26.4 The Scottish Government may on occasion request that specific sub-
 contractors or delivery partners attend the monthly meetings if this is deemed 

 to be necessary. 
 

26.5 All costs incurred by the Service Provider in attending review meetings will be 
 the responsibility of the Service Provider. 
 

27. Change Control Procedures 
 

27.1 In addition to the service requirements within this Specification, the Service 
 Provider shall embrace changes (proposed by the Scottish Government) to 
 the delivery model to reflect emerging good practice; or adapt to changes to 

 policy to ensure the delivery of the principles and values outlined in this 
 document. Any such requirements will be subject to formal discussions and 
 agreement according to the change control procedures detailed at Schedule 3 
 (Change Control Procedures). 

 
 
 
 
28 Mobilisation and Implementation 
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28.1 The contract includes time for mobilisation and implementation prior to the 

 go-live date of 1 June 2020.  
 
28.2 The Service Provider will discuss and/or meet weekly  with the Scottish 
 Government during the mobilisation period. 

 
28.3 The Service Provider will be responsible for managing the successful 
 mobilisation and implementation of the Contract and shall provide sufficient 
 resources to ensure the availability and provision of the Services in 

 accordance with the Contract from the Service “Commencement Date”.  
 

28.4 The Service Provider must submit a detailed Implementation Plan to the Scottish 
Government for approval no later than 10 working days from the contract award 

date. The Service Provider shall not be entitled to propose any variations to the 
Scottish Government milestone dates. 
 

28.5 The Scottish Government shall review and comment upon the Implementation 

 Plan as soon as reasonably practicable and in any case, no later than 10 working 
 days from its receipt. Following such review and consultation, the Scottish 
 Government shall formally approve or reject the Implementation Plan.  

 

28.6 If the Scottish Government rejects the Detailed Implementation Plan, it shall 
 provide its reasons for the rejection and the Service Provider shall have the 
 period of 10 working ways from the date of the rejection in which to revise and 
 re-submit the Implementation Plan for approval. The parties shall use all 

 reasonable endeavours to resolve any disputes and agree the Detailed 
 Implementation Plan as soon as possible. If the parties are unable to resolve any 
 disputes this shall be referred to the Management Arrangements (Schedule 4). 
 

28.7 The Service Provider will review the Detailed Implementation Plan on a weekly 
 basis (or as otherwise directed by the Scottish Government) until such time as 
 all milestones have been achieved,.  The Service Provider will submit an updated 
 plan to the Scottish Government’s Contract Manager if required within 10 

 working ways prior to the end of each month.  
 
 
29 Data Management 

 

29.1 The Service Provider shall ensure that all information held or obtained by the 
 Service Provider in connection with the operation of the Contract is securely and 
 sensitively managed at all times and in accordance with Schedule 9 (Model 

 Contract regarding Data Protection Directive 95/94/EC). 
 
30 Confidentiality  
 

30.1 The Service Provider is required to keep advocacy records confidential.  
 Information should not be shared within or across services without the 
 service user’s prior agreement. The Service Provider must maintain this 

 confidentiality and have appropriate systems in place. 
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31 Exit Strategy  
 

31.1 The Service Provider shall develop and maintain plans and procedures for the 
 orderly transition of the Services to a successor Service Provider in accordance 
 with Schedule 10 (Exit Management). 
 

 
32 Business Continuity & Disaster Recovery 

 

32.1 The Service Provider shall have in place and maintain appropriate and relevant 

 Business Continuity and Disaster Recovery plans, policies and procedures in 
 respect of the Services. 

 
33 Physical Data Security  

 

33.1 The Service Provider shall ensure robust and layered physical security measures 
 are in place at all sites where data is stored.  This must include, but not be limited 

 to: 
 

 restricted access to  paper and electronic data; 

 devices/mobiles holding personal information should be in a secure 

encrypted format 

 low key appearance; 

 door control system, including Fire Doors. 
 

34 Storage of Data  
 

34.1 The Service Provider must store all data relevant to this Contract (whether 
 personal data or otherwise) in a secure data storage environment which must be 

 located within the EU. 
 
34.2 This data must be stored in a manner that allows authorised persons to easily 
 access and retrieve data. 
 
35 Risk 

 

35.1 The Service Provider shall, at all times, have in place an appropriate risk 

 management strategy (including a suitable risk management plan and risk logs) 
 for the delivery and support of Services to be provided under the Contract. 

 
35.2 The Service Provider must inform the Scottish Government immediately of any 

 known or foreseeable risks which may have an impact on the operation of the 
 Contract and/or the performance of the Services. 
 
36 Sustainability and Environmental Benefits  
 

36.1 The Service Provider shall comply with the Scottish Government’s sustainable 
 development strategy and ethical policy with respect to the delivery of this 
 Contract. 
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36.2 The Service Provider’s policies and processes will support the Scottish 
 Government’s ‘Greener Scotland’ strategic objective including: a proactive 
 approach to sustainable consumption and the efficient use of resources; 

 consideration given to social and environmental consequences; policies which 
 ensure that business activities have a direct positive impact on climate change 
 and energy; and policies which encourage natural resource protection and 
 environmental enhancement. 

 
36.3 The Scottish Government is committed to sustainable procurement and to this 
 end the Service Provider is required to comply with all social and environmental 
 policies in the delivery of Services during the period of the Contract.  

 
36.4 The Service Provider will be required to report to the Scottish Government 
 within their monthly management information reporting, details of any 
 sustainability and environmental measures and achievements. 

 
 

37 Community Benefits 
 

 ‘Community Benefits' are social considerations which include not only targeted 

 recruitment & training, but also equal opportunities, training for the existing 
 workforce, supply-chain initiatives, community consultation, 'considerate 
 Supplier' schemes, contributions to education, the promotion of social 
 enterprises and resources for community initiatives. 

 
37.1 The Service Provider is committed to contributing to the social, economic & 
 environmental well-being of the people of Scotland.  Scottish Government has 
 five objectives that underpin its core purpose - to create a more successful 

 country, with opportunities for all of Scotland to flourish, through increasing 
 sustainable economic growth.  
 
37.2 The Fairer Scotland Duty came into force on 1 April 2018,  placing new 

 responsibilities on Scottish Government and the public sector to consider 
 what more can be done to reduce poverty and inequality when making key 
 decisions.  
 

37.3 It requires Scottish Government to actively consider whether they can narrow 
 inequalities of outcome caused by socio-economic disadvantage when 
 making strategic decisions. Community benefits are a key part of this strategy.  
 

37.4 Community benefits proposed can fall into the following categories: 
 

 Subcontracting opportunities: (for example, enabling those involved in the 
SME, third sector or supported business sectors to become involved in 

delivery through initiatives to advertise your sub-contract requirements and/or 
initiatives to engage with such sectors in your delivery of the contract) 

 

 Training: (for example, training that you will undertake and which will be 

achieved, within your organisation, our organisation or elsewhere as part of 
your delivery of the contract) 
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 Recruitment: (for example, any initiatives you will undertake, as a result of 
obtaining and then in performance of the contract, to recruit from 

disadvantaged groups and/or to create opportunities for disadvantaged 
groups or those seeking work-experience) or provide opportunities to 
unemployed citizens/job seekers of all age groups; 
 

 Attend a Job Fair to promote interest in the delivery of Advocacy services and 
how to become an Advocate. 

 

 Opportunities which otherwise improve the economic, social or environmental 

wellbeing of the Purchaser’s area in a way additional to the main purpose of 
the contract. 
 

 The Service Provider shall embrace the Scottish Government’s requirement 

for delivering Community Benefits through the Contract. To assist the Scottish 
Government in understanding what opportunities exist to deliver benefits to 
the community through the Contract, the Service Provider shall report to the 
Scottish Government as part of their monthly management information 

reporting, details of any Community Benefit measures and achievements such 
as Targeted Recruitment and Training, skills development, employment, 
apprenticeships, etc. 
 

 
38 Fair Work 
 
38.1 The Public Sector in Scotland is committed to the delivery of high quality 

public services, and recognises that this is critically dependent on a workforce 
that is well rewarded, well-motivated, well-led, has access to appropriate 
opportunities for training and skills development, are diverse and is engaged 
in decision making. These factors are also important for workforce recruitment 

and retention, and thus continuity of service. Public Bodies in Scotland are 
adopting Fair Work practices, which include: 
 

 a fair and equal pay policy that includes a commitment to supporting the 

Living Wage, including, for example being a Living Wage Accredited 
Employer; 
 

 clear managerial responsibility to nurture talent and help individuals fulfil their 

potential; 
 

 promoting equality of opportunity and developing a workforce which reflects 
the population of Scotland in terms of characteristics such as age, gender, 

religion or belief, race, sexual orientation and disability; 
 

 support for learning and development; 
 

 stability of employment and hours of work, and avoiding exploitative 
employment practices, including for example no inappropriate use of zero 
hours contracts; 
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 flexible working (including for example practices such as flexi-time and career 
breaks) and support for family friendly working and wider work life balance; 

and 
 

 support progressive workforce engagement, for example Trade Union 
recognition and representation where possible, otherwise alternative 

arrangements to give staff an effective voice. 
 

 In order to ensure the highest standards of service quality in this Contract, the 
Service Provider shall take a similarly positive approach to Fair Work 

practices as part of a fair and equitable employment and reward package. 
 

 
39. Payments 
 

39.1 Payment will be made monthly in arrears for all advocacy services performed 
 together with a management/administration fee. Payment per month for the 
 management/administration fee will be based on an annual fee.  

 
39.2 The Service Provider will be required to submit a breakdown and a 
 consolidated invoice to enable the Scottish Government to make payment for 
 services received. 

 
39.3 Invoices will be paid subject to KPIs being satisfactorily met and the Service 
 Provider will be expected to outline an escalation policy in the event of 
 repeated failure to meet agreed KPIs. 

 
40 Sub-Contractors/Delivery Partners 

 
40.1 Any service requirements delivered through sub-contractors or delivery 

partners will be subject to the service requirement levels outlined in this 
specification. It will be the responsibility of the Service Provider to ensure that 
disclosure clearances, accreditations and service levels are met by the sub-
contractor/delivery partner. Scottish Government should be notified of the use 

or change of use of sub-contractors or delivery partners at any time during the 
contract period. 

 
41 Contact Details 

 
41.1 The contract will be managed by Fiona Campbell, Scottish Government, 

Social Security Directorate Area 1B (South), Victoria Quay, Edinburgh, EH6 
6QQ with all communications being delivered through this route.  The Service 

Provider will be notified should the contract manager change at any point 
during the delivery of the contract. 

 
41.2 The Service Provider will be expected to attend an initial project inception 

meeting to confirm the service requirements and key areas of implementation 
and subsequent quarterly monitoring and evaluation meetings.  
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ANNEX A 

 

SCOTTISH SOCIAL SECURITY - DELIVERY TIMETABLE 

 

When What 

Spring 

2020 

Job Support Payment 

Summer 

2020 

Disability Assistance for Children and Young People (replaces 

Disability Living Allowance for children). 

Summer 

2020 

Eligibility for Disability Assistance for Children and Young People 

extended from age 16 to age 18. 

By end 

2020 

Scottish Child Payment (under 6s) 

By end 

2020 

Children who receive the highest care component of Disability 

Assistance become entitled to Winter Heating Assistance  

Early 2021 Disability Assistance for Working Age People (replaces Personal 

Independence Payment). 

Early 2021 Start new additional payment for carers who look after more than 

one disabled child. 

2021 Disability Assistance for Older People (over 65) (replaces 

Attendance Allowance). 
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Winter 

2021 

Winter Heating Assistance and Cold Spell Heating Assistance 

delivered to eligible recipients in their current form and to those in 

receipt of assistance from Social Security Scotland. 

Early 2022 Scottish Carer's Allowance opens to new claims 

Autumn 

2022 

Employment Injury Assistance 

By the end 

of 2022 

Scottish Child Payment (all children under 16) 
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ANNEX B 

 
SOCIAL SECURITY ADVOCACY – DRAFT SERVICE STANDARDS 

 
The service standards below were published on 31 January, following a consultation 
last autumn  The standards also need to be scrutinised by the Scottish Parliament 
before being finalised in advance of contract award. 

 
Introduction 

 
1. The Scottish Government is required by section 10 of the Social Security 

(Scotland) Act 2018 to make independent advocacy support available to people with 
a disability who need such support to engage effectively with Social Security 
Scotland, as part of the process of claiming Scottish social security assistance. 
Section 11 of the Act requires Scottish Ministers to develop and publish service 

standards that would apply to this support. This document sets out the advocacy 
service standards required by section 11. 
 
2. References to advocacy worker and advocacy support in these service standards 

are to be taken to mean independent advocacy. Independent is defined by the Act 
and as used in this document means advocacy services “provided by persons other 
than the Scottish Ministers”.  
 

3. The Service Standards apply to individual instructed advocacy for Scottish social 
security. 
 
4. Instructed advocacy takes place where the individual is able to tell the advocacy 

worker what they want as well as the actions they would like taken. This means that 
the individual can understand the advocacy role and how the advocacy worker can 
represent and support them and can instruct their advocacy worker. 
 

5. Advocacy support is available to individuals making a claim in their own right and 
to those making a claim in respect of a disabled child if they consider that they 
needed this support to engage with Social Security Scotland. A parent or carer 
claiming assistance for a child would be eligible for advocacy support if they 

themselves were disabled and needed such support or if the child themselves 
wished to take an active part in the process of claiming their entitlements. 
 
6. The Act does not define disability. It is for individuals to self-identify whether they 

are eligible for advocacy support as provided by the Act. This may include Deaf 
people and those with a sensory disability or mental health condition. 
 
7. The Scottish Government will provide funding for advocacy services but will not be 

directly involved with their day-to-day operation or the handling of individual cases. 
Social Security Scotland (the Agency) will not provide advocacy support either. This 
would not meet the requirement for independence at paragraph 2 as the Agency is 
doing the work of the Scottish Ministers.  

 
8. Advocacy support may be provided by organisations which solely provide 
advocacy support or by other organisations which offer other services including 



 

31 
 

advocacy. Where advocacy is part of a range of support offered, such organisations 
should ensure that conflicts of interest are avoided. For example, advice and 
advocacy will be provided by different people and advocacy records will be kept 

separately from other records. 
 
9. Advocacy support will be available throughout the whole of the process for 
seeking support - from point of application, through any request for redetermination 

to appeals. Advocacy workers would also provide support at assessments if 
requested to do so by the client. 
 
10. Section 59 of the Act gives individuals the right to have a supporter present 

during any discussion or assessment relating to their entitlement to a benefit. This 
right remains even if the individual has the support of an advocacy worker. 
 
11. The service standards lay down behaviours and requirements which the 

advocacy worker or service is expected to meet and demonstrate, under the 
headings of broad overarching principles. 
 
12. Services providing advocacy support on behalf of the Scottish Government must 

undertake to comply with these service standards. 
 
PRINCIPLE 1 – DEFINITION OF ADVOCACY 

 

You are entitled to the support of an advocacy worker if you have a disability and, 
because of your disability, you need help claiming benefits under the Scottish social 
security system. 
 

Your advocacy worker will help you: 
• be heard and understood; 
• know, understand and secure your rights under the 
Scottish social security system; 

• ask questions and get information; 
• express your rights, views, wishes and what you want 
to achieve, and represent your own interests; and 
• be fully involved and make informed decisions. 

 
Your advocacy worker will not provide advice. 
 
Your advocacy worker will only speak for you when you instruct them to or when you 

have a significant difficulty putting your views across. 
 
Your advocacy worker will help you determine and promote your views and will not 
give their own view. 

 
Your advocacy worker may need to consult or get information from other parties in 
order to help you with your situation and help you put your views across. Your 
advocacy worker will ask for your permission first. 
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PRINCIPLE 2 – INDEPENDENCE 

 
Advocacy support will not be provided directly by people working for Scottish 

Ministers, including staff of Social Security Scotland. It will be provided by people 
working for other organisations. 
 
Your advocacy worker will support your social security advocacy rights and needs 

and work for and on your behalf. 
 
Advocacy services will be as free from conflicts of interest as possible. 
 

Your advocacy worker will only provide you with advocacy support. 
 
If the organisation provides a range of services, advocacy support will be delivered 
separately from these. 

 
If the organisation provides advocacy and other services, the advocacy service must 
not share information with those other services without your permission. 
 

Advocacy records will be kept separately from other records. 
 
Advocacy services and workers must be aware of and meet confidentiality 
requirements. 

 
PRINCIPLE 3 – PERSON CENTRED 

 
Your advocacy worker is on your side, puts you first and is directed by your rights, 

needs, views and wishes. 
 
Your advocacy worker will obtain your agreement before acting on your behalf. 
 

Your advocacy worker will agree their actions with you and base these on your 
desired outcomes and what you want to achieve. 
 
You are trusted and valued and will be treated with dignity, fairness and respect. 

 
You will be kept informed of and involved in all aspects of the advocacy process. 
 
The information you share with your advocacy worker will be kept confidential, 

except where there are safeguarding concerns. 
 
If you tell your advocacy worker that you may be at risk of harm or that you want to 
harm yourself or someone else they will discuss this with you but may need to share 

this information with others without your consent. 
 
You can ask to see the information the service holds about you and your case. 
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PRINCIPLE 4 – ACCESSIBLE 

 
Advocacy services and workers will be respectful of your rights, needs, views, 

experiences and protected characteristics. 
 
Advocacy services and workers will communicate using the methods and forms you 
need and prefer. 

 
Advocacy workers will meet you at a time and in a place which suits you and meets 
your needs, is safe for both you and your advocacy worker and where you can 
discuss sensitive and personal matters. 

 
Advocacy services will provide support if you contact them personally or if you are 
referred by someone else. This can be done in writing, by phone or in person or by 
other ways of communicating depending on your needs. 

 
PRINCIPLE 5 – TRAINED 

 
Advocacy workers will have detailed knowledge of using the Scottish social security 

system and of advocacy. 
 
Advocacy workers will understand your rights, needs and any barriers you face. 
 

Advocacy workers will be able to meet your rights and needs including any 
communication needs. 
 
Advocacy workers will be trained and continue to develop their knowledge, skills and 

experience. 
 
Advocacy workers will get regular support and supervision. 
 

Advocacy services and workers will be aware of and meet their duties and 
responsibilities under relevant human rights, data protection and equality legislation. 
 
Your advocacy worker will work within the policies and procedures of their service, 

including but not limited to equality, staffing, data protection and data management. 
 
PRINCIPLE 6 - QUALITY ASSURANCE 

 

Advocacy workers will keep accurate and up to date written records of action taken, 
progress made and outcomes achieved. 
 
Advocacy services will have systems for seeking, receiving, addressing and 

monitoring feedback and complaints and you will be told about these. 
 
Feedback and complaints forms will be available in accessible formats without 
having to be requested. 

 
Advocacy services will take all feedback and complaints seriously and will respond 
promptly and in accordance with the service’s procedures. 
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Advocacy services will carry out self-evaluations and provide service updates, 
including complaints, to funding bodies as part of routine reporting. 
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Best Start Foods Statement of Requirements 
 
 

Aims and Objectives/Requirements Overview  
 
1. The contract is required to deliver a payment card solution for the distribution of benefits 

for Best Start Foods (part of Best Start Grant) to support the purchase of nutritious food 
for low income families. The detailed requirements which will allow this to be delivered 
are set out in this document, however in summary Social Security Scotland (SOCIAL 
SECURITY SCOTLAND) requires a PIN secured payment card which can accept 
periodic top up credits of defined cash value. The card must use widely accepted 
technology to ensure that as wide a range of retailers as possible can accept it.  

 
2. All payment cards will remain property of Social Security Scotland. 
 
3. The contract will require the issuing of circa 40,000 cards to existing recipients currently 

in receipt of Best Start Foods cards. Alongside cards, the service provider will be 
required to distribute guidance leaflets and explanatory materials to recipients. These 
materials will be designed and produced by SOCIAL SECURITY SCOTLAND.  This will 
be in alignment with the Social Security Agency methods. 
 

4. The contract will require the issuing of circa 40,000 cards but with any change to 
legislation could increase the amount and the supplier will be required to deliver the 
increased amounts. The possible legislation changes could increase eligible clients 
between approximately 40,000 and 120,000. The service provider will have to provide a 
detailed pricing schedule as part of the bid for the upscaling of the service.  
Any legislation changes will be communicated to the supplier in advance to provide as 
much notice as possible to upscale the service.  

 
5. Alongside cards, the service provider will be expected to distribute guidance leaflets and 

explanatory materials to recipients, and also a survey for completion. These materials 
will be designed and produced by SOCIAL SECURITY SCOTLAND.  SOCIAL 
SECURITY SCOTLAND will also require to gather MI from the performance of the card 
supplier.  This MI will be agreed prior to the commencement of the contract. 

 
6. The service provider is required to put in place a dedicated free helpline to report lost or 

stolen cards and/or problems with use, which must accept calls from, and transfer calls 
to, the Social Security agency in a process to be agreed.  However the service provider 
will lead on issues relating to the operation of the card, pin number, replacement of lost 
or stolen cards.  As a minimum, the help-line must be open between 0900 and 1700 
hours Monday to Friday excepting Bank Holidays. The service provider will also provide 
an automated service outside these hours.  

 

7. The service provider is required to always align with the Social Security Scotland Charter 
when delivering the service to our clients. 

 
Overview 

 
8. The service provider shall supply a prepaid card which:  

 

• includes the provision of individual physical payment cards that can be issued 
to end users as required and shall allow end users to make payments in 
places that sell healthy food and milk 

https://www.socialsecurity.gov.scot/about/our-charter
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• provides the facility to generate individual card numbers for individual 
recipients, which can be locked down to specific dates, Merchant categories 
and values 

• provides a bank identification number (BIN)  
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9. The Service provider shall ensure that any physical payment cards issued:  

 

• conform to all relevant industry/card scheme security standards applicable to 
physical payment cards;  

• include compliance with General Data Protection Regulations (GDPR). 

• include all security features required by industry/card scheme standards;  

• are compliant with UK banking legislation; and  

• are compliant with UK direct payments legislation  
 
10. The authority requires that all the contracting authority’s funds should be held within the 

territorial limits of the United Kingdom. If this is not possible, the service provider should 
provide suitable indemnities and safeguards for protecting the contracting authority funds 
as regulated by the Financial Conduct Authority (FCA) and the Prudential Regulation 
Authority (PRA).   

 
11. The authority requires the ability to recover funds that it has loaded on to individual 

cards.  
 
12. The authority requires a prepaid card that will provide a card holder user experience that 

looks and acts the same as a standard UK bank provided debit card, both for 
card/account usage and online, including user support Online.  

 
13. The service provider shall:  

 

• process all transactions in accordance with both Prudential Regulation 
Authority and Financial Conduct Authority regulations;  

• remain authorised and regulated by the Financial Conduct Authority or the 
Prudential Regulation Authority to deliver the Services throughout the 
Framework Period; and  

• immediately notify the Authority if it loses its authorisation and/or is no longer 
regulated by both the Financial Conduct Authority or the Prudential Regulatory 
Authority. Failure to do so may result in termination of this agreement  

 
Artwork, Communications & Marketing 

 
14. Social Security Scotland will supply a bespoke design for the card which will incorporate 

its chosen branding as well as providing text detail on how the card works and where it 
can be used, including any exclusions. The service provider will be required to provide 
the physical card including templates on which SOCIAL SECURITY SCOTLAND can 
base their card design.  
 

15. The service provider will be required to supply or create an accessible video explaining 
the features of the card and portal which will be communicated to the users. The video 
will be a joint collaboration between the service provider and Social Security Scotland.  

 
16. Social Security Scotland will develop a communications plan and marketing activities to 

support users’ transition to the new Best Start Foods system.  However we require the 
service provider of the smartcard to support our communications to inform benefit 
recipients and retailers about the new smartcard and how this will work in practice.  This 
could include producing and distributing jargon free resources such as a ‘how to use the 
smartcard’ guide.  
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17. Social Security Scotland will develop a reminder letter which the service provider will  be 

issued to all clients who have not activated or used their card for a period of more than 3 
months. The reminder letter is to ensure clients are aware of the Best Start Foods, can 
access support services and stop large balances accumulating. If balances continue to 
accumulate after the reminder letter then the authority will be alerted. 

  
18. Social Security Scotland will develop the content which will be included in a text or email 

alert. The alert will inform clients when funds have been loaded and available to use on 
their cards.  
 

19. The service provider must seek approval of the authority of any communications if there 
is any mention of Social Security Scotland, or Best Start Foods Programme, including 
any award nominations.  

 
Card Requirements 

 
20. The service provider shall provide the option to have a prepaid card with either an 

attached Sort Code and Account Number (SCAN) or without a SCAN.  
 
21.  The authority requires that for card holders who may be vulnerable and or/disabled,  

cards are managed in the same way as the card holder’s Parent, guardian or appointee 
programme.  

 
22. The authority requires the words pre-paid to appear on the card in order to comply with 

European legislation on the use of pre-paid cards. 
 

23. The authority requires a method to load funds on to clients cards on an ad hoc basis 
which can be withdrawn from a cash machine. This function will be separate from the 
Best Start Foods programme which will not allow withdraws from a cash machine 
covered in a later section in this document. This function will only be used to get funds to 
low income clients to provide emergency funding if/when required.  
 
IT requirements  

 
24. The service provider will need to adapt or develop systems to create a beneficiary record 

for each cardholder and to be able to accept the transfer of data from the Social Security 
Agency with details of customers for whom a card should be created, including (but not 
limited to): 

 
i) Name  
ii) Address 
iii) Unique ID 
iv) Payment amount 
v) Payment date 

 
25. In addition to creating and updating beneficiary records, the system must be able to 

accept periodic bulk data transfer/top up payments from the Social Security Agency on 
amounts to be credited by supplier onto individual cards.  The frequency may be 
daily/weekly/monthly. This has still to be determined.  
 

26. The solution presented must be future proofed with the ability to scale up if required, in 
line with any future contract requirements. 



OFFICIAL – SENSITIVE - COMMERCIAL 

 
SP- 21-10-19 

 Schedule 1 – Specification and Service Levels 
 

 
27. The service provider will ensure the following services are provided: 
 

• A PIN secured payment card using widely accepted technology to ensure as wide a 
range of retailers as possible can accept these 

 

• Card should be activated by the recipient before first use 
 

• A secure system to store necessary recipient data (see security requirements) 
 

• A free online facility (which SOCIAL SECURITY SCOTLAND will ensure can be 
linked to through SOCIAL SECURITY SCOTLAND/Social Security Agency websites) 
to enable users to check their balance. This facility must ensure any mobile or web 
interfaces conform to all W3C Web Content Accessibility Guidelines Level AA 
Success Criteria. 
(https://www.w3.org/WAI/WCAG20/quickref/?currentsidebar=%23col_overview&level
s=aaa).  

 

• The free online facility will allow clients to check their balance on any mobile or web 
interfaces and any devices which support the interfaces, for example a web browser 
or applications. 
A free downloadable application would be the authority’s preference to allow client to 
utilise mobile devices 
 

• The ability for users to check balance for free at a cash machine 
 

• The card must have the facility to block certain merchant codes 
 

• The ability to accept circa 40,000 new customers from the Social Security Agency in a 
phased manner and create accounts, credit accounts and issue cards 

 

• The service provider solution must be capable of exporting its data in a format 
consumable by another service to allow the Social Security Agency to import this data 
to facilitate any MI/KPI requirements. 

 
Distribution and Delivery  

 
28. The service provider shall issue physical cards as detailed in section card design and 

Personal Identification Numbers (PINs) to an address specified by the contracting 
Authority, either in the UK or overseas, using a secure delivery method, on a no charge 
basis and within 4 working days.  The PINs will be issued separately from the cards. 

 
29. The service provider shall ensure that all correspondence regarding PINs in respect of 

physical payment cards is delivered directly to the End User or relevant programme 
administrator (as specified by the Contracting Authority) by the service provider and no 
other person is party to that correspondence.  

 
30. The service provider shall be liable for the card and all liabilities arising in respect of that 

card until it receives confirmation from the relevant end user or programme administrator 
that the card has been securely delivered to that end user or relevant programme 
administrator at the address specified.  

 
 

https://www.w3.org/WAI/WCAG20/quickref/?currentsidebar=%23col_overview&levels=aaa
https://www.w3.org/WAI/WCAG20/quickref/?currentsidebar=%23col_overview&levels=aaa


OFFICIAL – SENSITIVE - COMMERCIAL 

 
SP- 21-10-19 

 Schedule 1 – Specification and Service Levels 
 

 
Card Services/Spend Control Measures  

 
31. The service provider shall provide spend control functionality as an integral part of the 

solution and, as a minimum standard, provide the following:  

 

a. The ability to take a periodic feed from the Social Security Agency system with 
details of new customers to issue cards and credit accounts with a sum of 
money (approximately 40,000 cards based on current eligible caseload.). 

b. The ability to put a ‘stop’ on stolen cards and transfer balance to a new card 
when issued. 

c. A system to identify cards that have been unused for a period of time to be 
defined by SOCIAL SECURITY SCOTLAND. The Social Security Agency must 
be notified of this within one working day so that the reason for the inactivity 
can be investigated. Covered under section 14 above. 

d. Functionality for the Contracting Authorities Programme Administrator(s) to 
stop specific payments being made via the solution in the UK and overseas 
(as defined by the Contracting Authority in a Call Off Agreement);  

e. Functionality to allow the solution to be used only with specific Merchants (as 
defined by the Contracting Authority in a Call Off Agreement); and  

f. Functionality to suspend the solution account(s) immediately if requested by 
the Contracting Authority  

g. The ability to stop any further credit being transferred to a card when notified 
to take this action by the Social Security Agency 

h. The ability to take a periodic feed from the Social Security Agency system with 
details of amounts to credit existing customer accounts. The ability to take a 
periodic feed from the Social Security Agency system with details of accounts 
that need to be closed e.g. due to loss of the qualifying benefit 

i. The ability to take a periodic feed from the Social Security Agency system to 
update the personal details of existing customers.  

 
Telephony Services  

 
32. The service provider is expected to deliver a telephone service offering:  
 

a. Routine opening hours for telephone service, as a minimum Monday to Friday 
9:00 to 17:00 (excluding Scottish public holidays) 

b. Out of hours message 
c. The ability to meet SOCIAL SECURITY SCOTLAND accessibility 

requirements https://www.gov.uk/service-manual/helping-people-to-use-your-
service/making-your-service-accessible-an-introduction 

d. Replacing lost and stolen cards, providing solution to forgotten pins and 
closing accounts 

e. Ensure queries regarding benefit entitlement are directed to the Social 
Security Agency 

f. Ensure there is a comprehensive complaints function in place which meets 
Social Security Scotland service standards. See Social Security Scotland’s 
Complaints handling procedure (https://beta.gov.scot/publications/model-
complaints-handling-
procedure/Scottish%20Government%20model%20complaints%20handling%2
0procedure%20June%202013.pdf?inline=true) 

g. The ability to handle call volumes associated with circa 40,000 users 
(approximately 3,000 calls per month)  

https://www.gov.uk/service-manual/helping-people-to-use-your-service/making-your-service-accessible-an-introduction
https://www.gov.uk/service-manual/helping-people-to-use-your-service/making-your-service-accessible-an-introduction
https://beta.gov.scot/publications/model-complaints-handling-procedure/Scottish%20Government%20model%20complaints%20handling%20procedure%20June%202013.pdf?inline=true
https://beta.gov.scot/publications/model-complaints-handling-procedure/Scottish%20Government%20model%20complaints%20handling%20procedure%20June%202013.pdf?inline=true
https://beta.gov.scot/publications/model-complaints-handling-procedure/Scottish%20Government%20model%20complaints%20handling%20procedure%20June%202013.pdf?inline=true
https://beta.gov.scot/publications/model-complaints-handling-procedure/Scottish%20Government%20model%20complaints%20handling%20procedure%20June%202013.pdf?inline=true
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h. Freephone facility  
i. Automated balance enquiry function 
j. The Interactive Voice Response (IVR) system must offer the best client 

journey at all times with no additional cost 
  

33. The above spend control requirements are to be made by the service provider at 
programme level, for groups of End Users and if possible for individual end users - card 
holders. The service provider shall open and close merchant categories when requested 
to do so by administrators within five working days or such timescales as agreed 
between the parties. 

 
34. The service provider shall ensure that the maximum load value per card at any one time 

is in line with the FCA and PRA rules and regulations and whether the Contracting 
Authority can obtain a waiver in some instances for some cards to be loaded with larger 
amounts.  

 
35. The service provider shall ensure that it is not possible for the card holders to overdraw 

on the prepaid card.  
 
36. The service provider shall provide the ability to load cards via BACS, CHAPS to minimise 

change to Contracting Authorities existing systems (i.e. fit with normal monthly 
BACS/payroll run).  

 
37. The service provider shall provide the ability to load cards via Faster Payment (within 2 

hours), to be available for urgent or emergency payments.  
 

Contracting Authority Funds Transfer, Payments and Top-Ups  
 
38. The service provider shall ensure funds are transferable within the programme with 

minimal manual intervention. This will be in bulk or single transaction(s) to and from the 
prepaid cards without requiring new in house ICT systems.  

 
39. The service provider shall ensure ATM withdrawals are blocked for the Best Start Foods 

programme only. 
 
40. The service provider shall ensure that cards are able to be loaded by the Contracting 

Authority or other organisations nominated by the Contracting Authority as part of a 
managed service.  

 
41. The service provider shall provide the facility to enable periodic bulk transfers/top up 

payments, frequency may be daily/weekly/monthly.. 
 

Data:- Ownership and Processing of Data  
 
42. All data remains the ownership of the Scottish Ministers; data controller’s for all data 

collected and processed by the service provider. At no point will the service provider own 
the data. 

 
43. The service provider will act as a data processor on behalf of Scottish Ministers (i.e. 

Social Security Scotland and the Agency). The service provider must undertake that it 
shall process the data strictly in accordance with Social Security Scotland’s instructions 
for the processing of this data.  
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44. The service provider will not sub-contract any of the processing activity or data without 
the explicit written consent of Social Security Scotland.  Where such consent is provided 
the service provider will ensure that any sub-data processor it uses to process the 
contract personal data enters into a written agreement which imposes the same 
obligations as are imposed on the service provider under their contract with Social 
Security Scotland.  

 
45. Where the sub-data processor fails to fulfil its obligations under any sub-processing 

agreement, the service provider shall remain fully liable to Social Security Scotland for 
the fulfilment of its obligations under its contract. 

 
46. The service provider will provide a secure data transfer service as agreed with Social 

Security Scotland to allow for the secure transfer of personal and non-personal data, in-
line with Social Security Scotland Security Classification Policy (Section 7.2).  

 
47. The service provider must not over-write or destroy data without firstly agreeing this with 

Social Security Scotland. 
 
48. The service provider must adhere to ISO 15489 standard or equivalent for records 

management. 
 
49. The service provider must immediately notify Social Security Scotland if a data breech 

occurs including loss of data or if it becomes aware of any unauthorised or unlawful 
processing, damage to or destruction of the data, or if such data becomes damaged, 
corrupted or unusable.  

 
50. Where there is a serious personal data breech, the service provider must agree with 

Social Security Scotland the decisions to be taken and management of the incident so 
that they may notify the Information Commissioners Office within 72 hours of the 
incident. The service provider must then work with Social Security Scotland to inform the 
data subjects if there is a high risk to their rights. Social Security Scotland must sign-off 
any communication before it is made public.   

 
51. The service provider will treat the data, and any other information provided by Social 

Security Scotland as confidential, and will ensure that access to the data is limited to 
only those employees who require access to it for the purpose of the service provider 
meeting its contractual obligations with Social Security Scotland. 

 
52. The service provider will ensure that all such employees have undergone training in the 

law of data protection, their duty of confidentiality under contract and in the care and 
handling of personal data. 

 
53. The Service provider will not disclose the contract personal data to a third party under 

any circumstances other than at the specific written request of Social Security Scotland, 
unless the disclosure is required by law.   

 
54. The service provider has no intellectual property rights pertaining to the processed data. 

All IPR remain with Social Security Scotland.  
 
55. The service provider agrees that Social Security Scotland Customer can, upon giving 

reasonable notice and within normal business hours, carry out compliance and information 
security audits and checks to ensure adherence to the terms of the contract.  
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56. The service provider must take all reasonable measures to ensure the quality assurance 
of the processed data. 

 
57. As a minimum, the service provider shall comply in all respects and shall at all times act 

in such a manner to assist Social Security Scotland to comply, with the following: 
 

a. The Human Rights Act 1998; 
b. The common law duty of confidentiality;  
c. Social Security Scotland Identity Management and Privacy Principles; Identity 

Management and Privacy Principles 
d. Social Security Scotland’s Security Classifications Policy and Handling 

Guidance in relation to (i)Transferring Personal Data securely; (ii) 
Communication of personal data by: post, fax, phone, email and other 
electronic transfers of data; (iii) Storage of personal data on mobile devices 
including laptops, USB memory sticks, PDAs, Blackberries or any other mobile 
device or media such as smart phones, CD or DVD; and (iv) Anonymisation of 
data whenever feasible or appropriate; 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/a
ttachment_data/file/715778/May-2018_Government-Security-Classifications-
2.pdf 

 

Data Security/Storage 
 
58. The systems used to store customer data will need to meet requirements for security and 

backup as follows. 
 

Customer Data 
 

59. The service provider will ensure all customer data is secured when stored on their 
network using an appropriate level of encryption in line with National Cyber Security 
Centre (NCSC) standards (e.g. CAPS or CPA) or a NCSC-endorsed scheme, failing that, 
approved for use by Social Security Scotland’s security contact. 

 
60. Any portable removable media (including but not constrained to pen drives, memory 

sticks, CDs, DVDs, PDPs, USB devices) which handle, store or process in any way 
Social Security Scotland/Social Security Agency data to deliver and support the service, 
shall be under the configuration management of the service provider, shall be necessary 
to deliver the service, and shall be full-disk encrypted using a product which has been 
certified under a NCSC (e.g. CAPS or CPA) or NCSC-endorsed scheme, failing that, 
approved for use by Social Security Scotland’s security contact. 

 
61. Customer data will not be stored on a shared (i.e. multi-client) network area or shared 

(i.e. multi-tenant) cloud service without adequate segregation controls. Social Security 
Scotland/Social Security Agency data being handled in the course of providing this 
service must be segregated from other data on the service provider’s own IT equipment 
to better protect the data and enable it to be securely deleted when required.  In the 
event that it is not possible to segregate Social Security Scotland/Social Security Agency 
data, the service provider must be able to demonstrate that the data is subject to 
adequate security controls and it is possible to securely delete the data in line with 
contractual arrangements detailed below. (para 69) 

 
62. Service provider access to customer data will be controlled under a strict need-to-know 

basis and internal Role Based Access Controls will enforce this by limiting access to 
those whose access is essential for the purpose of their duties. 

http://www.gov.scot/Publications/2010/12/PrivacyPrinciples
http://www.gov.scot/Publications/2010/12/PrivacyPrinciples
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
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63. All service provider employees with direct or indirect access to Social Security 

Scotland/Social Security Agency data must be subject to pre-employment checks 
equivalent to the requirements of the HMG Baseline Personnel Security Standard 
(BPSS): Details of the standard are available at the HMG website 
https://www.gov.uk/government/publications/government-baseline-personnel-security-
standard 

 
64. All Customer Data sent over the internet (e.g. communications with SOCIAL SECURITY 

SCOTLAND containing Customer details) will be appropriately encrypted using 
encryption which has been certified under a NCSC (e.g. CAPS or CPA) or NCSC-
endorsed scheme. Where this is not possible, the encryption method used must be 
approved IN ADVANCE by Social Security Scotland prior to being used for the transfer 
any Social Security Scotland/Social Security Agency data. 

 
65. The Service Provider, on their own ICT systems and endpoints will have in place and 

maintain technical safeguards to protect Social Security Scotland/Social Security Agency 
data, including but not limited to: Good Industry Standard anti-virus and firewalls; up-to-
date patches for operating system, network device, and application software.  

 
66. The service provider will comply with the requirements of the PCI DSS standard and 

work with Social Security Scotland to ensure that compliance with the entirety of the 
standard can be evidenced in respect of the Voucher Scheme.  Where a compliance 
assessment is undertaken, the service provider will work with Social Security Scotland 
and the Assessor as required. 

 
67. Irrespective of PCI DSS requirements (above), there will be a periodic (at least annual) 

requirement to undertake an independent IT Health Check (ITHC) conducted to the 
requirements of the NCSC CHECK Scheme.  Necessary remedial work will be carried 
out as per the timescales recommended by the tester and agreed with Social Security 
Scotland. Where CHECK level testing is not permitted or possible, for example on a 
public cloud SAAS solution, the Service Provider will obtain and provide Social Security 
Scotland with documentary evidence of the most recent independent IT Health Check, 
will provide the results of said ITHC and provide the resulting remediation plan, including 
any actions proposed or taken. 

 
68. Clarification and proof that the Service Provider and its processes are compliant with 

GDPR will be provided. 
 
Contractual Arrangements 
 

69. At the end of the contract or in the event of failure or obsolescence, all equipment 
holding Social Security Scotland/Social Security Agency data must be securely cleansed 
or destroyed using a NCSC approved product or method.  Where this is not possible e.g. 
for legal or regulatory reasons, or technical reasons such as where there is storage area 
network (SAN) or shared backup tapes, then the Service Provider must protect the 
equipment until the time (which may be long after the end of the contract) when it can be 
securely cleansed or destroyed. In the case of Cloud storage, the NCSC Cloud Security 
Principles must be followed. 

 
70. Any non-compliances with these Social Security Scotland conditions, or any suspected 

or actual breach of the confidentiality or integrity of Social Security Scotland data being 

https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
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handled in the course of providing this service, shall be immediately escalated to Social 
Security Scotland by a method agreed by both parties. 

 
71. The service provider will provide details of any proposal to store or host Social Security 

Scotland/Social Security Agency data outside the UK or EEA, or to perform ICT 
management or support from outside the UK and will not go ahead with such a proposal 
without prior agreement from Social Security Scotland. 

 
72. The service provider shall contractually enforce all of these Social Security Scotland 

Security conditions onto any third-party service providers, sub-contractors or partners 
who could potentially access Social Security Scotland data in the course of providing this 
service. 

 
73. Social Security Scotland reserves the right to audit the service provider with 24 hours’ 

notice in respect to the Service Provider’s compliance with the clauses contained in this 
Section. 
 
Training  

 
74. The Authority requires that the service provider provides training, and support, to the 

Authority’s staff, on the use of their products, services and tools as and when requested, 
at no additional cost. Locations are likely to be Dundee and GlaSocial Security 
Scotlandow. 

  
75. The service provider shall ensure that all guidance and or training documents are kept 

up to date, readily available to download online, available as hard copy upon request and 
are at no extra charge to the Authority.  

 
Complaints and Compliments  

 
76. The service provider shall have an easily understood, and accessible (both online and 

telephone) procedure to enable The Authority, which and End Users, to make a 
complaint or compliment, and for complaints to be investigated.  

 
77. The procedure must include:  
 

a. Escalation route outlining stages and timescales;  
b. Acknowledgement of all complaints and an explanation of what action is to be 

taken;  
c. Updates to the ‘complainant’ of what is happening regarding their complaint 

within a clearly stated frequency;  
d. A written record of all complaints and compliments including details of any 

investigation; and  
e. A whistle-blowing policy to protect staff from victimisation  

 
78. Complaints from End Users will only be dealt with by the service provider where there is 

a complaint for card functionality, and helpline issues.  Complaints in relation to the 
values credited to the card or for entitlement, should be directed to The Authority. 
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Fraud  
 

Counter Fraud Measures 
 
79. The service provider will identify, implement and maintain industry standard counter-

fraud measures to mitigate the risk of unauthorised payments made using a valid card. 
 
80. The service provider will secure the credit channel with appropriate measures to ensure 

that unauthorised credits cannot be made to cards. 
 
81. The service provider is responsible for the physically controlling the creation, printing and 

despatch of the cards. 
 
82. The service provider will keep up to date with PoS security threat information and attack 

intelligence through relevant trade bodies/retail security forums and will consult with 
SOCIAL SECURITY SCOTLAND where a vulnerability is identified that may require 
remedial action or mitigation. 

 
83. The service provider will implement strict procedural controls over the issue of PIN 

numbers to users in line with industry best practice. 
 
84. All paper holding Social Security Scotland data must be securely protected whilst in the 

Service Provider’s care and securely destroyed when no longer required using a cross-
cutting shredder and/or a professional secure waste paper organisation. 

 
85. Paper documents containing Social Security Scotland data shall be transmitted, both 

within and outside company premises in such a way as to make sure that no 
unauthorised person has access. 

 
86. The Authority requires the Service provider to inform the Contracting Authority of any 

suspected fraud or security breaches  

 

87. The service provider shall implement an Emergency Helpline, free of charge, which must 
be available 24 hours a day, 7 days a week, every day of the year. This could be via a 
telephone and or internet facility.  
 

88. The service provider’s proposed facility shall, as a minimum standard, provide the ability 
to report the following:  

 

a. lost or stolen cards;  
b. security breaches; and  
c. suspected fraud, theft, misuse or unauthorised use  

 
89. The service provider shall investigate and take appropriate action immediately when a 

security breach or suspected Fraud is reported by Contracting Authority or The Authority 
personnel. The service provider shall be required to confirm such reports and any action 
taken to the Contracting Authority in writing. 

 
90. The service provider is required to ensure that all reports are fully investigated and a 

clear outcome provided to the Contracting Authority and/or the service provider shall 
assist the Contracting Authority with any investigations it or the Police may undertake.  
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91. In the case of a suspected security breach or suspected Fraud, the service provider shall 
immediately deactivate an End Users prepaid card and confirm to the Contracting 
Authority that deactivation has taken place. 

 
92. In such instances the Customer is not liable for any payments that occur after the Fraud 

or security breach is reported and/or any payments incurred as a result of a breach by 
the service provider of its security obligations. 

 
93. The service provider shall implement anti-fraud measures to ensure the safe delivery of 

the prepaid card. 
 

Continuous Improvement/Innovation 
 

94. Social Security Scotland is looking for a solution that is future proofed and that can be 
developed in line with the Social Security Agency’s needs. For example, if there are 
advances in technology that would allow cards to be limited to only purchasing certain 
items e.g. fruit and veg. 

 
95. There is a requirement that the service provider will use its Management Information to 

continuously improve its service to the customers. 
 

Sustainability  
 
96. The service provider shall comply with Social Security Scotland’s sustainable 

development strategy and ethical policy with respect to the delivery of this contract. 
97. The service provider will review their products and services to ensure the most 

sustainability option is being offered to the authority. 
 

Invoicing and Payment  
 
98. The service provider shall provide electronic invoicing, this may include the uploading of 

data feeds in specific formats into the Authority’s finance system to enable invoice 
settlement by way of email or some other data secure system. This should include 
details of all credits applied to prepaid card processed during the agreed invoicing cycle. 
The Service provider shall provide these data feeds to the Contracting Authority in the 
format specified by the Authority.  

 
99. Service provider to invoice SOCIAL SECURITY SCOTLAND separately for credits 

applied to prepaid cards, and changes for administering the service.  Invoicing cycle is to 
be agreed. 

 
Business Continuity and Disaster Recovery 

 
100. The service provider must implement robust business continuity and disaster 

recovery plans, to be reviewed by the Social Security Agency on a quarterly basis and 
amended where appropriate. 

 
101. The plans must be robust enough to allow the provider to meet the performance 

requirements.  They will be tested by the service provider on an agreed frequency (at 
least annually) including integrity tests of backup files. 

 
 
 



OFFICIAL – SENSITIVE - COMMERCIAL 

 
SP- 21-10-19 

 Schedule 1 – Specification and Service Levels 
 

Account Management  
 
102. The service provider shall appoint an Account Manager with appropriate experience 

and qualifications for the Contracting Authority, as appropriate, to ensure that all the 
requirements of the Call-Off Agreement are met. The service provider will have 
measures in place to ensure any periods of annual leave or any (un)planned absence 
are covered.  

 
103. The amount of Account Management provided by the service provider shall be 

proportionate to the size and requirements of the Contracting Authority. This will be 
agreed at the Call-Off Agreement stage between the Contracting Authority and the 
service provider.  

 
104. The service provider shall hold operational service meetings with Contracting 

Authorities as specified.  
 

Performance Management 
 
105. The contract will be managed by Social Security Scotland with the Social Security 

Agency conducting performance monitoring and reporting. Service providers are 
required to have systems in place to measure and report on their performance in order to 
meet requirements as set out below. 
 
Management Information/Reporting requirements  
 

106. The service provider will provide Management Information reports to the Agency on a 
monthly  basis.  The information and format of these reports will be agreed prior to the 
contract being issued.  
 

107. Reports must cover weekly and four-weekly periods. They must also be provided on 
an ad hoc basis when requested. Information should be provided at least 48 hours, or as 
agreed between the parties, prior to any Contract Review Meeting. Where possible, data 
should be broken down by Local Authority and NHS Trust. 
 

108. The service provider will provide data requested by SOCIAL SECURITY SCOTLAND 
to enable production of internal MI reports. 

 
109. In addition to monthly reports we would also like the service provider to provide us 

with a Balanced Scorecard on a monthly basis. Balanced Scorecard should contain Key 
Performance Indicators (KPI’s). The KPI’s are detailed in paragraph 112. 

 
110. Social Security Scotland Agency will have a right to publish Service providers 

Management Information and Balance Scorecard.  
The service provider will need to provide a user role report which specifies which users are 
active and non-active to provide a security and audit report. This report will be required 
every month, on an ad hoc basis or built into the reporting tool. 
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Contract Management  
 

Overview 
 
111. The service provider shall nominate a representative to take responsibility for the 

running of the contract and to authorise all actions necessary in relation to the 
performance of the contract (the service provider representative). 

 
112. The service provider will: 
 

a. Ensure secure storage and disposal of sensitive stationery, and any 
supporting paperwork; 

b. Archive for record purposes all records, electronic and otherwise, of activities 
relating to the issue/reissue of vouchers and confirmations of entitlement to 
vitamin supplements, as well as related correspondence, decisions etc.; 

c. Produce accounts and reports necessary for delivery and performance 
monitoring of the contract; 

d. Provide all staff, equipment, IT hardware and software and premises 
necessary; 

e. Provide innovation and improvement, when agreed with Social Security 
Scotland throughout the life of the contract; 

f. Provide a senior level manager to attend a strategic management meeting 
(frequency tbc) with a representative of the Social Security Agency.  It will be a 
standing requirement for the service provider to report on relevant horizon 
scanning work at these quarterly meetings. The meetings will also be in 
addition to any other operational-level meetings and visits that may be 
appropriate during the life of the contract 

g. There will also be a requirement to attend an annual review that may take 
place at the same time of the quarterly review 

h. All work to be carried out by the service provider, and those aspects of Social 
Security Scotland’s duties that affect the service provider directly, will be 
subject to contractually binding performance standards. 

 
Activities 
 

Pre-award: 

• Post-contract award/inception meeting 

• Mobilisation/contract start up plan 

• Checkpoint meetings 
 
Post-award: 

• Provider briefing 

• Contract review meetings 

• Governance and review meetings 

• Ad hoc meetings 

• Performance management (service provider management board/performance 
report) 

 
Key Performance Indicators/ Management Information / Reporting requirements  

 
113. The Supplier will provide management information to the Social Security Agency. 

This is likely to include, but not limited to, the following: 
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Number Description Frequency of report  

1 Total spend in reporting period and funds unspent per 
card account 

4 weekly 

2 Number of new cards issued  4 weekly 

3 Number of payments transferred  4 weekly 

4 Value of payments transferred 4 weekly  

5 Number and types of calls to helpline and response times 
along with actions taken (to include number and type of 
complaints) 

4 weekly  

6 Number of cards reported lost or stolen 4 weekly  

7 Number of cards reported as faulty  4 weekly 

8 Remaining card credit balance and ageing of unused 
credit, days since last used 

4 weekly 

9 Cards unused for more than a 3 month period 4 weekly 

10 Cards unregistered for more than a 3 month period 4 weekly 

 

114. Reports should cover weekly and four-weekly periods. They should also be provided 
on an ad hoc basis when requested. Information should be provided at least 48 hours 
prior to any Contract Review Meeting. Where possible, data should be broken down by 
Local Authority and NHS Trust. 

 

Service Level Requirements 
 

115. SLAs to be set in agreement with supplier but will include: 
 

• New cards to be issued within 5 working days 

• Lost/stolen/faulty cards to be issued within 5 working days 

• Card usage availability 24/7 

• Card balance check facility availability 24/7 

• Recoverability of the service 
o recovery time objective of less than 4 hours 
o recovery point objective of zero data loss  

 
Key Performance Indicators (KPIs) 

 
116. Bidders will be required to provide KPIs. These will be set and approved by the 

Authority but will include, and not be limited to, the following with expectations to be 
determined. Reports will be required for each of these: 

 
Number Requirement Percentage 

1 New cards to be issued within 5 working days 100% 

2 Lost/stolen/faulty cards to be issued within 5 working days 100% 

3 Card usage available 24/7 100% 

4 Average call waiting time (minutes) lower than 5 minutes 95 - 100% 

5 Transfer of credits less than 2 working days 95 – 100% 

6 Complaints resolved within 2 working days 95 - 100% 

 
 

Exit Strategy 
 
117. Throughout the duration of the contract a high-level exit plan must be maintained 

and, when appropriate, revised. This shall provide a commitment to work with any 
subsequent partner organisation through a transition period at the end of the contract. 
Such an exit plan shall become more detailed closer to the anticipated end of the 
contract and should be agreed with the Social Security Agency as providing adequate 
assurance of a smooth handover at the end of the contract.   
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118. Records at the conclusion of the contract, should a new contractor be appointed, 
shall be transferred to the new contractor.  The Service provider is in particular 
responsible for maintaining and updating a comprehensive record of all approved rules 
and protocols currently in place, with appropriate explanations, flowcharts and diagrams. 
It should also contain an audit trail for any changes made during the life of the contract, a 
log of any critical incidents that have occurred in scheme delivery, with action taken and 
lessons learned. The Service provider will be required to provide the Social Security 
Agency, auditors, or other nominated agents with the record in an accessible format as 
and when required. 
 
Additional information 
 

119. The service provider will not disclose the contract personal data to a third party under 
any circumstances other than at the specific written request of Social Security Scotland, 
unless the disclosure is required by law.   

 
120. The service provider has no intellectual property rights pertaining to the processed 

data. All IPR remain with Social Security Scotland. As a minimum, the service provider 
shall comply in all respects and shall at all times act in such a manner to assist Social 
Security Scotland to comply, with the following: 

 
a. the Data Protection Act 1998 (DPA) and the Data Protection Act 2018 when it 

comes into effect, and all codes and guidance issued pursuant thereto to 
ensure GDPR compliance;  

b. the Human Rights Act 1998; 
c. The Freedom of Information (Scotland) Act 2002 and Environmental 

Information (Scotland) Regulations 2004 
d. the common law duty of confidentiality;  
e. Social Security Scotland Identity Management and Privacy Principles;  
f. Social Security Scotland’s Security Classifications Policy and Handling 

Guidance in relation to (i)Transferring Personal Data securely; (ii) 
Communication of personal data by: post, fax, phone, email and other 
electronic transfers of data; (iii) Storage of personal data on mobile devices 
including laptops, USB memory sticks, PDAs, Blackberries or any other mobile 
device or media such as smart phones, CD or DVD; and (iv) Anonymisation of 
data whenever feasible or appropriate; 
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THIS SCHEDULE COMPRISES SCHEDULE 1 TO THE FOREGOING SERVICES CONTRACT BETWEEN THE 

SCOTTISH MINISTERS ACTING THROUGH SCOTTISH GOVERNMENT AND AASEYA SOFTWARE 
SERVICES (UK) LTD. 

 
 

SCHEDULE 1 
DEFINITIONS 

In this Contract, unless otherwise provided or the context requires otherwise, the following terms have the meanings 
given to them below:  

“Achieve” means: 

(a) in respect of a Test, to successfully pass a Test without any Test Issues; and  

(b) in respect of a Milestone, the issue of a Milestone Achievement Certificate in respect of that Milestone in 
accordance with the provisions of Schedule 16 (Testing Procedures) or, where applicable, a SOW, 

and “Achieved” and “Achievement” shall be construed accordingly. 

“Affiliate” means in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled 
by, or is under direct or indirect common Control with, that body corporate from time to time. 

“Agile Process” means the agile method of working that, subject to the agreement of the Parties, may apply to the 
delivery of certain of the Services in accordance with the Purchaser’s policies for the provision of digital services.   

“Annual Contract Report” means the annual contract report to be provided by the Service Provider to the 
Purchaser pursuant to paragraph 1 of Part B of Schedule 4 (Financial Reports and Model).  

“Assets” means any materials, software, assets, equipment or other property owned by and/or licensed or leased 
to the Service Provider. 

“Assets Report” has the meaning given in clause 27.1 (Transferred Assets). 

“Assignee” has the meaning given in clause 39.2 (Assignation). 

“ATP Milestone” means the Milestone linked to Authority to Proceed for the relevant Operational Services set out 
in the Implementation Plan. 

“Audit Agents” means 

(a) the Purchaser’s internal and external auditors;  

(b) the Purchaser’s statutory or regulatory auditors;  

(c) Audit Scotland or the Auditor General, their staff and/or any of their appointed representatives;  

(d) any party formally appointed by the Purchaser to carry out audit or similar review functions; and 

(e) successors or assignees of any of the above. 

“Authority to Proceed” or “ATP” means the authorisation to the Service Provider to commence the provision of 
the relevant Operational Services to the Purchaser, provided by the Purchaser in the form of a Milestone 
Achievement Certificate in respect of the ATP Milestone. 

“Baseline Personnel Security Standard” means the pre-employment controls for all civil servants, members of 
the Armed Forces, temporary staff and government contractors generally as updated from time to time by the 
Purchaser. 

“BCDR Plan” means any plan prepared pursuant to paragraph 1 of Schedule 17 (Business Continuity and Disaster 
Recovery), as may be amended from time to time. 
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“BCDR Services” means the business continuity and disaster recovery services set out in Schedule 17 (Business 
Continuity and Disaster Recovery). 

“Breach of Security” means the occurrence of: 

(a) any unauthorised access to or use of the Services, the Purchaser’s premises, the sites used by the Service 
Provider to provide the Services, the Service Provider’s System, the Purchaser’s System (to the extent that 
it is under the control of the Service Provider) and/or any IT, information or data (including the Confidential 
Information and the Purchaser Data) used by the Purchaser and/or the Service Provider in connection with 
this Contract; and/or 

(b) the loss, corruption and/or unauthorised disclosure of any information or data (including the Confidential 
Information and the Purchaser Data), including any copies of such information or data, used by the 
Purchaser and/or the Service Provider in connection with this Contract, in either case as more particularly 
set out in the security requirements in Schedule 2 (Statement of Requirements) and the Baseline Personnel 
Security Standard; and/or 

(c ) a Cyber Security Incident. 

“Business Continuity Plan” has the meaning given in paragraph 1.2.1(b) of Schedule 17 (Business Continuity and 
Disaster Recovery). 

“Business Continuity Services” has the meaning given in paragraph 3.2.2 of Schedule 17 (Business Continuity 
and Disaster Recovery). 

“Change” means any change to this Contract.  

“Change Authorisation Note” means the form used by the Parties to set out an agreed Contract Change and 
which shall be substantially in the form of Annex 3 to Schedule 12 (Change Control Procedure). 

"Change Communication" means any Change Request, Impact Assessment, Change Authorisation Note or other 
communication sent or required to be sent pursuant to Schedule 12 (Change Control Procedure).  

“Change Control Procedure” means the procedure for changing this Contract set out in Schedule 12 (Change 
Control Procedure). 

“Change in Law” means any change in Law which impacts on the performance of the Services which comes into 
force after the Commencement Date. 

“Change Request” means a written request for a Contract Change which shall be substantially in the form of Annex 
1 to Schedule 12 (Change Control Procedure). 

“Charges” means any charges payable in accordance with the Pricing Schedule and, if applicable, any SOW in 
respect of the supply of the Services, including any Milestone Payment. 

“CHECK Scheme” means the scheme for penetration testing of data processing systems operated by the National 
Cyber Security Centre.  

“Commencement Date” means 01 July 2023. 

“Comparable Supply” means the supply of services to another customer of the Service Provider that are the same 
or similar to any of the Services.  

“Component” means any constituent parts of the infrastructure for a Service, hardware or Software. 

"Confidential Information" means any information which has been designated as confidential by either Party in 
writing or that ought to be considered as confidential (however it is conveyed or on whatever media it is stored) 
including information the disclosure of which would, or would be likely to, prejudice the commercial interests of any 
person, trade secrets, Intellectual Property Rights and know-how of either Party and all Personal Data. 

“Contract” means this Contract between the Parties consisting of clauses and 20 Schedules.  

“Contract Amendment Report” means the contract amendment report to be provided by the Service Provider to 
the Purchaser pursuant to Paragraph 1 of Part B of Schedule 4 (Financial Reports and Model). 
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“Contract Change” means any change to this Contract other than an Operational Change. 

“Contract Inception Report” means the initial financial model in a form agreed by the Service Provider and the 
Purchaser in writing on or before the Commencement Date.  

“Contract Performance Point” or “CPP” means a contract performance point as set out in the Implementation 
Plan.  
 
“Contract Year” means:  

(f) a period of twelve (12) months commencing on the Commencement Date; or  

(g) thereafter a period of twelve (12) months commencing on each anniversary of the Commencement Date; 
provided that the final Contract Year shall end on the expiry or termination of the Term. 

“Contracting Authority” has the meaning given in regulation 2 of the Public Contracts (Scotland) Regulations 
2015. 

“Control” means the possession by a person, directly or indirectly, of the power to direct or cause the direction of 
the management and policies of the other person (whether through the ownership of voting shares, by contract or 
otherwise) and “Controls” and “Controlled” shall be interpreted accordingly. 

“Controller” has the meaning given in the Data Protection Laws. 

“Costs” means the following costs (without double recovery) to the extent that they are reasonably and properly 
incurred by the Service Provider in providing the Services: 

(a) the cost to the Service Provider, calculated per Service Day, of engaging the Service Provider 
Representatives, including: 

(i) base salary paid to the Service Provider Representatives; 

(ii) employer’s national insurance contributions; 

(iii) pension contributions; 

(iv) car allowances;  

(v) any other contractual employment benefits;  

(vi) staff training; 

(vii) work place accommodation; 

(viii) work place IT equipment and tools reasonably necessary to perform the Services (but not including 
items included within limb (b) below); and 

(ix) reasonable recruitment costs, as agreed with the Purchaser; 

(b) operational costs which are not included within (a) above, to the extent that such costs are necessary and 
properly incurred by the Service Provider in the delivery of the Services; 

(c) Forecast Contingency Costs; 

(d) expenses incurred in accordance with the Pricing Schedule; 

but excluding: 

(i) overhead; 

(ii) financing or similar costs; 

(iii) maintenance and support costs to the extent that these relate to maintenance and/or support 
services provided beyond the Term;  
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(iv) taxation; 

(v) fines and penalties; and 

(vi) non-cash items (including depreciation, amortisation, impairments and movements in provisions). 

“COTS Software” means Service Provider Software and Third Party Software (including open source software) 
that the Service Provider makes generally available commercially prior to the date of signature of this Contract 
(whether by way of sale, lease or licence) on standard terms which are not typically negotiated by the Service 
Provider save as to price. 

“CPP Milestone” means a contract performance point as set out in the Implementation Plan, being the Milestone 
at which the Service Provider has demonstrated that the relevant Service is working satisfactorily in its operating 
environment in accordance with Schedule 16 (Testing Procedures). 

“Cyber Security Incident” means any thing, event, act or omission which gives, or may give, rise to: 
 
(a) unauthorised access to any information system, data or electronic communications network (including 

breach of an applicable security policy); 
(b) reduced integrity of an information system, data or electronic communications network; 
(c) unauthorised use of any information system or electronic communications network for the processing 

(including storing) of data; 
(d) disruption or change of the operation (including, but not limited to, takeover of control, malicious disruption 

and/or denial of service) of an information system or electronic communications network; 
(e) unauthorised changes to firmware, software or hardware; 
(f) unauthorised destruction, damage, deletion or alteration of data residing in an information system or 

electronic communications network; 
(g) removal or limiting the availability of, or possibility to use, data residing in an information system or 

electronic communications network;  
(h) the appropriation, publication, dissemination or any other use of data by persons unauthorised to do so; 

or 
(i) a breach of the Computer Misuse Act 1990, the Network and Information Systems Regulations 2018, the 

UK GDPR or the Data Protection Act 2018, the Privacy and Electronic Communications (EC Directive) 
Regulations 2003, the Communications Act 2003, the Official Secrets Act 1911 to 1989, or any other 
applicable legal requirements in connection with cybersecurity and/or privacy 

 
in connection with the Services and/or this Contract. 
 
“Cyber Security Requirements” means the Purchaser’s requirements in connection with cyber security as set out 
in Section A (Cyber Security Requirements and Section B (Cyber Implementation Plan), of the Annex to Schedule 
13 (Security Management). 
 
“Data Protection Laws” means any law, statute, subordinate legislation, regulation, order, mandatory guidance or 
code of practice, judgment of a relevant court of law, or directives or requirements of any regulatory body which 
relates to the protection of individuals with regard to the processing of Personal Data to which a Party is subject 
including the Data Protection Act 2018 or any statutory modification or re-enactment thereof and the UK GDPR. 

“Data Subject” has the meaning given in the Data Protection Laws. 

“Data Subject Access Request” has the meaning given in the Data Protection Laws. 

“Deductions” means all Service Credits, liquidated damages, milestone retention payments or any other deduction 
which is paid or payable to the Purchaser under this Contract.  

“Default” means any breach of the obligations of a Party (including material breach and wilful default) or any 
negligent act, omission or statement of a Party in connection with or in relation to this Contract. 

“Delay” means  

(a) a delay in the Achievement of a Milestone by its Milestone Date; or 

(b) a delay in the design, development, testing or implementation of a Deliverable by the relevant date set out 
in the Implementation Plan or, where applicable, a SOW. 
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“Deliverable” means an item, feature or service associated with the provision of the Services or a change in the 
provision of the Services which is required to be delivered by the Service Provider at or before a Milestone Date or 
at any other stage during the performance of this Contract.  

“Detailed Implementation Plan” means the plan developed and revised from time to time in accordance with 
paragraphs 4 and 5 of Schedule 15 (Implementation Plan). 

“Disaster” means the occurrence of one or more events which, either separately or cumulatively, mean, in the 
opinion of the Purchaser, that the Services, or a material part of the Services will not be available and significant 
effort is required to restore the Services. 

“Disaster Recovery Plan” has the meaning given in paragraph 1.2.1(c) of Schedule 17 (Business Continuity and 
Disaster Recovery). 

“Disaster Recovery Services” means the services embodied in the processes and procedures for restoring the 
Services following the occurrence of a Disaster. 

“Disaster Recovery System” means the system used for the purpose of delivering the Disaster Recovery Services.  

“Disclosing Party” has the meaning set out in clause 15.1.1. (Confidential Information). 

“Documentation” means descriptions of the Services, details of the Service Provider System (including (i) vendors 
and versions for off-the-shelf components and (ii) source code and build information for proprietary components), 
relevant design and development information, technical specifications of all functionality including those not 
included in standard manuals (such as those that modify system performance and access levels), configuration 
details, test scripts, user manuals, operating manuals, process definitions and procedures, and all such other 
documentation as: 

(a) is required to be supplied by the Service Provider to the Purchaser under this Contract; 

(b) would reasonably be required by a competent third party capable of Good Industry Practice contracted by 
the Purchaser to develop, configure, build, deploy, run, maintain, upgrade and test the individual systems 
that provide the Services; 

(c) is required by the Service Provider in order to provide the Services; and/or 

(d) has been or shall be generated for the purpose of providing the Services. 

“Due Diligence Information” means any information supplied to the Service Provider by or on behalf of the 
Purchaser prior to the Commencement Date.  

“Emergency Exit” means any termination of this Contract which is a:  

(a) termination of the whole or part of this Contract in accordance with clause 64 (Termination Rights), or clause 
65 (Termination on Insolvency or Change of Control); or  

(b) wrongful termination or repudiation of this Contract by either Party.  

“Environmental Information Regulations” means the Environmental Information (Scotland) Regulations 2004 
(and any subordinate regulations made under them from time to time or any superseding or amending regulations) 
together with any guidance and/or codes or practice issued by the Scottish Information Commissioner and/or any 
relevant government department in relation to such Regulations. 

“Equipment” means equipment, plant, tackle, materials and other items supplied and used by the Service 
Provider’s Representatives in the performance of the Service Provider’s obligations under this Contract. 

“Escrowed Material” has the meaning given in clause 38.1 (Escrow). 

“Exclusive Assets” means those Assets used by the Service Provider or a Key Sub-contractor which are used 
exclusively for the provision of the Services. 

“Exit Information” has the meaning given in paragraph 2.1 of Schedule 11 (Exit Management). 
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“Exit Management” means the obligations and rights of the Parties to ensure a smooth transition of the Services 
(whether in whole or in part) from the Service Provider to the Purchaser and/or a Replacement Service Provider as 
set out in clause 67 (Exit Management) and Schedule 11 (Exit Management). 

“Exit Management Date” means each of the following: 

(a) the date of a Termination Notice; and  

(b) if no Termination Notice has been served in relation to this Contract, the expiry of the later of the Initial 
Term, or any Extension Period.  

“Exit Manager” means the person appointed by each Party pursuant to paragraph 1.3 of Schedule 11 (Exit 
Management) for managing the Parties' respective obligations in respect of Exit Management. 

“Exit Management Service Charges” means the charges to be paid in accordance with the Pricing Schedule in 
respect of the supply of the Exit Management Services. 

“Exit Management Services” the services and activities to be performed by the Service Provider: pursuant to (i) 
Schedule 11 (Exit Management); (ii) the Statement of Requirements and/or, where applicable, a SOW; and any 
other services required pursuant to the Termination Assistance Notice. 

“Exit Plan” means the exit plan to be developed and updated by the Service Provider and approved by the 
Purchaser in accordance with paragraph 3 of Schedule 11 (Exit Management). 

“Extension Period” and “Extension Periods” have the meanings set out in clause 5.2 (Period). 

"Fast-track Change" means any Contract Change which the parties agree to expedite in accordance with 
paragraph 7.2 of Schedule 12 (Change Control Procedure).  

“Final Reconciliation Report” means the final reconciliation report to be provided by the Service Provider to the 
Purchaser pursuant to Paragraph 1 of Part B of Schedule 4 (Financial Reports and Model). 

“Financial Distress Event” means the occurrence of one or more of the following events: 

(a) the Service Provider’s or the relevant Key Sub-contractor’s credit or Dun & Bradstreet rating (as applicable) 
drops one or more levels below the level set out in clause 45.1 (Financial Distress); 

(b) the Service Provider or a Key Sub-contractor issues a profits warning to a stock exchange or makes any 
other public announcement about a material deterioration in its financial position or prospects; 

(c) there is a public investigation into improper financial accounting and reporting, suspected fraud and/or any 
other impropriety of the Service Provider or a Key Sub-contractor; 

(d) the Service Provider or a Key Sub-Contractor commits a material breach of covenants to its lenders; 

(e) a Key Sub-Contractor notifies the Purchaser that the Service Provider has not satisfied any material sums 
properly due under a specified invoice and not subject to a genuine dispute; 

(f) the commencement of any litigation against the Service Provider or a key Sub-Contractor with respect to 
financial indebtedness; or 

(g) any financial indebtedness of the Service Provider or a Key Sub-contractor becoming due as a result of an 
event of default which (in respect of this sub-section (g) only) the Purchaser reasonably believes could 
materially impact on the continued performance of the Services. 

“Financial Distress Event Remedial Plan” means a plan provided by the Service Provider in accordance with 
clause 45 (Financial Distress) to remedy the potential adverse impact of the relevant Financial Distress Event on 
the continued performance of this Contract. 

“Financial Model” means the Contract Inception Report, the latest Annual Contract Report or the latest Contract 
Amendment Report, whichever has been most recently approved by the Purchaser in accordance with Paragraph 
2 of Part B of Schedule 4 (Financial Reports and Model). 
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“Financial Reports” means the Contract Inception Report and the reports listed in the table in Paragraph 1.1 of 
Part B of Schedule 4 (Financial Reports and Model). 

“Financial Representative” means a reasonably skilled and experienced member of the Service Provider’s staff 
who has specific responsibility for preparing, maintaining, facilitating access to, discussing and explaining the Open 
Book Data and Financial Reports. 

“Financial Transparency Objectives” has the meaning given in Paragraph 1 of Part A of Schedule 4 (Financial 
Reports and Model). 

“FOISA” means the Freedom of Information (Scotland) Act 2002 and any subordinate legislation made under this 
Act from time to time or any superseding or amending enactments or regulations, together with any guidance and/or 
codes of practice issued by the Scottish Information Commissioner and/or any relevant government department in 
relation to such legislation. 

“Forecast Contingency Costs” means the costs which the Service Provider forecasts may be incurred in relation 
to the risks and contingencies that are identified in the Risk Register (as such costs are updated from time to time).   

“Force Majeure” means any event or occurrence which is outside the reasonable control of the Party concerned 
and which is not attributable to any act or failure to take preventative action by that Party, including, fire, flood, 
violent storm, pestilence, explosion, malicious damage, armed conflict, acts of terrorism, nuclear, biological or 
chemical warfare, pandemic, or any other disaster, natural or man-made but excluding any industrial dispute 
relating to the Service Provider or the Service Provider Personnel or any other failure in the Service Provider‘s or a 
Sub-contractor’s supply chain. 

“General Change in Law” means a Change in Law where the change is of a general legislative nature (including 
taxation or duties of any sort affecting the Service Provider) or which affects or relates to a Comparable Supply.  

“Good Industry Practice” means standards, practices, methods and procedures conforming to legal and regulatory 
requirements and the degree of skill and care, diligence, prudence, foresight and timeliness which would reasonably 
and ordinarily be expected from a skilled and experienced person or body engaged in a similar type of undertaking 
as the Service Provider under the same or similar circumstances. 

“Goods” has the meaning given in Clause 20.3 (Provision of the Services). 

“Government Body” means a body listed in one of the following sub-categories of the Scottish Government’s 
National Public Bodies Directory, as published and amended from time to time: 

(a) Scottish Government Department; 

(b) Non-Departmental Public Body (advisory, executive, or tribunal);  

(c) Non-Ministerial Department;  

(d) Other government funded organisation; 

(e) Any Contracting Authority; or 

(f) Executive Agency.  

“Impact Analysis Report” means a report prepared by the Service Provider considering the impact of a Mandatory 
Change on the Services which shall contain the information described in the Change Control Procedure.  

“Impact Assessment” means an assessment of a Change Request substantially in the form of Annex 2 of Schedule 
12 (Change Control Procedure).  

“Implementation Period” is the time from the Commencement Date to the Operational Services Commencement 
Date. 

“Implementation Plan” means the Outline Implementation Plan and (if and when approved by the Purchaser 
pursuant to paragraph 4 of Schedule 15 (Implementation Plan) the Detailed Implementation Plan as updated in 
accordance with paragraph 5 of Schedule 15 (Implementation Plan) from time to time. 
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“Implementation Services” means the implementation services described as such in Schedule 2 (Statement of 
Requirements) or where applicable, a SOW. 

“Implementation Services Commencement Date” means the date on which the Service Provider is to commence 
provision of the first of the Implementation Services as set out in the Implementation Plan or, where applicable, a 
SOW. 

“Incident” means any event which is not part of the standard operation of the Services and which causes, or may 
cause an interruption to or reduction in the quality of the Services. 

“Incoming Employees” means individuals whose employment transfers to the Service Provider on the 
commencement of the provision of the Services by operation of TUPE. 

“Indemnified Person” means the Purchaser and each and every person to whom the Purchaser (or any direct or 
indirect sub licensee of the Purchaser) sub licenses, assigns or novates any Relevant IPR or rights in Relevant 
IPRs in accordance with this Contract. 

“Initial Term” the period of 1 year from the Operational Services Commencement Date.  

“Intellectual Property Rights” or “IPRs” means patents, rights in inventions, semi-conductor topography rights, 
trademarks, service marks, logos, design rights (whether registerable or otherwise), applications for any of the 
foregoing, and the right to apply for registration, copyright, database rights, Internet domain names and website 
addresses, trade or business names, moral rights, Know-How, trade secrets and other rights in Confidential 
Information and other similar rights or obligations whether registerable or not in any country (including the United 
Kingdom) and the right to sue for passing off. 

“IPR Claim” means any claim against any Indemnified Person of infringement or alleged infringement (including 
the defence of such infringement or alleged infringement) of any Relevant IPRs save for any such claim to the 
extent that it is caused by any use by or on behalf of that Indemnified Person of any Relevant IPRs, or the use of 
the Purchaser Software by or on behalf of the Service Provider, in either case in combination with any item not 
supplied or recommended by the Service Provider pursuant to this Contract or for a purpose not reasonably to be 
inferred from the Statement of Requirements or the provisions of this Contract.  

“IT Environment” means the Purchaser System and the Service Provider System. 

“ITT” means the Purchaser’s invitation to tender for the provision of the Services. 

“Judicial Order” means an ineffectiveness order or an order shortening the duration of the contract made in relation 
to this Contract under Chapter 6 of the Public Contracts (Scotland) Regulations 2015.  

“Key Individuals” means the Service Provider Representatives identified as being key individuals for the provision 
of the Services as set out in Schedule 6 (Key Individuals) and any SOW. 

“Key Sub-contract” means each Sub-contract with a Key Sub-contractor. 

“Key Sub-contractor” means any Sub-contractor: 

(a) which, in the opinion of the Purchaser, performs (or would perform if appointed) a critical role in the provision 
of all or any part of the Services; and/or 

(b) with a Sub-contract with a contract value which at the time of appointment exceeds (or would exceed if 
appointed) ten per cent (10%) of the aggregate Charges forecast to be payable under this Contract (as set 
out in the Financial Model). 

“Know-How” means all ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything 
else in the nature of know how relating to the Services but excluding know how already in the other Party’s 
possession before this Contract.  

“Law” means any law, statute, subordinate legislation within the meaning of section 21(1) of the Interpretation Act 
1978, bye-law, regulation, order, mandatory guidance or code of practice, judgment of a relevant court of law, or 
directives or requirements of any regulatory body with which the Service Provider is bound to comply. 
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“Losses” means losses, liabilities, damages, costs and expenses (including legal fees on a solicitor/client basis) 
and disbursements and costs of investigation, litigation, settlement, judgment interest and penalties whether arising 
in contract, delict, tort (including negligence), breach of statutory duty or otherwise.  

“Malicious Software” means any software program or code intended to destroy, interfere with, corrupt, or cause 
undesired effects on program files, data or other information, executable code or application software macros, 
whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, 
negligently or without knowledge of its existence.  

“Management Arrangements” means the arrangements for the strategic management of the relationship between 
the Parties, including arrangements for monitoring of the Service Provider’s compliance with the Statement of 
Requirements, the Service Levels, if applicable, and the terms of this Contract, set out in Schedule 5 (Management 
Arrangements). 

“Material Change” means a Change which: 

(a) materially changes the profile of the Charges; or 

(b) varies the total Charges payable during the Term (as forecast in the latest Financial Model) by: 

(i) five percent (5%) or more; or 

(ii) one million pounds sterling (£1m) or more. 

“Material Test Issue” means a Test Issue of Severity Level 1 or Severity Level 2. 

“Milestone” means an event or task described in the Implementation Plan or, where applicable, a SOW which, if 
applicable, must be completed by the relevant Milestone Date, including a milestones in respect of Authority to 
Proceed (ATP) and any Contract Performance Point (CPP). 

“Milestone Achievement Certificate” means the certificate to be granted by the Purchaser when the Service 
Provider has Achieved a Milestone, which shall be in substantially the same form as that set out in Annex 3 of 
Schedule 16 (Testing Procedures).  

“Milestone Date” means the target date set out against the relevant Milestone in the Implementation Plan or, where 
applicable, a SOW by which the Milestone must be Achieved.  

“Milestone Payment” a payment to be made following the issue of a Milestone Achievement Certificate. 

“month” means a calendar month and “monthly” shall be interpreted accordingly. 

“Net Book Value” means the net book value of the relevant Asset(s) calculated in accordance with the depreciation 
policy of the Service Provider as agreed with the Purchaser. 

"Non-conformance Report" means a report including detail of the reasons why any Test has failed or of any non-
conformities in respect of any Milestone. 

“Non-Exclusive Assets” means those Assets (if any) which are used by the Service Provider or a Key Sub-
contractor in connection with the Services but which are also used by the Service Provider or a Key Sub-contractor 
for other purposes of material value. 

“Object Code” means software and/or data in machine-readable, compiled object code form. 

“Open Book Data” means complete and accurate financial and nonfinancial information which is sufficient to enable 
the Purchaser to verify the Charges already paid or payable and Charges forecast to be paid during the remainder 
of the Term, including details and all assumptions relating to:  

(a) the Service Provider’s Costs broken down against each Service and/or Deliverable, including actual capital 
expenditure (including capital replacement costs) and the unit cost and total actual costs of all hardware 
and software;  

(b) operating expenditure relating to the provision of the Services including an analysis showing: 

(i) the unit costs and quantity of consumables and bought-in services;  
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(ii) manpower resources broken down into the number and grade/role of all Service Provider 
Representatives (free of any contingency) together with a list of agreed rates against each 
manpower grade; 

(iii) a list of Costs underpinning those rates for each manpower grade, being the agreed rate less the 
Service Provider’s Profit Margin; and  

(iv) Reimbursable Expenses;  

(c) Overheads;  

(d) all interest, expenses and any other third party financing costs incurred in relation to the provision of the 
Services;  

(e) the Service Provider Profit achieved over the Term and on an annual basis;  

(f) confirmation that all methods of Cost apportionment and Overhead allocation are consistent with and not 
more onerous than such methods applied generally by the Service Provider;  

(g) an explanation of the type and value of risk and contingencies associated with the provision of the Services, 
including the amount of money attributed to each risk and/or contingency; and  

(h) the actual Costs profile for each Service Period. 

“Open Source Software” means computer software that has its source code made available subject to an open-
source licence under which the owner of the copyright and other Intellectual Property Rights in such software 
provides the rights to use, study, change and distribute the software to any and all persons and for any and all 
purposes free of charge. 

“Operational Change” means any change in the Service Provider's operational procedures which in all respects, 
when implemented: 

(a) will not affect the Charges or the Service Provider's costs of performing the Services and will not result in 
any other costs to the Purchaser; and 

(b) may change the way in which the Services are delivered but will not adversely affect the output of the 
Services or increase the risks in performing or receiving the Services; and 

(c) will not adversely affect the interfaces or interoperability of the Services with any of the Purchaser's IT 
infrastructure; and/or 

(d) will not require a change to this Contract. 

“Operational Service Charges” means the charges to be paid in accordance with the Pricing Schedule 3 and, if 
relevant, any SOW in respect of the supply of the Operational Services.  

“Operational Service Commencement Date” means in relation to an Operational Service, the later of: 

(a) the date identified in the Implementation Plan, or where applicable, a SOW upon which the Operational 
Service is to commence; and  

(b) where the Implementation Plan or where applicable, a SOW states that the Service Provider must have 
Achieved the relevant ATP Milestone before it can commence the provision of that Operational Service, 
the date upon which the Service Provider Achieves the relevant ATP Milestone. 

“Operational Services” means the operational services described as such in Schedule 2 (Statement of 
Requirements) or where applicable, a SOW. 

"Order” means an order for Services placed by the Purchaser based on the SOW Template.  

“Ordinary Exit” means any termination of this Contract which occurs pursuant to clause 66 (Break), or as a result 
of the expiry of the Initial Term, or any Extension Period. 
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“Outgoing Employees” means individuals whose employment transfers (whether entirely or partially) from the 
Service Provider to the Purchaser, any Replacement Service Provider and/or any Replacement Sub-contractor on 
the ceasing of the provision of the Services by the Service Provider by operation of TUPE. 

“Outline Implementation Plan” means the outline plan referred to in paragraph 3 of Schedule 15 (Implementation 
Plan). 

“Overhead” means those amounts which are intended to recover a proportion of the Service Provider’s indirect 
corporate costs (including financing, marketing, advertising, research and development and insurance costs and 
any fines or penalties) but excluding allowable indirect costs apportioned to facilities and administration in the 
provision of Service Provider Representatives and accordingly included within limb (a) of the definition of “Costs”. 

“Party” means either the Purchaser or the Service Provider.  

“Personal Data” means personal data (as defined in the Data Protection Laws) which is processed by the Service 
Provider or any Sub-contractor on behalf of the Purchaser pursuant to or in connection with this Contract 

“Personal Data Breach” has the meaning given in the Data Protection Laws. 

“Phase” means a phase for the delivery and implementation of the Services, there being four (4) phases for each 
component of the Services, namely (i) a discovery phase, (ii) an alpha development phase, (iii) a beta development 
phase; and (iv) a live or production service phase.    

“Pricing Schedule” means the details of the pricing of the Services, including provision for Service Credits, if 
applicable, set out in Schedule 3 (Pricing).  

“Processing” has the meaning given in the Data Protection Laws and cognate expressions shall be construed 
accordingly.  

“Processor” has the meaning given in the Data Protection Laws. 

“Project Specific IPRs” means:  

(a) Intellectual Property Rights in items created by the Service Provider (or by a third party on behalf of the 
Service Provider) specifically for the purposes of this Contract and updates and amendments of these items 
including database schema; and/or 

(b) Intellectual Property Rights arising as a result of the performance of the Service Provider's obligations under 
this Contract; 

but shall not include the Service Provider Background IPRs or the Specially Written Software. 

“Purchaser” has the meaning set out at the head of this Contract.   

“Purchaser Assets” has the meaning set out in clause 27.1 (Transferred Assets). 

“Purchaser Background IPRs” means  

(a) IPRs owned by the Purchaser before the Commencement Date, including IPRs contained in any of the 
Purchaser's Know-How, documentation, processes and procedures; and/or 

(b) IPRs created by the Purchaser independently of this Contract;  

but excluding IPRs owned by the Purchaser subsisting in the Purchaser Software.  

“Purchaser Cause” means any material breach by the Purchaser of the Purchaser’s Responsibilities, except to the 
extent that such breach is: 

(a) the result of any act or omission by the Purchaser to which the Service Provider has given its prior consent; 
or 

(b) caused by the Service Provider, and/or any Service Provider Representative. 

"Purchaser's Change Manager" means the person appointed to that position by the Purchaser from time to time 
and notified in writing to the Service Provider or, if no person is notified, the Purchaser’s Contract Manager. 
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“Purchaser’s Contract Manager” means the person appointed to that position by the Purchaser from time to time 
and notified in writing to the Service Provider. 

“Purchaser Data” means the data, text, drawings, diagrams, images or sounds (together with any database made 
up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are: 

(a) supplied to the Service Provider by or on behalf of the Purchaser; and/or  

(b) which the Service Provider is required to generate, process, store or transmit pursuant to this Contract; or 

(c) any Personal Data for which the Purchaser is the Controller. 

“Purchaser Property” means any corporeal moveable property issued or made available to the Service Provider 
by the Purchaser in connection with this Contract. 

“Purchaser Protected Information” means any information provided by the Purchaser to the Service Provider 
which: 

(a) carries a protective marking such as “Official”, “Secret” or “Top Secret”; or 

(b) is exempt information as set out in Part 2 of FOISA (disregarding for that purpose whether a provision of 
Part 2 does not confer absolute exemption within the meaning of section 2(2) of FOISA); or 

(c) is excepted information as set out in regulation 10 of the Environmental Information Regulations. 

"Purchaser’s Responsibilities" means the responsibilities of the Purchaser specified in the Implementation Plan 
(Purchaser’s Responsibilities) or, where applicable, a SOW. 

“Purchaser Software” means software which is owned by or licensed to the Purchaser (other than under or 
pursuant to this Contract) and which is or will be used by the Service Provider for the purposes of providing the 
Services. 

“Purchaser’s System” means the Purchaser's computing environment (consisting of hardware, software and/or 
telecommunications networks or equipment) used by the Purchaser or the Service Provider in connection with this 
Contract which is owned by the Purchaser or licensed to it by a third party and which interfaces with the Service 
Provider’s System or which is necessary for the Purchaser to receive the Services.  

“Rating Agency” means any or all of Fitch Ratings Limited, Moody’s Investors Service Limited or any other 
internationally recognised credit rating agency. 

"Receiving Party" has the meaning given in clause 15.1.1 (Confidentiality). 

“Registers” means the register and configuration database referred to in paragraph 1.1.1 of Schedule 11 (Exit 
Management).  

“Reimbursable Expenses” means reasonable out of pocket travel and subsistence (for example, hotel and food) 
expenses, properly and necessarily incurred in the performance of the Services, calculated at the rates and in 
accordance with the Purchaser’s expenses policy current from time to time, but not including: 

(a) travel expenses incurred as a result of Service Provider Representatives travelling to and from their usual 
place of work, or to and from the premises at which the Services are principally to be performed, unless the 
Purchaser otherwise agrees in advance in writing; and 

(b) subsistence expenses incurred by Service Provider Representatives whilst performing the Services at their 
usual place of work, or to and from the premises at which the Services are principally to be performed. 

“Related Service Provider” means any person who provides services to the Purchaser in relation to this Contract 
from time to time.  

“Relevant IPRs” means IPRs used to provide the Services or as otherwise provided and/or licensed by the Service 
Provider (or to which the Service Provider has provided access) to the Purchaser, or other third party in the fulfilment 
of the Service Provider’s obligations under this Contract. 
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“Relevant Requirements” means all applicable Law relating to bribery, corruption and fraud, including the Bribery 
Act 2010 and any guidance issued by the Secretary of State for Justice pursuant to section 9 of the Bribery Act 
2010.  

“Relevant Transfer” has the meaning given in regulation 2(1) of TUPE. 

“Replacement Services” means any services which are the same as or substantially similar to any of the Services 
and which the Purchaser receives in substitution for any of the Services following the expiry or termination or partial 
termination of this Contract, whether those services are provided by the Purchaser internally and/or by any third 
party. 

“Replacement Service Provider” means any third party service provider of Replacement Services appointed by 
the Purchaser from time to time (or where the Purchaser is providing replacement Services for its own account, the 
Purchaser).  

“Replacement Sub-contractor” means any third party with whom: 

(a) the Replacement Service Provider enters into a Sub-contract; or 

(b) a third party under (a) above enters into a Sub-contract, or the servants or agents of that third party. 

“Relief Notice” has the meaning given in clause 26.2 (Purchaser Cause). 

“Request for Information” means a request for information within the meaning of section 8 of FOISA or the 
Environmental Information Regulations and any attempted or apparent such request for information. 

“Risk Indicator” means the rating calculated by Dun & Bradstreet on a scale of 1 to 4 to indicate the probability of 
failure of an organisation. 

“Risk Register” means the register of risks and contingencies that have been factored into any Costs due under 
this Contract, in the form agreed between the Purchaser and the Service Provider. 

“Schedule” means a schedule annexed to, and forming part of, this Contract. 

“Security Management Services” means the Services set out in Schedule 13 (Security Management).  

“Security Plan” means the security management system, plan and processes to be developed by the Service 
Provider (including areas such as policy, staff management, supply chain management, asset management, 
technical controls and software life cycle management to ISO 27001 or equivalent) in accordance with paragraph 
3 of Schedule 13 (Security Management) as updated from time to time in accordance with this Contract. 

“Service Credits” means, if applicable, the service credits payable to the Purchaser by the Service Provider in 
accordance with the Pricing Schedule if any of the Service Levels are not met in accordance with Schedule 2 
(Statement of Requirements) or, where applicable, a SOW. 

“Service Levels” means the service levels and key performance indicators, if applicable, outlined in Schedule 2 
(Statement of Requirements) or, where applicable, a SOW. 

“Service Provider” has the meaning set out at the head of this Contract. 

“Service Provider Background IPRs” means 

(a) Intellectual Property Rights owned by the Service Provider before the Commencement Date, for example 
those subsisting in the Service Provider’s standard development tools, program components or standard 
code used in computer programming or in physical or electronic media containing the Service Provider's 
Know-How or generic business methodologies; and/or 

(b) Intellectual Property Rights created by the Service Provider independently of this Contract, 

which in each case is or will be used before or during the Term for designing, testing implementing or providing the 
Services but excluding Intellectual Property Rights owned by the Service Provider subsisting in the Service Provider 
Software. 
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"Service Provider's Change Manager" means the person appointed to that position by the Service Provider from 
time to time and notified in writing to the Purchaser or, if no person is notified, the Service Provider’s Contract 
Manager. 

“Service Provider’s Contract Manager” means the person appointed to that position by the Service Provider from 
time to time and notified in writing to the Purchaser. 

“Service Provider Non-Performance” has the meaning set out in clause 26.1 (Purchaser Cause). 

“Service Provider Profit” means in relation to a period or a Milestone (as the context requires), the difference 
between the total Charges (in nominal cash flow terms but excluding any Deductions) and total Costs (in nominal 
cash flow terms) for the relevant period or in relation to the relevant Milestone.  

“Service Provider Margin” means in relation to a period or a Milestone (as the context requires), the Service 
Provider Profit for the relevant period or in relation to the relevant Milestone divided by the total Charges over the 
same period or in relation to the relevant Milestone and expressed as a percentage. 

“Service Provider Representatives” means all persons engaged by the Service Provider in the performance of its 
obligations under this Contract including: 

(a) its employees and workers (including persons employed by a third party but working for and under the 
control of the Service Provider); 

(b) its agents, service providers and carriers; and 

(c) any Sub-contractors of the Service Provider including employees, workers, agents, service providers and 
carriers of the same (whether approved under clause 41 (Sub-contracting) or otherwise). 

“Service Provider Sensitive Information” means any information provided by the Service Provider to the 
Purchaser (disregarding any protective marking or assertion of confidentiality) which is specified as Service 
Provider Sensitive Information in Part 2 of Schedule 8 (Transparency Reports and Service Provider Sensitive 
Information) and has not lost its sensitivity according to the justifications and durations set out in that Schedule. 

“Service Provider Software” means software which is proprietary to the Service Provider (or an Affiliate of the 
Service Provider) and which is or will be used by the Service Provider for the purposes of providing the Services. 

“Service Provider's Final Personnel List” means a list provided by the Service Provider of all personnel who will 
transfer by operation of TUPE. 

“Service Provider's Provisional Personnel List” means a list prepared and updated by the Service Provider of 
all Service Provider Personnel who are engaged in or wholly or mainly assigned to the provision of the Services or 
any relevant part of the Services which it is envisaged as at the date of such list will no longer be provided by the 
Service Provider following a Service Transfer. 

“Service Provider’s System” means the information and communications technology system used by the Service 
Provider in implementing and performing the Services including the Software, the Equipment, configuration and 
management utilities, calibration and testing tools and related cabling (but excluding the Purchaser’s System).  

“Service Transfer” means any transfer of the Services (or any part of the Services), for whatever reason, from the 
Service Provider or any Sub-contractor to a Replacement Service Provider. 

“Services” means any and all of the services (including the Implementation Services, the Operational Services and 
the Exit Management Services) to be provided by the Service Provider under this Contract including those set out 
in Schedule 2 (Statement of Requirements) and, if applicable, any SOW. 

“Severity Level” means the level of severity of a Test Issue, the criteria for which are described in Annex 1 of 
Schedule 16 (Testing Procedures). 

“Software” means Specially Written Software, Service Provider Software and Third Party Software.  

“Source Code” means computer programs and/or data in eye-readable form and in such form that it can be 
compiled or interpreted into equivalent binary code together with all related design comments, flow charts, technical 
information and documentation necessary for the use, reproduction, maintenance, modification and enhancement 
of such software. 
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“SOW Order Procedure” means the procedure to be followed for each Order as set out in Schedule 19 (SOW 
Order Procedure).  

“Specially Written Software” means any software (including database software, linking instructions, test scripts, 
compilation instructions and test instructions) created by the Service Provider (or by a Sub-contractor or other third 
party on behalf of the Service Provider) specifically for the purposes of this Contract. 

“Specific Change in Law” a Change in Law that relates specifically to the business of the Purchaser and which 
would not affect a Comparable Supply. 

“Staffing Information” means in relation to all Outgoing Employees, such information as the Purchaser may 
reasonably request (subject to all applicable provisions of the Data Protection Laws), but including in an anonymised 
format: 

(a) their ages, dates of commencement of employment or engagement and gender; 

(b) details of whether they are employed, self-employed contractors or consultants, agency workers or 
otherwise; 

(c) the identity of the employer or relevant contracting Party; 

(d) their relevant contractual notice periods and any other terms relating to termination of employment, 
including redundancy procedures, and redundancy payments; 

(e) their wages, salaries and profit sharing, incentive and bonus arrangements as applicable; 

(f) details of other employment-related benefits, including (without limitation) medical insurance, life 
assurance, pension or other retirement benefit schemes, share option schemes and company car 
schedules applicable to them; 

(g) any outstanding or potential contractual, statutory or other liabilities in respect of such individuals (including 
in respect of personal injury claims); 

(h) details of any such individuals on long term sickness absence, parental leave, maternity leave or other 
authorised long term absence; 

(i) copies of all relevant documents and materials relating to such information, including copies of relevant 
contracts of employment (or relevant standard contracts if applied generally in respect of such employees); 
and 

(j) any other “employee liability information” as such term is defined in regulation 11 of TUPE.  

“Statement of Requirements” means the statement of requirements set out in Schedule 2 (Statement of 
Requirements) (as the same may be updated).  

“Statement of Work” or “SOW” means a document outlining  agreed  works, Services and Deliverables, to be 
delivered by the Service Provider as part of this Contract in the form of the SOW Template. 

“Statement of Work Template” or “SOW Template” means the template forming part of Schedule 19 (SOW Order 
Procedure).   

“Sub-contract” means any contract or agreement (or proposed contract or agreement) between the Service 
Provider (or a Sub-contractor) and any third party whereby that third party agrees to provide to the Service Provider 
(or the Sub-contractor) all or any part of the Services or facilities or services which are material for the provision of 
the Services or any part thereof or necessary for the management, direction or control of the Services or any part 
thereof.  

“Sub-contractor” means any third party with whom: 

(a) the Service Provider enters into a Sub-contract; or  

(b) a third party under (a) above enters into a Sub-contract, or the servants or agents of that third party. 

“Sub-processor” means a party to whom data processing functions are sub-contracted under this Contract. 
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“Tender” means the tender submitted by the Service Provider in response to the ITT. 

“Term” means the period commencing on the Commencement Date and ending on the expiry of the Initial Term, 
or any Extension Period, or on earlier termination of this Contract.  

“Termination Assistance Notice” has the meaning given in paragraph 4.2 of Schedule 11 (Exit Management). 

“Termination Assistance Period” means in relation to a Termination Assistance Notice, the period specified in 
the Termination Assistance Notice for which the Service Provider is required to provide the Termination Services 
as such period may be extended pursuant to paragraph 4.2 of Schedule 11 (Exit Management).  

“Termination Notice” a written notice of termination given by one Party to the other, notifying the Party receiving 
the notice of the intention of the Party giving the notice to terminate this Contract (in whole or in part) on a specified 
date and setting out the grounds for termination. 

“Test Certificate” means a certificate materially in the form of the document contained in Annex 2 of Schedule 16 
(Testing Procedures) issued by the Purchaser when a Deliverable has satisfied its relevant Test Success Criteria. 

“Test Issue” means any variance or non-conformity of a Deliverable from its requirements (such requirements 
being set out in the relevant Test Success Criteria). 

“Test Issue Management Log” means  a log for the recording of Test Issues as described further in paragraph 9.2 
of Schedule 16 (Testing Procedures). 

“Test Issue Threshold” means in relation to the Tests applicable to a Milestone, a maximum number of Severity 
Level 3, Severity Level 4 and Severity Level 5 Test Issues as set out in the relevant Test Plan.  

“Test Plan” means a plan: 

(a) for the Testing of Deliverables; and 

(b) setting out other agreed criteria related to the Achievement of Milestones, as described further in paragraph 
5 of Schedule 16 (Testing Procedures). 

“Test Reports” means the reports to be produced by the Service Provider setting out the results of Tests.  

“Test Specification” means the specification that sets out how Tests will demonstrate that the Test Success Criteria 
have been satisfied, as described in more detail in paragraph 7 of Schedule 16 (Testing Procedures). 

“Test Strategy” means a strategy for the conduct of Testing as described further in paragraph 4 of Schedule 16 
(Testing Procedures). 

“Testing Procedures” means the applicable testing procedures and Test Success Criteria set out in Schedule 16 
(Testing Procedures). 

“Tests” and “Testing” means any tests required to be carried out under this Contract, as further described in 
Schedule 16 (Testing Procedures) and “Tested” shall be construed accordingly. 

“Test Success Criteria” in relation to a Test, the test success criteria for that Test as referred to in paragraph 6 of 
Schedule 16 (Testing Procedures). 

“Test Witness” means any person appointed by the Purchaser pursuant to paragraph 10.1 of Schedule 16 (Testing 
Procedures). 

“Third Party IPRs” means Intellectual Property Rights owned by a third party but excluding Intellectual Property 
Rights owned by the third party subsisting in any Third Party Software. 

“Third Party Software” means software which is proprietary to any third party (other than an Affiliate of the Service 
Provider) or any Open Source Software which in any case is, will be or is proposed to be used by the Service 
Provider for the purposes of providing the Services, including the software specified as such in Schedule 14 
(Software Licences). 

“Transferable Assets” means those of the Exclusive Assets which are capable of legal transfer to the Purchaser. 
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“Transferable Contracts” means the Sub-contracts, licences for Service Provider's Software, licences for Third 
Party Software or other agreements which are necessary to enable any Replacement Service Provider to perform 
the Services or the Replacement Services, including in relation to licences all relevant Documentation. 

“Transferor” has the meaning given in regulation 2(1) of TUPE. 

“Transferring Contracts” has the meaning given in paragraph 5.2 of Schedule 11 (Exit Management). 

“Transparency Information” means the Transparency Reports and the content of this Contract. 
 

“Transparency Reports” means a report in accordance with Schedule 8 Part 1 (Transparency Reports) containing 
the contract information as set out in the table for that Part for publication by the Purchaser in the interests of 
transparency. 
 
“TUPE” means the Transfer of Undertakings (Protection of Employment) Regulations 2006. 

“UK GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27th April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free movement of such 
data (General Data Protection Regulation) as it forms part of the law of England and Wales, Scotland and Northern 
Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 and as amended by the Data Protection, 
Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019.  

“Working Day” means a day other than a Saturday, Sunday or bank holiday in Scotland, within the meaning of the 
Banking and Financial Dealings Act 1971.  

“Working Hour” means an hour between 0900 hours and 1700 hours on any Working Day.  
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THIS SCHEDULE COMPRISES SCHEDULE 2 TO THE FOREGOING SERVICES CONTRACT BETWEEN THE 
SCOTTISH MINISTERS ACTING THROUGH SCOTTISH GOVERNMENT AND AASEYA SOFTWARE 

SERVICES (UK) LTD. 
 

SCHEDULE 2 
STATEMENT OF REQUIREMENTS 

 
1. Purpose  

 
1.1 The Scottish Ministers, through the Scottish Government (SG) are looking to award a contract for the 

Agile (Scrum) Delivery of a technology solution for Other Government Department’s (OGD’s), built on 
our OutSystems platform.  

 
1.2 Specifically, the contract is for the provision of services to further develop the Data Sharing Portal (DSP) 

to enable processing of devolved social security benefits and data sharing capability with Local 
Authorities that exists in the Agency and involves the handling and sharing of data that is medically 
sensitive and may be classed as OFFICIAL SENSITIVE. 

 
1.3 This development sits under the programme of work that is being delivered through the Social Security 

Directorate (SSD) and specifically the Passporting Team. The Passporting team are  responsible for 
ensuring that the launch of all Passporting benefits administered by Social Security Scotland continues 
to support and enable the administration of Passported Benefits by OGD’s. These OGD’s range from 
Scotland’s Local Authorities to Her Majesty Revenue & Customs (HMRC), who all independently 
administer benefits to Scottish Citizens. 
 

1.4 The process the DSP enables is the sharing of our client’s data with Local Authorities and potentially 
additional OGD’s in the future as well gathering supporting information from Local Authorities and 
Healthboards. 

 
1.5 Scottish Ministers require a Service Provider with extensive and proven experience on the OutSystems 

platform.  
 

1.6 They will  be required to deliver the development and subsequent transition to Live in accordance with 
Digital First Standards. The Service Provider will bring their expertise in the OutSystems platform to 
lead the design, integration and configuration to enable the delivery of the capabilities identified for the 
areas of work mentioned above. 

 
1.7 The aim of this tender will be to develop the identified capabilities to build upon the existing DSP 

capability. 
 

1.8 In line with the SG’s Digital Strategy to reuse common capability and functionality it is expected that 
the successful bidder will make use of existing development already being done for DSP and across 
the programme. 

 
1.9 Utilising the Scrum agile delivery framework, the successful bidder will work alongside the SSD Project 

Team in cross-functional teams.  
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2. Background 
 

2.1 Social Security Scotland 
 

2.1.1 The Scottish Ministers have created a new executive agency to administer devolved social security 
benefits. Social Security Scotland is based in Glasgow & Dundee, with around 2,000 staff split across 
the two cities. The Dundee office is the Headquarters of Social Security Scotland. The new Social 
Security system is the largest, most complex digitally enabled programme of change since devolution.  

 
2.1.2 This programme consists of multiple suppliers and internal delivery resource, deploying the service 

over a number of phases between 2018 and 2026. As part of the devolution, Social Security Scotland 
is responsible for administering a range of devolved welfare benefits.  

 
2.1.3 The Data Sharing Portal is an enabling capability for the delivery of the devolved benefits. 

 
2.1.4 The SSD is made up of the Office of the Chief Digital Officer, the Social Security Programme and Social 

Security Policy who deliver on behalf of Scottish Ministers. For the purposes of this project it will be a 
multi-disciplinary team from across the directorate SSD Project Team that will work alongside the 
supplier to deliver the project. 

 
2.2 Background to Passporting and Supporting Information 

 
2.2.1 Benefits are currently administrated by a range of organisations including Social Security Scotland. For 

the Passporting Project, the focus has been on Child Disability Payment (CDP) & Adult Disability 
Payment (ADP) as these benefits have gone live during 2021 and 2022 and are now administered by 
Social Security Scotland. Both of these benefits make clients who are awarded the benefit eligible to 
receive other benefits in some circumstances that are administered by OGD’s. For example, if a child 
is awarded both components that make up a CDP award, their parent will be entitled to a higher 
premium of Child Tax Credits which HMRC administer. 
 

2.2.2 For a client to be awarded a benefit as a result of their CDP/ADP award, the OGD requires verification 
that the client has received said award. As CDP & ADP are Scotland’s equivalent benefit’s to the 
Department for Work and Pensions (DWP) Child Disability Living Allowance & Personal Independence 
Payment, DWP currently provide OGD’s access to their data through applications, broadcast or 
application programme interfaces (API’s).  
 

2.2.3 The Passporting Project has successfully launched the DSP in two phases, phase two delivered the 
strategic solution for the project which was deployed in January 2023, removing tactical elements of 
the solution. The strategic solution now provides OGD’s with the mechanism to access our data directly 
without support from Social Security Scotland staff. 

 
2.2.4 The Passporting Project is now working on requirements to introduce the functionality to share data via 

DSP for Carers Support Payment (CSP). CSP will be the Scottish equivalent of Carers Allowance 
currently administered through DWP. The benefit is paid to clients who care for someone for at least 
35 hours per week and who are in receipt of other benefits e.g., CDP or ADP. 

 
 

2.2.5 The Social Security Programme has a number of benefits still to launch with Carers Support Payment 
and  Pension Age Disability Payment (PADP) being two significant benefits in terms of scale and 
complexity. The project team expect to be required to deliver functionality to support data sharing 
through DSP for OGD’s for the launch of these benefits. 
 

2.2.6 DSP supports the gathering of Supporting Information for the purpose of processing applications by 
Social Security Case Managers when making a determination on a client’s case. It is expected that for 
the purpose of PADP, there will be a requirement to enhance provision for supporting information and 
for this and an ongoing need to improve and where applicable make changes to the existing 
functionality for live services. 

 
3. Technology Platform 
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3.1.1  In November 2019, via a separate procurement exercise, OutSystems was procured as the chosen 
technology platform to deliver the Programme’s Consultations Service. It has subsequently delivered 
the Appointment Booking Service, Public Protection and InSight (SG’s equivalent of DWP’s 
SearchLight). The Passporting function utilises the Outsystems’ platform for DSP. 

 
3.1.2 Dell Boomi has been selected as the Integration Platform to support the integration of the digital 

ecosystem across the Social Security Programme. 
 

3.2 Data Sharing Portal presentation layer Technical Architecture Overview 
 

3.2.1 The following diagram explains the system context for the DSP within the existing Social Security 
Scotland architecture landscape, with a specific focus on IBM Curam Social Program Management 
(SPM) and the integration layer. 
 

DSP Context Diagram 1 - Passporting: 

 
 
DSP Context Diagram 2 - Supporting Information: 
 

 
 

3.2.2 The DSP is accessed by:  
 

• Local Authority agents (there is potential to extend access to OGD agents e.g. Driver and Vehicle 
Licensing Agency, Her Majesty’s Revenue & Customs)  
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• SSD’s existing Integration Platform acting as a gateway to integrations with other systems in the SSD 
estate - particularly SPM. 
  

3.2.3 Any solution delivery must be conducted with the principle of reuse in mind. 
 

4. Timescales and mobilisation 
 

4.1 Program Milestones 
 

4.1.1 As part of mobilisation, the successful Service Provider will work with the Purchaser Project Team to 
agree a joint plan (Roadmap) of delivery to meet Implementation Dates in line with both the programme 
release schedule and any standalone releases relating to the Outsystems platform of:  

 
• DSP for CSP – Pilot Launch (small number of new cases) 
• DSP for CSP – National Launch  
• DSP for PADP – Pilot Launch (small number of new cases) 
• DSP for PADP – National Launch 
• DSP to support live running, continuous improvement to existing solution for CDP/ADP and 

Supporting Information utilising programme release schedule and the Outsystems platform 
release schedule where appropriate. 
 

4.1.2 During a 2 week mobilisation phase we would expect the following outcomes: 
 

• Agree Scrum Teams 
• Draft Roadmap 
• Resources Baseline Personnel Security Standard (BPSS) cleared (successful Service Provider 

must be proactively pursuing clearances) and on-boarded. 
• Mobilise Scrum Teams to be ready for Sprint 1. 
• Backlog Review 
• Agree Roadmap and Statement of Work (SOW)001. 

 
4.1.3 Mobilisation is expected to commence 2 weeks prior to the end of the existing contract on the 30th 

June 2023. We expect that where a new Service Provider is selected that the new Service Provider 
and the exiting Service Provider will collaborate as part of the 2 week mobilisation phase to ensure a 
detailed and robust handover to be undertaken. That handover should include the sharing of all 
artefacts through an agreed plan of activities between both Service Providers e.g. using email, 
workshops, meetings, face to face engagement and access to sites where information is stored: 
• Details of Services Rendered 
• Details of ongoing Disputes (if any) 
• Project Plans along with RAID register 
• Details of developed User Stories and Defects in JIRA 
• Definition of Ready Template 
• Definition of Done Template 
• Wireframes/UI mock ups 
• Knowledge Transfer of Architecture, Modules, Code and Configuration 
• Knowledge Transfer of Lessons Learned 
• Knowledge Transfer Documentation 
• Knowledge Transfer Best Practice 
• Application Code and Configuration 
• Vision Document including Application Architecture, Integration Points and Patterns, Data Model, 

3 Layered Canvas Design. 
• Identity and Access Management Document 
• Outsystems Technical Failure Documents (if any) 
• Release Notes 
• Deployment Guide for deployment of code to Test Environment 
• Test Strategy and Approach Documents 
• Test Cases and Test Results in Q-Test 
• Automation Test Scripts (if applicable) 

 



 

66 

 

5.  Delivery Approach 
 

5.1  Delivery Overview 
 

5.1.1 Building upon the successful delivery of Data Sharing Portal for Supporting Information and 
Passporting, the purchaser is looking to undertake new work and make enhancements to the live 
service, provide maintenance and live support for defects and fixes and support in developing new 
functionality in future phases of development. 
 

5.1.2 The delivery of requirements should fall in line with the programme milestones shown in section 4.1.1. 
The supplier will be required to comply with all feature freeze and testing windows to ensure delivery 
timescales are met. 

 
5.1.3 Due to this delivery approach, there could be periods during the contract where the full resource of the 

service provider will not be required. This may be a reduced resource or no resource at all.  
 

6. Scope 
 

6.1 Scope of Technology Configuration Requirements 
 

6.1.1 The Service Provider is required to: 
• Iteratively develop the OutSystems solution leveraging the best components of the OutSystems 

eco-system. 
• SSD intend to implement a Continuous Improvement / Continuous Development (CI/CD) pipeline 

including the following environments: 
o Development 
o Test 
o Pre-Production 
o Production 

• The Service Provider will undertake all development work in the Purchasers OutSystems 
environments unless otherwise agreed by the Purchaser. 

• The Service Provider will provide expertise to support design decisions and process development 
with improved user experience in mind. 

• The Service Provider will bring their expertise to refine this delivery model. 
• Implement Live Integrations via either our Integration Engine (DELL Boomi) with the exception of 

integration with identity providers which must be point-to-point. 
• Ensure all interface design and implementation is delivered in parallel with Outsystems design and 

development. 
• The Service Provider will undertake in-sprint testing  and provide support of further test phases. 
• The Service Provider will provide post release support for live services to resolve any defects 

identified in production for a period of time. 
• Ensure coverage for ongoing policy and legislative change. 
• Knowledge transfer or upskill of internal business and technology staff. 

 
6.1.2 There will be no requirement for Mobile Application implementation as part of this contract.  

 
6.1.3 There will be a  need to ensure coverage for 500+ users of the service and therefore a requirement to 

scale with the demand as it increases. 
 

 
6.2 Data Sharing Portal Agile Delivery Overview 

 
6.2.1 Delivery of the Data Sharing Portal will be governed by the Digital First Service Standard, and where 

necessary and for the avoidance of doubt, will be underpinned by aspects of the Service Manual, in 
particular reference to Agile Delivery (Scrum) and Design practices. 

 
6.2.2 Some useful references: 

• https://resources.mygov.scot/alpha/service-standard/digital-scotland-servicestandard/ 
• https://www.gov.uk/service-manual/agile-delivery 
• https://www.gov.uk/service-manual/design 
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6.3 SSD Project Team will work in partnership with the Service Provider during mobilisation to agree the 

core platform components required to support the DSP. In parallel, the architecture for the required 
environments will be developed. 

 
6.3.1 At the end of our final release of the service, the Service Provider will have developed a configuration 

that meets our service requirements and has demonstrated end-to-end integration with the SSD 
technology stack. 

 
6.4 Future Capabilities 

 
6.4.1 SG’s Digital Strategy includes the objective to reuse common capability and functionality across 

different services wherever possible.  It is the intention of the Purchaser to deliver future capabilities 
from the delivered solution.  The Purchaser may ask the Service Provider to provide a response to 
these future capabilities during the period of the contract but is not required at this stage. 

 
6.4.2 Notwithstanding the capabilities in this requirement these areas are: 

 
• Data Sharing Portal - Strategic Data Sharing - with the introduction of our strategic data sharing 

workstream, and the inclusion of the Client Data Service, there is a need to further enhance the 
capabilities within the data sharing portal to align with the strategic objectives of this workstream. At the 
time of issuing this Statement of Requirements, there is ongoing work on the direction and requirements 
of these workstreams. The expectation is that the Data Sharing Portal will play a crucial role in the 
delivery of these strategic services. 
 

• Digital Benefit Assistance under Special Rules In Scotland (BASRIS) – There is ongoing work within the 
Digital BASRiS team that has delivered a webform solution to Medical Professionals enabling them to 
provide BASRiS Data. The BASRiS is a short version application form for clients who have received a 
terminal illness diagnosis, enabling Social Security Scotland to make a determination quickly on the 
clients case. Future work on the Digital BASRiS work-stream is included as an optional work package 
within this Statement of Requirements.  
 

• Client Interaction – At the time of issuing this Statement of Requirements, there is ongoing work into the 
Social Security strategic Client Interaction Strategy. One of the options being considered is to make use 
of OutSystems in this regard and a resulting contract from this Statement of Requirements may be 
utilised to support the creation and extension of any Client Interaction Strategy. This may include 
capabilities as a digital client portal/account which might contain information of benefits and claims, 2-
way communications, key notifications and statements as well as other collateral to support signposting 
and Passporting information for other benefits. The Client Interaction work is included as an optional 
work package within this Statement of Requirements.  
 

• Data Sharing Portal Back End - The DSP backend can serve multiple functions. It can support data 
playback filtering and masking, allowing only data requested to be displayed on the screen to the agent. 
It can also enforce data filtering and masking based on team the agent is a member of. Furthermore it 
can perform some of the API orchestration functions taking processing load away from the Integration 
Platform and/or SPM. The Data Sharing Portal Back End work is included as an option work package 
with this Statement of Requirements.  

 
 

7. Deliverables 
 

7.1 Overview 
 

7.1.1 The Service Design has identified the key deliverable detailed in this section.  
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Ref Key Deliverable  High-Level Description 
DSP 
Passporting 

Data Sharing Portal – Carers 
Support Payment and Pension 
Age Disability Payment 

The DSP solution is used to support OGD in 
accessing Social Security Scotland’s Data and 
enable a simple process in doing so. Build 
upon existing functionality in place for CDP 
and ADP for Carers Support Payment and in 
future Pension Age Disability Payment. 
 

DSP 
Supporting 
Information 
and 
Passporting 

Data Sharing Portal – 
Maintenance and 
Enhancements 

Provide ongoing support for maintenance 
purposes of the live solution including defect 
resolution and enhancements to existing 
functionality. 

 
 

8. Ways of Working 
 

8.1 Agile Working and Resources 
 

8.1.1 The Service Provider will adopt established Buyer methodologies for user-focused agile delivery 
wherever possible, any departures from this approach must be agreed with the Buyer in advance. See: 
http://resources.mygov.scot/assessments/agile-overview/  
 

8.1.2 The Service Provider is utilising SAFe as the Agile methodology within the programme to deliver 
products and services. 

 
8.1.3 The Service Provider will use Scrum (and appropriate scaled agile techniques) working practices and 

ceremonies including stand-ups, show and tells, retrospectives throughout the delivery. Regular health-
checks will be employed to assure compliance.  
 

8.1.4 The Service Provider will follow industry and agile best practices with respect to agile reporting and MI; 
e.g. sprint burnups, release burnups, velocity measurement and Epic progress.  

 
8.1.5 The Service Provider will only bring resources e.g. User Experience (UX) designers, developers onto 

the project at appropriate times and only when needed. This will be in agreement with the Buyer.  
 

8.1.6 The Programme utilise Agile technologies for examples Jira, Confluence & Miro. It is the Suppliers 
responsibility to ensure all their staff are appropriately skilled in these technologies. 
 

8.1.7 The Service Provider will work with SG architects to develop architecture artefacts to capture and 
communicate common understanding within the team and with wider stakeholders. These will then be 
approved by SG staff.  
 

8.1.8 While some Non Functional Requirements (NFRs) relate to the OutSystems Platform, the Service 
Provider must ensure any part of their delivery ensures continued compliance with all NFRs listed. 

 
 

 
8.2 Digital First Service Standard / Digital Scotland Service Standard 

 
8.2.1 The Service Provider will align service design to the Digital First Service Standard or Digital Scotland 

Service Standard (depending on which is applicable at time of assurance) mandated for all new public 
services in Scotland. https://resources.mygov.scot/standards/digital-first/ 
https://www.gov.scot/publications/digital-scotland-service-standard/ This will include undertaking 
appropriate Assessments at key points.  
 

8.2.2 The Service Provider will work collaboratively with the Passporting Project Team and Implementation 
team to ensure the Digital First or Digital Scotland Service standards mandated for all new public 
services in Scotland are met.  
 

http://resources.mygov.scot/assessments/agile-overview/
https://resources.mygov.scot/standards/digital-first/
https://www.gov.scot/publications/digital-scotland-service-standard/
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8.2.3 The Service Provider will design services so that they can be shared and reused to deliver common 
business capabilities across the Scottish public sector 
 

8.2.4 The Service Provider will re-use existing components developed by existing projects / partners in the 
first instance. There will be information available via a catalogue of capabilities already in existence. 

 
8.3 User Requirements 

 
8.3.1 All services, internal and external, must be designed in an inclusive manner for people with disabilities 

and in accordance with accessibility technical requirements.  
 

8.3.2 The Service Provider must ensure that the user needs identified through service design are fully and 
continually reflected in the iterative development and configuration of the DSP. 

 
8.4 Testing 

 
8.4.1 The Service Provider must ensure the functional and non-functional testing of the DSP. 

 
8.4.2 The Service Provider must deliver In-sprint testing products to document all testing done including, but 

not limited to, Test plans, Test completion reports, and known error logs. 
 

8.4.3 All Testing must be completed in compliance with Annex D of this document and support for SG 
programme testing to deliver new functionality and the live service. 
 

 
8.5 Environments 

 
8.5.1 Social Security Scotland's OutSystems platform is hosted on OutSystems Cloud Sentry in the AWS 

London region. We currently have: a LifeTime environment, development, 9 test environments, pre-
production and production environments as logical separate entities hosted on a dedicated AWS VPC. 
We may have more environments in the future. 
 

8.5.2 All environments are owned by Scottish Government, the environments manager co-ordinates access 
and usage of all environments and shared components. Whilst our environments are hosted within 
Outsystems AWS cloud currently we may move hosting into our own AWS environment in future. 

 
8.5.3 The Service Provider will be expected to complete deployments to non-production environments and 

work with the in-house team to manage and schedule deployments into production. 
 

8.6 Technical Documents 
 

8.6.1 The Service Provider must provide details regarding technology options and provide information so 
technology options appraisal documents can be shared through the appropriate governance routes 
including the Architectural Review Board and/or Design Authority Board and Digital First Service 
standard assessments. 
 

8.6.2 The Service Provider must deliver or contribute to a range of architecture artefacts and technical 
documentation to agreed SG standards as well as attendance at governance meetings. This will 
include, but not be limited to: 

 
 In support of the Technology Assurance Framework (TAF): 

• Attendance at briefings and assessments as well as providing documentation to support the Digital 
First Assessments (referred to as D1 assessment) 

• Attendance at interviews and production of supporting documentation to support Major Stop/Go 
Approval Gates 

• Documentation to support the Technical Architecture Forum Assessment (referred to as TAF gate) 
• Solution architecture descriptions 
• Integration architecture descriptions 
• Interface definitions 
• Software configuration and extension documentation 
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8.7 Knowledge Transfer 
 

8.7.1 The Service Provider will deliver training sessions on the OutSystems Platform to SSD Project Team 
to ensure a suitable level of understanding of the platform, and the capabilities and constraints of 
delivering an OutSystems Solution from the outset of the Project. 
 

8.7.2 The Service Provider will ensure knowledge transfer to the SSD Project Team, Social Security 
Scotland, SSD Programme and Chief Digital Office (CDO) staff, building the capability of the team and 
mentoring them to take ownership of the service, which will be measured throughout the contract using 
evaluation questionnaires and checklists. 

 
8.8 Location and Hours of Work 

 
8.8.1 The Service Provider may be able to work remotely subject to and in line with appropriate working 

policies and only where full adherence to SG’s BPSS requirements can be demonstrated.  
 

8.8.2 The Service Provider will provide resources that will work full-time Monday to Friday (9am – 5pm UK 
time) throughout the project, excluding bank holidays in Scotland unless otherwise reasonably 
requested from Purchaser.  
 

8.8.3 The Service Provider may also be required to provide resources to work weekends to support pre-go 
live release testing.  
 

8.8.4 Travel to office sites in Glasgow & Edinburgh will be expected some of the time. Due to Covid-19 we 
currently operate a hybrid working pattern with some onsite and offsite working, we cannot specify how 
much travel and on what days it will be required. Travel and subsistence costs will be covered in the 
contract. 

 
8.9 Security Clearance 

 
8.9.1 All proposed individuals for the contract must have a certificate for basic disclosure, completed by 

Disclosure Scotland prior to the contract start date. This can take 2 weeks or more to complete.  
 

8.9.2 The Service Provider will work with the Buyer during a two-week mobilisation period at the beginning 
of the contract to ensure SG security clearances (Baseline Personnel Security Standard) are completed 
and induction and project planning is completed.  
  
NOTE: A separate Scottish BPSS clearance is a requirement for access to SG buildings and/or 
systems. 
 

8.10 SG Resources 
 

8.10.1 Below is a table containing the resources and their Full Time Equivalent(FTE) that SG will be providing 
to support the service provider in the delivery of these requirements. 
 
 

 

8.11 Collaborative Working 
 

8.11.1 The Service Provider will work alongside the Passporting team, programme stakeholders and other 
Suppliers in a proactive and collaborative manner. Attending meetings and workshops where required.  
 

(FTE) Job Role 
1 Service Manager 
1 Delivery Integration Manager 
1 Product Owner 
1 Product Lead 
1 Business Analyst 
1 Solution Architect 
1 Technical Platform Owner 
0.5 Scrum Master 
0.5 Programme Testing 
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8.11.2 The Service provider is required to provide experience, knowledge and subject matter expertise to 
enable full collaboration across the full team. 
 

8.11.3 The Service Provider will be required to sign the Design Governance Agreement and participate 
proactively in the Design Governance Forum with the Purchasers other Service Providers and 3rd 
Parties. 

 
8.12 Meetings 

 
8.12.1 The Service Provider shall ensure appropriate attendance at open session Social Security Project and 

Programme Boards together with any other open session meetings or boards as required by the Buyer 
on behalf of the Social Security Programme. 

 
8.13 Contract Management and Reporting 

 
8.13.1  Reporting 

 
8.13.1.1 The Service Provider must provide a monthly status report by the last working day of each month 

prior to the monthly supplier management meeting (or as otherwise agreed by the Purchaser). A draft 
template will be provided by the Purchaser. This report must include but not be limited to:  

 
 an executive level summary of the progress to date, including resource used and budget 

management  
 current activity and progress against the in-flight Statements of Work including RAG status against 

Delivery, Service, Cost and Quality  
 will discuss the performance and progress of all SOW’s (live and completed)  
 a resource profile against Statements of Work including spent and forecasted resource and indication 

of deviation from agreed spend  
 details of delivery status of agreed Deliverables in Statements of Work including target and actual 

delivery dates  
 an up to date mobilisation and implementation plan, detailing the status of all activities including 

delays and changes from previous plan  
 a list of unresolved risks and issues and any actual and anticipated problems, including those for 

which the Purchaser has primary responsibility, along with due date, priority, responsible party and 
assessment of potential and actual business impact to the project plan  

 Monthly and cumulative spending totals 
 

8.13.1.2 The purpose of these meetings will be to monitor progress and performance across the Contract 
as a whole. 
 

8.13.1.3 The Purchaser may request additional Management Information at any time. Management 
Information reports must be supplied in a format that allows the Purchaser to develop and produce ad-
hoc Reports for review. All costs associated with the provision of management information shall be the 
responsibility of the Service Provider. 
 

8.13.1.4 The Service Provider, in conjunction with the Purchaser, will review the suitability of the reporting 
throughout the Contract (which may include the provision of new reports and/or additional breakdown 
within reports as reasonably requested by the Purchaser). 
 

8.13.1.5 The Service Provider will update and maintain a joint Risk Register with the Purchaser which the 
Purchaser will have full access to. 

 
8.13.2 Meetings 

 
8.13.2.1 The Service Provider will be expected to meet with the Purchaser at monthly supplier management 

meetings.  
 

8.13.2.2 If requested by the Purchaser the Service Provider will be expected to meet with the Purchaser 
and the Purchasers other Service Providers and 3rd Parties at Design Governance Forum meetings.  
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8.13.2.3 The Service Provider may be required to undertake other ad hoc visits to the Purchaser and other 
third parties that are relevant to the Services to discuss the operation of this Contract.  
 

8.13.2.4 The Service Provider, in conjunction with the Purchaser, will review the suitability of meeting 
frequency and purpose throughout the Term.  
 

8.13.2.5 All costs incurred by the Service Provider in attending such meetings will be the responsibility of 
the Service Provider.  

 
8.14 SOW Process 

 
8.14.1 A SOW will be executed for each order and will be agreed by both parties using the SOW procedure 

and Template contained in Schedule 5 Management Arrangements  including SOW Ordering 
Procedures in the Terms and Conditions. 

 
8.15 Key Individuals 

 
8.15.1 The Service Provider will commit to the provision of key individuals for the duration of the Contract. Key 

individuals must not be released or replaced from providing the services without the prior approval of 
SG staff. 
 

8.16 Community Benefits 
 

8.16.1 The SG is committed to contributing to the social, economic & environmental well-being of the people 
of Scotland.  The Government has five objectives that underpin its core purpose - to create a more 
successful country, with opportunities for all of Scotland to flourish, through increasing sustainable 
economic growth. Accordingly, while the following community benefit objectives will not be evaluated 
as part of the tender process, the successful contractor will be expected to present a community benefit 
proposal with their tender detailing how, in the event that they should be successful in winning the 
contract, they will address the following Community Benefit themes for example: 

 
• targeted recruitment & and training for “disadvantaged” persons unemployed for over 6 months; 
• work placement opportunities for 14- 16 year olds 
• graduate placements 
• educational projects with a, b & c secondary schools. 

 
8.16.2 If successful the winning bidder(s) will discuss the content of their Community Benefit proposal and 

agree a plan for the delivery of the agreed community benefits which will become a condition of the 
contract. 

 
9. Social Security IT Landscape 

 
9.1 Technology Architecture Principles 

 
9.1.1 The Social Security Scotland’s Digital and Technology Strategy 2018 – 2021 

(https://www.gov.scot/publications/social-security-scotland-digital-technology-strategy/) sets out the 
approach and direction we are taking to develop the high level architecture and solution design to 
support the new agency, Social Security Scotland. 

 
9.1.2 The Digital and Technology Strategy for the SSD is underpinned by a set of technology architecture 

principles that Suppliers will be expected to comply with and support: 
• Long Term Focus - Technology solutions will be based on strategic intent not on short term aims. 
• Technology - Technical diversity will be managed through Design Authority Board, together with other 

Programme Governance bodies in order to control complexity and cost. 
• Commodity First Solutions - Where business requirements allow, commodity solutions will be our 

preferred option, including reuse where possible. 
• Simple Solutions - Technical solutions will be as simple as possible. Where technical complexity exists 

it will be self-contained and hidden whenever possible and economically viable. 
• Flexible by Design - Solutions will be loosely coupled and component based by design in order to provide 

flexibility, scalability, and future adoption of emerging technologies. 

https://www.gov.scot/publications/social-security-scotland-digital-technology-strategy/
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• Exploit Metrics - Application & Technology Services, Processes and Components will be measured to 
enable appropriate monitoring, cost calculation and informed decision making.  

• Reusable Services - Solutions must provide and/or consume services that are reusable across the 
agency. 

• Automated Processes - Processes will be automated end-to-end including integrations with delivery 
partners wherever possible. 

• User Centric - Services will be built focused on the needs of the users consuming the service. 
• Data Relevance - Data must be business relevant and managed in accordance with current legislation.  
• Data Vocabulary - Data definitions and vocabularies will be consistent throughout the Agency. 
• Master Data - All data will have a master copy providing a 'single source of truth'. 
• Secure by Design - Security will be embedded into business requirements, business logic, application, 

data and technology. 
• Non-Functional Requirements - Non-functional requirements must be treated with the same level of 

importance as functional requirements. 
• Continuous Deployment - Infrastructure and applications will be designed to support continuous and 

automated deployment. 
 

9.1.3 Staff from Social Security’s Chief Digital Office will work with Service Providers to deliver solutions 
which comply with the Strategy and the internal assurance attached to the development of solutions. 
 

9.1.4 Further detail regarding integration architecture will be provided to the Service Provider upon award of 
this contract. 

 
9.2 Security 

 
9.2.1 The system will need to meet the SG requirements for security and backup as follows: 

 
9.2.2 The Supplier will ensure all customer data is secured when stored using an appropriate level of 

encryption in line with National Cyber Security Centre (NCSC) standards (e.g. CAPS or CPA) or a 
NCSC-endorsed scheme, failing that, approved for use by the SG's security contact. 
 

9.2.3 Use of Any portable removable media (including but not constrained to pen drives, memory sticks, 
CDs, DVDs, PDPs, USB devices) which handle, store or process in any way SG/Social Security 
Scotland data to deliver and support the service will not be allowed without written request and formal 
approval following a risk assessment, under the configuration management of the Supplier, shall be 
necessary to deliver the service, and shall be full-disk encrypted using a product which has been 
certified under a NCSC (e.g. CAPS or CPA) or NCSC-endorsed scheme. 
 

9.2.4 Customer data will not be stored on a shared (i.e. multi-client) network area or shared (i.e. multitenant) 
cloud service without adequate segregation controls. Under no circumstance must Social Security 
Scotland customer data be stored on Supplier’s own IT equipment. Other SG/Social Security Scotland 
data being handled in the course of providing this service must be segregated on the Supplier's own 
IT equipment to better protect the data and enable it to be securely deleted when required. In the event 
that it is not possible to segregate the SG/Social Security Scotland data, the Supplier must be able to 
demonstrate that the data is subject to adequate security controls and provide deletion assurance 
guarantee that the data is deleted.  
 

9.2.5 Supplier access to customer data will be controlled under a strict need-to-know basis and internal Role 
Based Access Controls will enforce this by limiting access to those whose access is essential for the 
purpose of their duties. 
 

9.2.6 All Supplier employees with direct or indirect access to SG/Social Security Scotland data must be 
subject to pre-employment checks equivalent to the requirements of the HMG BPSS. Details of the 
standard are available at the HMG website: 

 
 https://www.gov.uk/government/publications/government-baseline-personnel-security-standard 

 
9.2.7 All Customer Data sent over the internet (e.g. communications with SG containing Customer details) 

will be appropriately encrypted using encryption which has been certified under a NCSC (e.g. CAPS or 
CPA) or NCSC-endorsed scheme. Where this is not possible, the encryption method used must be 

https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
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approved in advance by the SG prior to being used for the transfer any SG/Social Security Scotland 
data. 
 

9.2.8 The Supplier, on their own ICT systems and endpoints will have in place and maintain technical 
safeguards to protect SG/Social Security Scotland data, including but not limited to: Good Industry 
Standard anti-virus and firewalls; up-to-date patches for operating system, network device, and 
application software. 
 

9.2.9 The Supplier on their own systems, must have in place continuous real time vulnerability monitoring. 
 

9.2.10 The Supplier must adhere to ISO 27001 and ISO 27002 standard or equivalent for Information Security 
and management with a scope relevant to the services being procured. 
 

9.2.11 The Supplier must have an approach to secure software development based on industry best practice. 
 

9.2.12 There will be a periodic (at least annually) requirement to undertake an independent IT Health Check 
(ITHC) conducted to the requirements of the NCSC CHECK Scheme. Social Security Scotland reserve 
the right to request a 3rd Party undertake an ITHC review of the solution. The supplier must make the 
solution available to the SG’s ITHC partner upon request. Necessary remedial work will be carried out 
as per the timescales recommended on the ITHC report and agreed with the SG. 

 
9.2.13 The Supplier will be expected to work with Security Staff within the SG in supporting any security risk 

assessment of the service where necessary. The Supplier must also note that where such an 
assessment identifies a security risk which cannot be accepted, they will be expected to work with the 
SG in providing mitigating controls where required. 

 
9.2.14 The Supplier is required to hold and maintain throughout the lifetime of the contract Cyber 

Essentials/Cyber Essentials Plus Certification: https://www.cyberessentials.ncsc.gov.uk/ 
 

9.2.15 The Supplier is required to confirm how their system complies with the NCSC cloud security principles: 
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
 

9.2.16 All paper holding SG data must be securely protected whilst in the Supplier's care and securely 
destroyed when no longer required using a crosscutting shredder and/or a professional secure waste 
paper organisation. 
 

9.2.17 Paper documents containing SG data shall be transmitted, both within and outside company premises 
in such a way as to make sure that no unauthorised person has access. 
 

9.2.18 At the end of the contract or in the event of failure or obsolescence, all equipment holding SG/Social 
Security Scotland data must be securely cleansed or destroyed using a NCSC approved product or 
method. Where this is not possible e.g. for legal or regulatory reasons, or technical reasons such as 
where there is storage area network (SAN) or shared backup tapes, then the Supplier must protect the 
equipment until the time (which may be long after the end of the contract) when it can be securely 
cleansed or destroyed. In the case of Cloud storage, the NCSC Cloud Security Principles must be 
followed. 
 

9.2.19 Any non-compliance with these SG conditions, or any suspected or actual breach of the confidentiality 
or integrity of SG data being handled in the course of providing this service, shall be immediately 
escalated to the SG by a method agreed by both parties. 
 

9.2.20 The Supplier will provide details of any proposal to store or host SG/Social Security Scotland data 
outside the UK, or to perform ICT management or support from outside the UK and will not go ahead 
with such a proposal without prior agreement from the SG. 
 

9.2.21 The technology supplier shall contractually enforce all of these SG Security conditions onto any third-
party Suppliers, sub-contractors or partners who could potentially access SG data in the course of 
providing this service. 
 

9.2.22 The SG reserves the right to audit the Supplier with 24 hours' notice in respect to the Supplier's 
compliance with the clauses contained in this Section. 
 

https://www.cyberessentials.ncsc.gov.uk/
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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9.2.23 The supplier must comply with the Security Non-Functional Requirements as outlined in this Statement 
of Requirements. Compliance must be demonstrable and documented and where appropriate via email 
confirmation and relevant design and process documentation. 

 
9.3 Service Provider Personnel 

 
9.3.1 Landed Resources: the Service Provider is required to adhere to the Purchasers policies governing 

HMG BPSS clearance of foreign nationals, who have their permanent home (‘domicile’) outside of the 
UK, to provide co-located services. Co-location currently requires that Service Provider 
Representatives are based primarily in a Purchaser premise in Glasgow or Edinburgh, where full 
adherence to UK Government’s Immigration Legislation and SG's BPSS requirements can be 
demonstrated.  

 
9.3.2 It is the Suppliers responsibility to ensure that prior to landing any non UK based resource, that UK 

Government’s Immigration Legislation, including the right to live and work in the UK status is fully 
complied with.  
 

9.3.3 Non Landed Resources: the Service Provider is required to adhere to the Purchasers policies   
governing HMG BPSS clearance of foreign nationals with the exception of UK Government’s 
Immigration Legislation in relation to the right to live and work in the UK status, whereby the Parties 
have agreed to a remote working arrangement, enabling the Service Providers resource to work outside 
of the UK in delivery of the Data Sharing Portal Contract.  
 

9.3.4 The Service Provider is required to demonstrate adherence to HMG BPSS in respect of non-landed 
resource at an appropriate level to be agreed by the SG’s Director of Corporate Transformation and 
Workplace.   
 

9.3.5 Non Landed Resource changing to Landed Resource: the Service Provider is required to adhere to the 
Purchasers policies governing HMG BPSS and UK Government’s Immigration Legislation as detailed 
above at clause 8.2.24 and 8.2.25 of Schedule 2  - Statement of Requirements. 

 
 

10. Further Obligations 
 

10.1 Community Benefits  
 

10.1.1 The Scottish Government is committed to contributing to the social, economic & environmental well-
being of the people of Scotland. The Government has five objectives that underpin its core purpose - 
to create a more successful country, with opportunities for all of Scotland to flourish, through increasing 
sustainable economic growth.  

 
10.1.2 Community benefits proposed can fall into the following categories: 

 
• Subcontracting opportunities: (for example, enabling those involved in the SME, third sector or 

supported business sectors to become involved in delivery through initiatives to advertise your 
sub-contract requirements and/or initiatives to engage with such sectors in your delivery of the 
contract) 

 
• Training: (for example, training that you will undertake and which will be achieved, within your 

organisation, our organisation or elsewhere as part of your delivery of the contract) 
 

• Recruitment: (for example, any initiatives you will undertake, as a result of obtaining and then in 
performance of the contract, to recruit from disadvantaged groups and/or to create opportunities 
for disadvantaged groups or those seeking work-experience) 

 
• Opportunities which otherwise improve the economic, social or environmental wellbeing of the 

Purchaser’s area in a way additional to the main purpose of the contract. 
 

10.1.3 Accordingly, the successful Service Provider will be expected to present a community benefit proposal 
with their tender detailing how, in the event that they should be successful in winning the contract, they 
will address the following Community Benefit theme: 
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Apprenticeship placements 
10.1.4 For this contract there is a minimum requirement to create at least 1 apprenticeship position registered 

with relevant sector skills body at the Modern Apprentice level within the first 6 months of the contract 
start date. The apprenticeship positions are to be maintained for the entire contract period or until the 
apprenticeship is completed.  

 
10.1.5 The Service Provider will discuss the content of their Community Benefit proposal and agree a plan for 

the delivery of the agreed community benefits which will become a condition of the contract and will be 
monitored as part of the contract management process.  

 
10.1.6 Any proposed benefit will be: 

 
• a direct result of this contract and not attributable to any other contract 

 
• related to the subject matter of the contract (in terms of being a community benefit deliverable 

that will be secured by the successful tenderer in their approach to and performance of the 
contract) 

 
• clearly defined within the tender response with a quantifiable output which can be monitored e.g. 

1 Modern Apprenticeship placement will be offered for a duration of 1 year, with permanent 
employment on satisfactory completion of the apprenticeship.  

 
10.1.7 Support is available for taking on apprentices and providing education support from various 

organisations, dependent on location of the Service Provider’s premises.  
 

For Service Providers based within Scotland the following links may be useful: 
https://www.apprenticeships.scot/ 
https://www.ourskillsforce.co.uk/ 
https://www.ourskillsforce.co.uk/be-inspired/initiatives/find-a-scottish-school-to-work-with/ 
https://www.ourskillsforce.co.uk/invest-in-young-people/work-with-fe-he/  
https://www.skillsdevelopmentscotland.co.uk/ 
 
Other useful links outwith Scotland: 
https://www.gov.uk/topic/further-education-skills/apprenticeships 
https://businesswales.gov.wales/skillsgateway/apprenticeships 
https://www.nidirect.gov.uk/campaigns/apprenticeships 

 
  

https://www.apprenticeships.scot/
https://www.ourskillsforce.co.uk/
https://www.ourskillsforce.co.uk/be-inspired/initiatives/find-a-scottish-school-to-work-with/
https://www.ourskillsforce.co.uk/invest-in-young-people/work-with-fe-he/
https://www.skillsdevelopmentscotland.co.uk/
https://www.gov.uk/topic/further-education-skills/apprenticeships
https://businesswales.gov.wales/skillsgateway/apprenticeships
https://www.nidirect.gov.uk/campaigns/apprenticeships
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11. Fair Work First and Payment of the Real Living Wage 
 

11.1 The Scottish Public Sector is committed to the delivery of high quality public services, 
and recognises that this is critically dependent on a workforce which is well-rewarded, well-motivated, 
well-led, has access to appropriate opportunities for training and development, is diverse and inclusive, 
and can influence decision making. These factors are also important for workforce recruitment and 
retention, and thus continuity of service delivery. 

 
11.2 Public bodies in Scotland are committed to applying Fair Work First in their own organisation and in 

publicly funded supply chains. 
 

11.3 Fair Work First is the Scottish Government’s policy for driving good quality and fair work in Scotland. 
Through this approach, the Scottish Government, and its public sector partners, are asking bidders to 
describe how they are committed to adopting Fair Work First:  

 
• appropriate channels for effective voice, such as trade union recognition 

• investment in workforce development 

• no inappropriate use of zero hours contracts 

• action to tackle the gender pay gap and create a more diverse and inclusive workplace 

• providing fair pay for workers (for example, payment of the real Living Wage 

• offer flexible and family friendly working practices for all workers from day one of  employment 

• oppose the use of fire and rehire practices 

11.4 In order to ensure the highest standards of service quality we expect the Service Provider to commit to 
adopting Fair Work First in the delivery of this Contract as part of a fair and equitable employment and 
reward package as a route to progressing towards wider fair work practices set out in the Fair Work 
Framework. 

 
11.5 The Scottish Living Wage Accreditation Initiative and the Living Wage Foundation recognise and 

celebrate the responsible leadership shown by Living Wage Employers and support employers to 
incorporate the real Living Wage into organisational structures long term.    

 
11.6 More information can be found at the links below: 

 http://scottishlivingwage.org/ 
 http://www.livingwage.org.uk/  
 

11.7 The Service Provider is encouraged to obtain Living Wage Accreditation and to sign the Scottish 
Business Pledge. 

 
11.8 The Scottish Government recognises pay as a clear way that an employer can demonstrate a 

commitment to their workforce, helping tackle in-work poverty alongside wider Fair Work First criteria. 
Therefore, it is a requirement of this Contract that the Service Provider shall pay staff that are involved 
in the delivery of services under this Contract at least the real Living Wage.  
 

11.9 The real Living Wage rates are revised on an annual basis, typically in November. Organisations that 
want to be recognised as a real Living Wage Employer, such as the Scottish Government, should 
implement the increase as soon as possible but no later than 6 months after the new rates are 
announced. The point at which any real Living Wage uplifts will apply will be decided, at sole discretion 
of the Purchaser, following contract award. 

 
 

https://www.gov.scot/isbn/9781802013900
https://www.gov.scot/isbn/9781802013900
https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2018/07/fair-work-practices-in-procurement-toolkit/documents/information-sheets/6795f34b-5728-4533-a13f-b2bab922617f/6795f34b-5728-4533-a13f-b2bab922617f/govscot%3Adocument/3.%2BFair%2BWork%2B-%2BToolkit%2B-%2BInformation%2BSheet%2B-%2BWhat%2Bis%2Bthe%2Breal%2BLiving%2BWag....pdf
https://www.fairworkconvention.scot/the-fair-work-framework/
https://www.fairworkconvention.scot/the-fair-work-framework/
http://scottishlivingwage.org/
http://www.livingwage.org.uk/
https://scottishbusinesspledge.scot/
https://scottishbusinesspledge.scot/
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Annex A – Current Functional Requirements based on initial Service Design 

 
A1. Data Sharing Portal   

 
 
Ref Requirement 

Phase 1 

FR-DSP-001 As an Other Government Department (OGD) user I want to be able to search for a client so that I can check the data held on them 

FR-DSP-002 As an OGD user I want to be able to clear what I've inputted into the search criteria so that I can delete any errors before 
searching 

FR-DSP-003 As an OGD user I want to have validation preventing me from completing the search criteria incorrectly so that I don't make any 
errors when completing it 

FR-DSP-004 As an OGD user I want to be presented with a search result when I search for a client so that I can confirm I have traced the right 
client 

FR-DSP-005 As an OGD user I want to be able to confirm my search result has traced the correct client so that I can access their data 

FR-DSP-006 As an OGD user I want to be able to cancel a search when presented with search results so that I do not access the wrong case 

FR-DSP-007 As Social Security Scotland I want users to be able to confirm Identity & Verification has been completed before accessing client's 
data 

FR-DSP-008 As an OGD user I want to be able to view all data my role allows on a client I have searched so that I can complete my benefit 
application 

FR-DSP-009 As an OGD user I want to be able to direct myself to the data I am interested in so that I can complete my benefit application 

FR-DSP-010 As an OGD organisation I want to receive audit, monitoring and MI reports so that I can manage my users use of the system 

FR-DSP-011 As OGD organisations I want to have user roles so that I can access this system 

FR-DSP-012 As Social Security Scotland I want Role Based Access Control so that data is secure 

FR-DSP-013 As an System Administrator I want to be able to define and set access permissions on client records case files 

FR-DSP-014 As an System Administrator I want to be able to create new user roles so that new users can access the system 

FR-DSP-015 As an System Administrator I want to be able to delete existing user roles so that users who no longer require access to the 
system, can't access it 

FR-DSP-016 As Social Security Scotland I want Multi-Factor Authentication for users logging in 
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FR-DSP-017 As Social Security Scotland I want Single sign on for users logging in 

Phase 2 

FR-DSP-018 As an OGD user I want to be able to set 'interest' on a client on behalf of my team so that I can be notified of any changes to their 
data 

FR-DSP-019 As an OGD user I want to be able to remove 'interest' on a client on behalf of my team so that I no longer get notified of any 
changes to their data 

FR-DSP-020 As an OGD user I want to be able to view 'interest' on a client so that I can see what interest is currently set 

FR-DSP-021 As an OGD organisation I want be able to set multiple interests on one client so that each team can set individually tailored 
interest 

FR-DSP-022 As an OGD user I want to be notified on log in of a change of data on a client my team has set interest against so that I can take 
the necessary actions from that change 

FR-DSP-023 As an OGD user I want to be able to view all notifications my team has received so that I can take the necessary action from those 
changes 

FR-DSP-024 As an OGD user I want to be able to filter my view(open/complete) of notifications my team has received so that I can take the 
necessary action from those changes 

FR-DSP-025 As an OGD user I want to be able to view a number count of all open notifications my team has received so that I can take the 
necessary action from those changes 

FR-DSP-026 As an OGD user I want to be able to mark a notification as complete on behalf of my team once I've complete any actions from it 
so that no one else on my team actions this notification 

 
 

A2. General Functional Requirements 

ID Description 
FR-GEN-001 The solution must ensure that  terms and conditions of use of the solution are included and associated agreement to these must be 

recorded with the ability to recertify acceptance of amended T&Cs as applicable 
FR-GEN-002 The solution must ensure that users are able to set delegate permissions to other users within their team the organisation in case of 

absence etc., and determine level of access. 
FR-GEN-003 Reference data must be time bound, allowing users to enter values with an effective date and maintain a history of values. 
FR-GEN-004 In application Operational MI must be able to be produced, without the need for specialist MI capability to be used.   
FR-GEN-005 Operational MI must be able to be presented on both a real time and historical basis 
FR-GEN-006 This reporting must be accessible from a dashboard style interface within the user interface.   
FR-GEN-007 Access to these reports must be under user/group control.   
FR-GEN-008 Exporting of report data into common formats such as CSV & PDF must be possible within the user interface. 
FR-GEN-09 The solution must ensure that Social Security Scotland users can complete configuration tasks (e.g. Reference data) 
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Annex B – Non-Functional Requirements 
 
The following tables set out the non-functional requirements that we would expect any developed solution to comply with.  The OutSystems platform complies with 
these and any solution developed upon the platform must be designed so as to continue compliance with these. 
 

B1. General Non-Functional Requirements 
 
Ref Requirement   
NFR-GEN-001 This solution must be highly available, i.e. 99.5% Mon-Fri 0800 and 1800 hrs.  

NFR-Gen-002 The Service Provider must demonstrate compliance with Social Security’s Cloud First policy, https://www.gov.scot/publications/social-
security-scotland-digital-technology-strategy/pages/5/  

NFR-GEN-003 Digital aspects of the system must meet W3C WCAG 2.1 Level A and AA success criteria and  Digital aspects of the service must be 
functional with the following assistive technologies: 

• JAWS 18 or later screen reader Microsoft Edge Chromium 87 
• ZoomText Latest screen magnifier Microsoft Edge Chromium 87 
• Dragon NaturallySpeaking 15 or later speech recognition Microsoft Edge Chromium 87 
• NVDA Latest screen reader Mozilla Firefox (latest versions) 
• VoiceOver Latest screen reader Safari on iOS 10 and OS X 

NFR-GEN-004 The solution must be compatible with a range of browsers and browser versions including but not limited to: 
Desktop 

• Microsoft Edge Chromium 87 and above 
• Latest two versions of Chrome 
• Latest two versions of Firefox 
• Latest two versions of Safari 

FR-GEN-010 The solution must ensure that Social Security Scotland Administrators are able to restrict access to specific cases if the sensitivity of 
the information requires it. 

FR-GEN-011 The solution must ensure that Social Security Scotland Administrators are able to lock records or cases if the sensitivity of the 
information requires it. 

FR-GEN-012 The solution must ensure role based access control restrictions are implemented. Unique user roles must be created, some of which 
will have some access to heightened administration functionality, allowing access rules to be created to restrict user access based 
upon the defined business needs of the product owners. 

FR-GEN-013 The solution must ensure that data is cached for an agreed amount of time. 
FR-GEN-014 The solution must ensure that the data retrieved from other SG systems is read-only and is not retained in OutSystems. 

https://www.gov.scot/publications/social-security-scotland-digital-technology-strategy/pages/5/
https://www.gov.scot/publications/social-security-scotland-digital-technology-strategy/pages/5/
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NFR-GEN-005 Exit of an application process either normally or prematurely must not result in corruption of system data. 

NFR-GEN-006 The proposed solution is must be designed from a user-centric perspective. It must be intuitive to use and error messages must be 
meaningful. 

NFR-GEN-007 The solution must produce useful error and log messages to facilitate error diagnosis. 

NFR-GEN-008 The solution must provide the capability to archive and purge historical data from the system database. 

NFR-GEN 009 This must be configurable, for example to allow records related to benefit applications which resulted in an appeal to be retained for a 
longer period than others. 

NFR-GEN-010 The solution must provide the capability to extract auditable events (e.g. record access, create, delete, update and administrative events) 
and performance data for use in a data warehousing and analytics platform. 

NFR-GEN-011 The Service Provider must supply up-to-date Data Model ER diagram and documentation to support MI data extracts. This is to aid our 
Data team when the data is extracted into our Data Analytics Platform.  

NFR-GEN-012 The solution must provide a mechanism to extract all customer data held by the platform into a human-readable format that can be 
shared with a client for the purposes of responding to GDPR subject access requests. 

NFR-GEN-013 The solution must ensure that all events will be recorded within audit trails and must include time and date stamps 

NFR-GEN-014 The solution must ensure that auditable events and system logs will have recognisable descriptions and will be able to be 
searched/accessed as required. Auditable events and system logs timetable, method, format and data retention period must be 
specified. 

NFR-GEN-015 The solution must ensure that audit events and log are stored in a system user definable area in order to restrict access. 

NFR-GEN-016 The capability to achieve Single-Sign-On (SSO) using our own Active Directory or Active Directory Federation Service (ADFS) as the 
Identity Provider and using SAML / OIDC must be available for SSD users who access the platform via the corporate network 

NFR-GEN-017 Suppliers must provide a compliance statement and supporting evidence, that their solution meets the NFRs and the contextual solution 
design. This could be their own design documentation and/or other documents. 

NFR-GEN-018 The platform must support data import and export via application programming interfaces (APIs) 

NFR-GEN-019 The solution must reuse existing Social Security’s look and feel, i.e. user interface design patterns that have been developed for the 
platform 

NFR-GEN-020 The platform must be capable of allowing configuration of data access rules based on user role 

NFR-GEN-021 The platform must support continuous integration and continuous development principles 
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NFR-GEN-022 Functional errors must be caught and addressed gracefully for end-users. 

NFR-GEN-023 Comprehensive documentation describing the platform must be available, including context-based help within the environment. 

NFR-GEN-024 The platform must be able to scale infrastructure up or down to meet peaks and troughs in demand. 

 
 

B2. Security Non-Functional Requirements 
 

Requirement  

If certification or compliance to any of the controls below has not been attained, but the supplier is able to demonstrate equivalence, they must ensure 
sufficient evidence is provided to satisfy the Social Security Scotland Security Team adequate controls are in place for the solution. 
SNFR01  The solution must comply with relevant legal and regulatory requirements. 
SNFR02        The solution must comply with Social Security Scotland policy and standard requirements. 
SNFR03        The solution must identity and classify information assets and ensure they are handled in accordance with defined standards. 

SNFR04    Any platform processing Social Security Scotland information must have defined security hardened configuration baselines and 
associated measures must be in place to manage compliance. 

SNFR05 Any application, code or configuration management must follow secure development practices. 

SNFR06 All application code must undergo source code scanning in-order to detect any malicious libraries or insecure coding prior to 
production promotion. 

SNFR07 Live or production data must not be used in lower environments for testing or other purposes. 
SNFR08 Live or production systems must not be integrated with lower environment for testing or other purposes. 

SNFR09          All ingress network connections to systems hosting Social Security Scotland services must be screened by perimeter security 
controls such as DDoS Protection, Web Application Firewall, and Network Firewall. 

SNFR10 All ingress API connections from untrusted networks must be mediated by an API gateway which will perform access control and 
threat protection. 

SNFR11 All egress internet connections must use an internet connection layer which will provide web gateway security controls. 

SNFR12 All Ingress and egress file transfers to/from external networks must be routed through the Social Security Scotland file transfer 
platform. 

SNFR13 Any platform that processes Social Security Scotland information must apply logical segregation and, where appropriate, 
network segregation for high risk workloads. 

SNFR14 External network access to privileged management interfaces must be restricted to trusted devices and controlled through a 
jump/bastion host which prevents direct access to the destination system. 

SNFR15          All externally procured products and services must be assured and certified proportionately with the associated level of security 
and information risk. 

SNFR16              All user and system interfaces introduced by the solution must enforce access control via authentication and authorisation. 
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SNFR17    The solution must utilise federated identity authentication using modern open standard protocols. The federated protocols should 
also support user authorization by the Service Provider (SP) to enforce RBAC respectively. 

SNFR18             The solution must integrate with the Social Security Scotland or SCOTS Identity Provider (IdP) platform for authentication of 
internal/staff users. 

SNFR19            If federated identity authentication and authorisation is not available, Multi Factor Authentication (MFA) must be enabled. 

SNFR20 All solutions must adhere to the Social Security Scotland Password Management standards regarding strength, handling and 
storage. 

SNFR21 Remote access to networks, systems, and applications must be restricted to Social Security Scotland trusted devices and users 
must be authenticated using MFA. 

SNFR22 
The solution must enforce access authorisation using role based access control. It must be possible to create unique user roles 
which restrict user permissions to provide only the functionality required and to ensure access is granted in accordance with the 
principal of Least Privilege and provide segregation of duties. 

SNFR23 The solution design must clearly articulate which application/system role will be assigned to each business or IT job function that 
will be utilising the solution 

SNFR24 The solution must ensure that all internal user access requests and provisioning adheres with the Social Security Scotland 
Joiner, Movers, and Leavers (JML) process. 

SNFR25 All privileged user roles being introduced by the solution must be documented along with associated processes for privileged 
credential and access management. 

SNFR26 The solution should be able to generate user access control information to support access entitlement reviews and system 
audits. 

SNFR27             All ingress file transfers must undergo content threat inspection, filtering and, where appropriate, sanitisation 
SNFR28              Data in transit must utilise encrypted channels for internal and external communications using secure cryptographic protocols. 
SNFR29 Data at rest must be protected by using encryption or hashing which utilise secure cryptographic protocols. 

SNFR30 Cryptographic keys and certificates must be securely generated, issued, stored and managed with defined responsibilities and 
procedures 

SNFR31         Vulnerability and patch management processes must be fully operational and documented for all hosting environments to ensure 
exposures are identified and remediated in accordance with defined risk appetite. 

SNFR32       Emergency fixes and critical security patches for information, business applications and technical infrastructure must be tested, 
reviewed and applied rapidly and effectively in accordance with documented standards/procedures. 

SNFR33           The solution must audit and log all user, security and system events to provide an attributable account of all activity in order to 
support business, systems and security monitoring use cases defined specifically for the solution.  

SNFR34 Audit log information must be securely stored to prevent tampering and manipulation. 

SNFR35 Security logs must be securely transmitted to a security information and event management platform where events will be 
correlated, monitored and alerts triggered based on defined monitoring use cases. 

SNFR36 A security team must be operational 24/7 to support security event monitoring, alerting  and incident response activities. 

SNFR37          The solution should utilise high availability and fault tolerant methods to ensure business applications and underlying 
infrastructure to operate on robust and resilient hardware and software platforms. 

SNFR38 All solutions must consider data backup requirements and, where appropriate, should utilise a backup and restore capability 
which is both secure and routinely tested. 
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SNFR39         The completed solution must be assessed by a 3rd party penetration testing company as part of an IT Health Check exercise 
and all material findings must be remediated before service go-live. 

SNFR40 Any solution Information Security risks must be identified, assessed and under management before service go-live. 
 

B3. Integration Non-Functional Requirements 
 

Ref Requirement   
NFR-INT-001 The Application must provide a REST-based API 
NFR-INT-002 The REST API must support various authentication methods, such as API keys, OAuth or custom tokens 
NFR-INT-003 The REST API must support JSON payloads 
NFR-INT-004 The REST API must provide an Open API Specification 
NFR-INT-005 The REST API must support ranges and filtering 
NFR-INT-006 The REST API must support as a minimum the following HTTP status codes and use them according to the relevant definitions given 

by IANA: https://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml 

200 - OK 

202 - Accepted (for asynchronous or long running operations) 

400 - Bad Request 

401 - Unauthorised 

403 - Forbidden 

404 - Not Found 

500 - Internal Server Error 
NFR-INT-007 The REST API must support versioning 
NFR-INT-008 The Application must be able to schedule and publish data (e.g. audit events and system logs) regularly via API to Social Security 

Scotland Integration layer, i.e. Dell Boomi. 
NFR-INT-009 The solution must be able to send API requests over HTTPS. 
NFR-INT-010 There must be TLS 1.2 Mutual Authentication between SG infrastructure and the solution.  
NFR-INT-011 The solution must be use information in the x.509 certificate (from a Certificate Authority) that SG will issue to ensure the solution is 

only calling APIs it has permissions to. 
 
 

https://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml
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Annex C – Integrations 
 
The Diagram and table below illustrate the Integrations required as currently understood. It is 
anticipated that integration with other systems will be via the existing Integration Platform – Dell 
Boomi.  However there may be exceptional cases were this is not possible nor desirable and point to 
point integration is used. 
 

 
Figure 1 Integrations as currently understood 

 
 
 

System 
Integratin
g with 

Purpose Schedule/Re
al time 

Use of 
Integratio
n 
Platform  

Directio
n  

Additional 
Informatio
n  

Core 
Benefits 
Processing 
System 

Update 
Client 
Records  

Real time Yes PUSH FROM: 
Platform  

TO: 
External 

 

Document 
Repository  
 

Upload and 
Retrieve 
Documents  

Real time Yes PULL FROM: 
Platform  

TO: 
External 

 

Document 
Compositi
on Service 

Create 
Notification 
Document 

Real time Yes PUSH FROM: 
Platform  

TO: 
External 

 

ADFS Authenticati
on of SSO 
Details 

Real time 
 
  

No PUSH FROM: 
Platform  
TO: External 

 

OutSystems Developed 
Platform

Document 
Repository

Core Benefit System 
(i.e. SPM)

Data Warehouse

Logging

ADFS

Audit

Document 
Composition

Notification System
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Audit Audit 
information 
transfer 

Schedule Yes PUSH FROM: 
Platform  
TO: External 

 

Logging System 
Logging 
information 
Transfer 

Schedule Yes PUSH FROM: 
Platform  
TO: External 

 

Data 
Warehous
e 

Regular feed 
of subset of 
data for 
trend 
analysis 

Schedule Yes PUSH FROM: 
Platform  
TO: External 

 

Notificatio
n service 

Send 
Notification 

Real time Yes PUSH FROM: 
Platform  

TO: 
External 

 

 
 

Annex D – Testing 
 

D1. Programme Test Strategy 
 
All Service Providers are expected to work with the SSD Programme to ensure that testing takes place in line 
with the Programme Test Strategy. 
 

Test Strategy 
v1.3.pptx

SSD Programme - 
Test Strategy.docx  

 
 
 
 

D2. In Sprint Testing Activities 
 
This section outlines the key In Sprint testing activities that will be undertaken by the Service Provider and 
business stakeholders. There will also be some aspects of testing that need to be undertaken / co-ordinated by 
teams within the wider SSD Programme. 
 
It is expected that the Agency, Model Office and Passporting test team members will be invited to the sprint 
planning, user story review, sprint review (show & tell/demo) and retrospectives. This will enable early and 
regular feedback to be provided by these stakeholders which will help inform SG Programme product team as 
to the customer’s view of product quality throughout development and testing lifecycle. 
 
Below is a graphic showcasing the Agile Testing Quadrants. 
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Figure 2 Agile Testing Quadrant 

 
In Sprint testing must take place during every sprint to validate that the functional and non-functional 
characteristics of each application are conforming to the acceptance criteria that are outlined in the user 
stories. Additionally to the acceptance criteria the Service Provider must ensure that the appropriate testing 
types have been covered based on the In Sprint sections of the Programme Test Strategy. 
 
The Service Provider is expected to work with the SSD Programme’s Accessibility team and quality assurance 
team to determine what types of tests need to be run during sprints and who will conduct these tests. 
 
 

D3. Testing Requirements 
ID Category Description   

Test.001 Environments The Service Provider must work with the Scottish Government to enable access 
to any training, test and production environments from the following Scottish 
Government locations: Dundee, Glasgow and Edinburgh 

Test.002 Environments - 
Integration 

The Service Provider must support the Social Security Directorate Programme 
during the integration build activities to ensure that all of the integration 
between systems/applications can be achieved 

Test.003 Unit Testing & 
Component Testing 

The Service Provider will be responsible for unit testing where this is required 
during the contract. This is relates to the In Sprint testing activities which will 
focus on the user stories and the technical testing associated to implementing 
the solution  

Test.004 Functional Testing The Service Provider must conduct functional testing during the development 
sprints using the acceptance criteria from the user stories as the test basis 

Test.005 Integration Testing  The Service Provider must conduct touchpoint integration testing (Supplier 
Integration Testing – SIT) during the development sprints.  Touchpoint 
integration testing is defined as follows: Where the Story involves the delivery of 
an interface, then it will be tested against the detailed design of the interface 

Test.006 Non-Functional Testing The Service Provider must conduct non-functional testing during the 
development sprints to ensure that any customisations and/or configurations 
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perform efficiently and effectively based on the agreed non-functional 
requirements 

Test.007 Test Automation – Unit 
& Component Testing 

The Service Provider must automate any unit testing so that it can form part of 
an automated regression testing and the continuous integration deployment 
process 

Test.008 Test Automation – 
Functional Testing 

The Service Provider must automate the higher priority functional tests so that 
these can also be included in the automated regression testing and the 
continuous integration deployment process 

Test.009 Test Automation – 
Integration Testing 

The Service Provider must automate the higher priority touchpoint integration 
tests so that these tests can be included in the automated regression testing and 
the continuous integration deployment process 

Test.010 Test Automation – Non-
Functional Testing 

The Service Provider must automate the non-functional tests so that these can 
also be included in the automated regression testing and the continuous 
integration deployment process 

Test.011 Deployment The Service Provider is responsible for including any customisations and 
configurations to the applications and/or code in the deployment process 

Test.012 Deployment The Service Provider is responsible for deploying the applications and/or code to 
all development, testing and production environments 

Test.013 Deployment - 
Automation 

The Service Provider must automate the deployment process so that the 
customisations and configurations can be deployed quickly to all development, 
testing and production environments. This must become part of a continuous 
integration process 

Test.014 Deployment – 
Automation Support 

The Service Provider must provide support to the testing team to help them to 
become self-sufficient in triggering the automated deployments through the 
continuous integration process 

Test.015 Deployment The Service Provider must provide the Scottish Government with a release note 
that must be produced following the delivery of a build to a training or test 
environment. This must include the following: 
- version of the build,  
- reference to the build location, 
- a link to the Service Provider’s test summary reporting for development,  
- a description of the content of the release (e.g. user stories, configurations and 
functionality available), 
- a list of outstanding defects 

Test.016 Deployment - Rollback The Service Provider must provide the capability to back out and then roll back 
failed deployments to the latest working version on the development, testing 
and production environments  

Test.017 Deployment – 
Automated Rollback 

The Service Provider must automate the back out and roll back capabilities 

Test.018 Agile - Testing The Service Provider must work within an Agile environment which will enable 
regular customer feedback to be provided on the product by the Agency, Model 
Office and Product teams, during the agreed time-boxed intervals (e.g. sprints) 

Test.019 Agile - Testing Agency and Model Office staff will be invited to conduct Acceptance Testing 
during each development sprint 

Test.020 Agile - Testing The Service Provider will support the purchaser in running show and tell sessions 
at the end of each time-boxed interval to enable Agency and Model Office staff 
to approve the key deliverables from each development sprint 

Test.021 Test Planning/Approach The Service Provider and purchaser will agree on an Agile test plan/approach 
within 20 working days of the contract being signed 

Test.022 Patching/Upgrades The Service Provider will work with the purchaser to agree a suitable approach to 
rolling out patches and updates to the test, training and production 
environments. This must include regression testing 

Test.023 Defect Management The Service Provider must adhere to the purchaser's defect management process 
Test.024 Defect Management - 

Support 
The Service Provider will support the SSD Programme in reviewing, prioritising 
and fixing defects, throughout all development and test stages for the duration 
of the contract 
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Test.025 Defect Management The Service Provider must fix defects based on severity within the following 
timescales: 
Severity 1 < 1 business day from the point that the defect is raised (defects must 
not escape from the current time-boxed interval without being fixed) 
Severity 2 < 3 business days from the point that the defect is raised (defects must 
not escape from the current time-boxed interval without being fixed unless a 
remediation plan is in place to fix within the next time-boxed period) 
Severity 3 < 7 business days from the point that the defect is raised 
Severity 4 will be fixed where time permits 

Test.026 Test Data The Service Provider must support the purchaser by ensuring that appropriate 
test data and licences are available on the test and training environment(s) 

Test.027 Non-Functional Testing The Service Provider must support the purchaser to make sure that it is possible 
to carry out non-functional testing based on the Non-Functional requirements 
provided in this ITT 

Test.028 Guidance The Service Provider must provide the SSD programme and Agency team 
members with guidance on how to use the solution prior to development and 
testing activities commencing and then subsequently during these activities 

Test.029 Training The Service Provider must provide training to the SSD Programme’s Test and 
Model Office teams to help them test the solution 

Test.030 Supplier Integration 
Testing 

The Service Provider must conduct supplier integration testing (SIT) in 
conjunction with other suppliers and CDO to ensure that the interfaces have 
been validated from source to target prior to the interfaces being handed over to 
the Purchaser to begin Integration Testing 

 
 
  





























































































THIS SCHEDULE COMPRISES SCHEDULE 2 TO THE FOREGOING SERVICES CONTRACT 
BETWEEN THE SCOTTISH MINISTERS ACTING THROUGH SCOTTISH GOVERNMENT AND IBM 

UNITED KINGDOM LIMITED 
 

SCHEDULE 2 
STATEMENT OF REQUIREMENT  

 

1. Purpose & Background 
 
1.1 Scottish Ministers, through the Social Security Programme (SSP) require a Service Provider(s) 
to support design, development and delivery of Carer’s benefits and Winter Benefits   

1.2 The services provided through this contract will be part of the Carer’s Benefits team, working 
closely with the wider SSP under overall direction of the Carer’s and Winter Benefits Service Managers. 

1.3 The services will be delivered working alongside multidisciplinary teams of the Social Security 
Programme and Social Security Scotland across Edinburgh, Glasgow, Dundee and various DWP and 
HMRC locations across the UK, as and when required.  

1.4 The Service Provider will be required to work collaboratively with other service provider(s) or 
other person(s) engaged by the Purchaser in connection with the Services. 

1.5 This Contract is for the provision of services to further develop the IBM Social Program 
Management solution (SPM) for processing devolved social security benefits. 

1.6 The Service Provider must have previous design, configuration and implementation experience 
of the SPM product. 

1.7 Scottish Ministers have already delivered the first phase of the Social Security Programme 
(SSP) as follows: 

• Delivering the Best Start Grant support for low-income families with young children 

• Delivering the funeral expense assistance benefit to provide critical financial support to people 
at a difficult time; and 

• Improving benefits for carers by increasing the Carer’s Allowance and introducing a young carer 
grant. 

1.8 The second phase of the programme is delivering benefits for people with disabilities.  

• Child Disability Payments (CDP) between July and November 2021 

• Adult Disability Payments (ADP) between March and Aug 2022 

• Pension Age Disability Payments (PADP) delivery date TBC 

1.9 The next phase of benefit delivery, the third phase (covered in this procurement) will start in 
2023 and will include 

• Scottish Carers Assistance (SCA) delivery date TBC 

• Winter Benefits delivery date 2022 and winter 2024 

1.10 The scale of delivery for the third phase of benefits is again more complex than for those 
benefits delivered during earlier phases, with an increased interaction with other government 



departments and agencies. The Service Provider will be required to bring an innovative approach to 
deliver this programme to ensure the best outcome for the people of Scotland. 

1.11 The Scottish Government’s vision for social security is an approach which puts respect for the 
dignity of the individual at the heart of our policies, processes and systems. To support this, our 
approach to digital and technology solutions is one which is ‘benefit neutral’, with an expectation that 
solutions will support multiple benefits irrespective of their type, entitlement, or payment frequency.  

1.12 A single, integrated benefit platform is a key guiding principle of the Social Security Digital and 
Technology Strategy , which is aimed at providing a citizen-centric, evidence based approach to benefit 
processing. 

2. Approach 
 
2.1 Building on the successful delivery of a number of benefits to date, the Purchaser is looking to 
undertake work to review existing capabilities and develop the customer journey across Carer’s 
Benefits and Winter Benefits.  
 

2.2 The aim is to deliver new capabilities and further improvements to user experience by 
introducing additional service functionality and standardising the service wherever possible whilst 
increasing effectiveness and efficiency of Social Security Scotland operations, including through 
reduction of manual interventions.  
 

2.3 The scope is applicable to Carer’s benefits from design, development, implementation, case 
transfer from Carers Allowance and post launch support. Working with the Department for Work and 
Pensions and other stakeholders to safely and securely transfer the devolved benefits to Scotland. 
2.4 Scope for Winter Benefits, will include design, development, implementation and post launch 
support for Low Income Winter Heating Assistance and Pension Age Winter Heating Assistance and 
extension of eligibility of Child Winter Heating Assistance to young people in receipt of Adult Disability 
Payments. This will include working with the Department for Work and Pensions and other stakeholders 
to safely securely deliver these devolved benefits in Scotland. 

2.5 The work will be delivered using agile methodology, building on existing user feedback and 
further user research to be undertaken as part of the overall deliverables. Against each of the in-
scope services, the work will cover end-to-end customer journey from Social Security Scotland client 
and operations perspectives. This may include, but not be limited to areas detailed in this 
specification, all work is subject to ongoing user research and prioritisation activity. 
 

2.6 Given the size and scope of these requirements, our view is that parallel development with 
multiple scrum teams is required. 

 
3. Scope 

 
3.1.  The Service Provider is required to deliver Services to enable the Purchaser to deliver vital 
Core SPM capabilities which support operational and legislative requirements for the delivery of 
Carer’s and Winter benefits and administration of such via the Social Security Agency.  This will 
include: 
 

3.1.1 Building new benefits service and the development of broad range of cross-cutting 
 functions beyond the capabilities delivered via previous benefit releases. 

 
3.1.2 Enhancements and improvements to service in line with emerging needs.  
 
3.1.3 Improvements to operational processes for audit including automated audit and risk 
 controls. 
 
3.1.4 Improvements to user experience, including ensuring design and development is 
 accessible and inclusive.  



 
3.1.5 Facilitate effectiveness and efficiency of the Social Security Agency operations.  
 
3.1.6 Provision for ongoing policy and legislative change. 
 
3.1.7 Develop SPM core functionality. 
  
3.1.8 Enhancements to existing, and new integrations, with other Purchaser systems and 
 external parties. 
 
3.1.9 Transfer of case data, forms and evidence from DWP and the auto generation of 
 equivalent new SCA awards. 
 
3.1.10 warranty after full roll out, see paras 3.9 - 3.12 below 
 

 
3.2 Governance of the scope and related costs will be overseen by the Social Security 
Programme.  
 
3.3 The Service Provider must comply with the service standards detailed in the Appendix to this 
Schedule, including but not limited to; Digital Scotland Service Standard; Accessibility Guidance; and 
Agile Ways of Working.   
 

3.4 The services and Deliverables from this Contract must be consistent with the Purchaser’s 
configuration and design of SPM and other integrated services.  The Service Provider will be required 
to integrate all deliverables with existing services and ensure that all technical and configuration 
standards have been met.  
 
3.5 For each Order for Services made by the Purchaser, a Statement of Work (SOW) will be 
executed for each order and will be agreed by both parties using the SOW procedure and Template 
contained in Schedule 19 (Ordering Procedures).  
     
3.6 In accordance with paragraph 1.5 of Schedule 19 (Ordering Procedures) the first SOW will be 
agreed post contract award with detail of the requirements provided at the inception meeting. The 
inception meeting will take place during the mobilisation period with the initial SOW expected to be 
agreed during the mobilisation phase of the Contract. The first SOW will cover the initial priorities for 
the first three months outlined at paragraph 4.1 of this Schedule. 
 

3.7 The Service Provider accepts that the Purchaser will not be obliged to proceed with the full 
specification of requirements specified within this Schedule.  The need for the Purchaser’s 
requirements as detailed in paragraphs 4.2 to 4.4 of this Schedule will be determined solely by the 
Purchaser and agreed with the Service Provider in subsequent SOW(s). Both Parties agree that while 
multiple SOWs can run concurrently or overlap, that the SOWs may not run consecutively and there 
may be instances where no agreed SOWs are operational on the Contract. The Purchaser will 
provide the Service Provider with a minimum notice period of two weeks in each SOW to advise the 
Service Provider of its intention to proceed with a subsequent SOW. 
 

3.8 The Purchaser will, via the SOW Process specify priority requirements, outcomes and 
expected delivery timescales.   
 

3.9 The Service Provider must run a 6 month warranty period after full rollout has been completed 
to manage the developed solution and ensure it is then handed over safely to the Purchaser. The 
Service Provider must also commit to providing support of the developed solution to the Purchaser’s 
incident and problem management service organisation during this period. 
 
3.10 During the 6 month warranty period, the Purchaser would expect software, configuration, 
development defects that are discovered to be remedied by the Service Provider, including working 



with the Purchaser to test such remedied defects. The Service Provider must demonstrate that they 
can meet this support during the warranty periods in parallel to the ongoing development detailed in 
the sections above. 

 
3.11 The final warranty period will be from the final benefit release, however, there is an expectation 
of continuous improvement and fix beyond each implementation, i.e. a delivery plan that shows a big 
bang implementation and then the team moving onto the next delivery will not be acceptable. 

3.12 As part of this period, the Service Provider will ensure knowledge transfer to the SSP, the 
Social Security Agency, and CDO staff, building the capability of the team and mentoring them to take 
ownership of the service. 
 
4. Requirements Carers Benefits 
 
4.1 Initial Priorities for SOW 1 –  
 
It is our expectation that the priority requirements for Carer’s Benefits, identified below, will be 
delivered in the first 3 months following mobilisation via SOW 1.      
 

4.1.1 Deliverables required for the initial 3 months of the contract are as follows:  
 

4.1.1.1. Undertake agile Discovery and Alpha phases to investigate and create a prioritised 
backlog of required deliverables. 
  
4.1.1.2. Reflect user feedback within service design requirements to provide a consistent 
service approach aligned with wider strategic outcomes and deliverables of the Social 
Security Programme. 
  
4.1.1.3. Take forward immediate development of backlog stories already defined with a view 
to release functionality as early as possible post completion of the Discovery and Alpha 
phase. 
   
4.1.1.4 Fully participate in knowledge transfer sessions organised by purchaser. 
 
4.1.1.5 Review and comment on the Integration Definitions already produced by the 
Purchaser’s SPM Solution Architects. Take forward immediate development of the technical 
design with a view to developing the interface code as soon as possible to enable early 
testing. 

 
4.2 Carer’s Benefits  

 

4.2.1 The development, configuration, integration and testing of the SPM solution for the 
delivery of Carer’s benefits, this includes Scottish Carer’s Assistance, Carer’s Additional 
Person payments and Carer’s Allowance Supplement.   

4.2.2 This will require the Service Provider to understand and build on the configuration and 
implementation work carried out for the phase 1 and 2 benefits. SPM will also be required to 
support additional new or devolved SG Social Security benefits in the future. 

4.2.3 Scottish Carer’s Assistance (SCA) will be a replacement for Carer’s Allowance (CA) 
which is currently administered by DWP and is paid to citizens who care for someone for 35 hours 
or more a week, when the cared for person is in receipt of a qualifying benefit. The carer does not 
have to be related to, or live with the person being cared for. Carer’s Allowance is an ‘income 
replacement’ benefit as it is designed to provide some financial support for carers who are less 
able to take on paid work because of their caring responsibilities; it may affect other benefits that 
the carer and the person being cared for can get; and it is also taxable, if the carer’s income is over 
the personal tax allowance  

4.2.4 Carer’s Additional Person Payments (CAPP) will be an additional component of 
assistance that Scottish Carer’s Assistance (SCA) clients will be entitled to, if they are caring for 



more than one disabled person. Where there are eligible Scottish clients who are currently claiming 
Carer’s Allowance with DWP the purchaser  will look ‘transfer’ these cases early (TBC with DWP). 
The detail of how this component is transferred, awarded and paid will be determined during the 
SCA service design and is part of the scope. All clients will need to provide the additional details 
of the cared for people. 

4.2.5 Scottish citizens are also entitled to a Carer’s Allowance Supplement (CAS) which 
is paid twice a year. CAS is an extra payment for people in Scotland who are in receipt of DWP’s 
Carer’s Allowance on the qualifying dates, which are set by the Scottish Government each year. 
CAS was delivered as part of the Scottish phase 1 delivery using information provided by DWP. 
How this component will be continue to be awarded and paid after the SCA go-live will be 
determined during the SCA service design and is part of the scope.  
 
4.2.6 It is estimated the build time for SCA is 18 months from start of the contract. Exact 
timescales for the launch of the Carer’s Benefits will be confirmed at a later date, but to note the 
above 3 benefits will not all be launched at the same time. 
 
More information regarding Carer’s benefits is attached in Appendix D 

 

4.3 Case Management System (SPM)  

4.3.1 An end-to-end process to allow a Client to apply, be assessed against eligibility, a 
decision and payment can be received for the benefit.  

4.3.2 Introduction of new rules based on changing policy and legislative requirements with 
possible automatic award of benefits. 

4.3.3 Development of benefit specific enabling capabilities in SPM which support operational 
and legislative requirements for the Carer’s journey. 

4.3.4 Develop SPM and ensure common details regarding clients and prospective clients 
(registration, searches and any other details under the client) are stored and managed effectively 
with minimal impact on benefits already implemented.  

4.3.5 Application Channels – Online (out of scope for this contract), Telephony (Intelligent 
Evidence Gather (IEG)), Paper. Enhancement and alignment of Online, IEG and paper forms to 
ensure consistent user journeys and increase application processing capacity. 

4.3.6 Ensure SPM is ‘future-proofed’ to accommodate changes which could be made after 
the initial launch e.g. changes to the length of the period benefit continues to be paid following the 
death of a cared for person. 

  
4.4 Interfaces 

4.4.1 Introduction of new internal interfaces and enhancement of existing ones e.g. document 
repository solution Document Upload, Change of Circumstances, Payments and Notifications and Debt 
solution including automation where possible.  

4.4.2 Develop and manage common interfaces across the SPM benefit landscape in a benefit 
agnostic way that they can be used by all future benefits over the next couple of years 

4.4.3 Introduction of new third party interfaces and enhancement of existing ones such as those for 
DWP and HMRC,– including automation where possible 

4.4.4 The Purchaser’s SPM Solution Architects produce the Integration Designs for the interfaces / 
integrations. The supplier will have resources that are able to work collaboratively with the Solution 
Architects, review and comment on the IDs and be able to produce a technical design to be able to 
provide the developers with the information they need to develop the interface. These technical designs 
must then be made available for review. This helps to ensure the interfaces are developed according 
to SG requirements and nothing is missed. 



4.5 Notifications: 

4.5.1 Enhanced personalisation of Award letters and increase number of automated letters to reduce 
volume of manual letters. 

4.6 Case Transfers within SPM Requirements 

4.6.1 Carers Allowance Case Transfer will be developed alongside the new Scottish Carers 
Assistance benefit.  The functionality developed to maintain new cases must also work for cases 
created via the case transfer process.  Wherever possible case transfer of Carers Allowance must 
follow the existing migration processes from previous case transfers, and will use the existing proven 
technology components to transfer data from DWP to Social Security Scotland.  
 
4.6.2 Apply existing case transfer processes to the transfer of CA case data, forms and evidence 
from DWP into SCA and the auto generation of equivalent new SCA awards. The existing case transfer 
processes are supported by an inbound files from the DWP and the core CA transfer process is 
expected to be file based.  

4.6.3 Additionally, DWP Carer’s Allowance clients will be able to request a transfer to SCA if they 
meet set criteria (self-select transfer).  This will require development of a new two-way interface and 
reconciliation process with DWP. 
 
4.6.4 Carer’s Allowance Case Transfer file handling and data ingestion components within SPM will 
be required to support new functionality and processes due to data being transferred from a new DWP 
source system.   

4.6.5 SCA cases created based on data transferred from DWP must have appropriate relationship 
types created with the SPM records for the clients they are carers of.  

4.6.6 Additional payment cycles of 3 weeks in arrears and one in advance (3+1) and quarterly will 
need to be supported for Carer’s Allowance Case Transfer. 

4.6.7 It is assumed Carers Allowance case transfers will be able to use backdating functionality 
implemented for PIP to ADP case transfer.  

4.7 Redeterminations & Appeals 
 
4.7.1 The purpose of these services is to ensure that the client experience team have an effective 
digitised solution and controls in place for existing benefits, to manage client requests for requesting a 
redetermination or an appeal.  

 

4.7.2 The current capabilities offered by these services will be extended to cover: 

4.7.1.1 Redetermination and Appeals specific system configuration for Carer’s benefits 

4.7.1.2 Functionality to allow the client experience function within the Social Security Agency 
to govern, manage and maintain client requests to challenge a benefit entitlement decision. 

4.7.1.3 Additional correspondence capability to reduce the manual inputs and effort for the 
Social Security Agency. 

4.7.1.4 Further extension of these capabilities as required as the service develops.  

4.7.1.5 Remediation of technical debt and improved operational efficiency. 

 

4.8 Additional requirements 

4.8.1 Any additional cross cutting, common components and core requirements which may be 
identified through programme re-planning / benefit delivery which have not yet been defined.  

 



4.8.2 Knowledge Transfer - The Service Provider will ensure knowledge transfer to the SSP, the 
Social Security Agency, and CDO staff, building the capability of the team and mentoring them to take 
ownership of the service. 

 

4.8.3 SPM Upgrades Requirements Periodically upgrade SPM Core Product comprising of new SPM 
features and security fixes so that all the latest features and functionalities are available for benefit 
teams and be up to date with regards to the product road map and the purchaser doesn’t run out of 
product support. 

 

4.8.4 Data Purge Requirements  - Develop an automated data purge functionality in SPM when a 
claimant requests their details to be deleted and comply with GDPR regulations. Also build an 
automated periodic data purge functionality to facilitate good housekeeping as the benefit estate gets 
bigger. Ensure compliance with existing Social Security Scotland retention and disposal schedules.  

 

4.8.5 Full Record Print (FRP) Requirements - Develop an FRP solution in SPM when a 
claimant/appeals tribunal request for all the details available within the Social Security Agency to be 
published under statutory norms. 

 

4.8.6 SPM Organisation Structure & Security Access Requirements  

4.8.6.1 Maintain and enhance the Organisation Structure in SPM for the entire operational 
landscape and ensure incremental expansion of teams for future benefits are smooth with 
minimal impact on benefit teams.  

4.8.6.2 Maintain and enhance user privileges and access control in SPM across the operational 
landscape and centralised implementation facilitates quick turnaround avoiding duplication. 

 
5. Requirements Winter Benefits 
 
5.1 Initial Priorities for SOW 1 – 
 
It is our expectation that the priority requirements for Low Income Winter Heating Assistance, Pension 
Age Winter Heating Assistance and Child Winter Heating Assistance to Adult Disability Payment 
clients, identified below, will be delivered in the first 3 months following mobilisation via SOW 1.      
 

5.1.1 Deliverables required for the initial 3 months of the contract are as follows: 
 

5.1.1.1 Undertake agile Discovery and Alpha phases to investigate and create a prioritised 
backlog of required deliverables. 

 

5.1.1.2 Reflect user feedback within service design requirements to provide a consistent 
service approach aligned with wider strategic outcomes and deliverables of the Social 
Security Programme. 
  
5.1.1.3. Take forward immediate development of backlog stories already defined with a view 
to release functionality as early as possible releasing functionality as early as possible post 
completion of the Discovery and Alpha phase. 
   
5.1.1.4.  Fully participate in knowledge transfer sessions organised by purchaser. 
 
5.1.1.5. Review and comment on the Integration Definitions already produced by the 
Purchaser’s SPM Solution Architects. Take forward immediate development of the technical 
design with a view to developing the interface code as soon as possible to enable early 
testing. 

 



5.2 Winter Benefits 
 

5.2.1 The development, configuration, integration and testing of the SPM solution for the 
delivery of Winter Benefits, this includes Low Income Winter Heating Assistance and Pension 
Age Winter Heating Assistance, which are, respectively, the Scottish Governments replacements 
for the current Cold Weather Payments and Winter Fuel Allowance and payment of Child Winter 
Heating Assistance to young people in receipt of Adult Disability Payment..  

 

5.2.2 Low Income Winter Heating Assistance (LIWHA) will be a replacement for Cold 
Weather Payments (CWP), which is currently administered by DWP. CWPs are paid by DWP to 
eligible clients in receipt of certain reserved low income benefits if the average temperature in a 
post code area is recorded as, or forecast to be, zero degrees Celsius of below over 7 
consecutive days. Those who qualify receive £25 for each 7 day period of cold weather between 
1st November and 31 March each year. LIWHA will however, be paid to everyone who is 
currently eligible for Cold Weather Payments across Scotland. Eligible clients will be awarded an 
annual flat rate payment every winter of £50 (values are subject to change). The dependency on 
changing weather conditions will also be removed for LIWHA. LIWHA will not affect other 
benefits. 

 

5.2.3 Pension Age Winter Heating Assistance (PAWHA) will be a replacement for the 
DWP Winter Fuel Payment. Winter Fuel Payments (WFP) are paid to clients who were born on 
or before 26 September 1955. Clients automatically receive between £100 and £300 each year, 
if they are eligible and get the State Pension or another social security benefit (values are subject 
to change). Clients can also apply for the payment if they are not in receipt of these benefits or if 
they live abroad. 
The level of payment is dependent on the clients circumstances during the qualifying week, 
which is in September each year. PAWHA will be paid on a like for like basis to the existing WFP 
and will continue to be tax-free and will not affect any other benefits in payment. 

 

5.2.4 LIWHA will be launched in Winter 2022 and PAWHA is provisionally planned for 
launch in Winter 2024. 

 

5.2.5 Child Winter Heating Assistance (CWHA) is already live and payments are made 
annually to clients in receipt of the highest rate care component of Disability Living Allowance for 
Children, highest rate care component of Child Disability Payment and young people in receipt of 
enhanced rate of care on Personal Independence Payment. 

 

5.2.6 From Winter 2022, young people in receipt of the enhanced rate of care on Adult 
Disability Payment will also be eligible for Child Winter Heating Assistance. Eligibility is based on 
a client being in receipt of the appropriate rate of benefit during a specified qualifying week each 
year – usually the third week in September. From Winter 2021, the annual payment made is 
£202 to each eligible child (values are subject to change). 

 

5.2.7 More information on LIWHA and PAWHA is attached at Appendix E 
 

5.3 Case Management System (SPM) 
 

5.3.1 An end to end process to: allow a Client to apply (where applicable), ingest client data 
provided by DWP from a variety of systems, assess records against eligibility rules, create a 
decision and make payment for LIWHA and PAWHA. 

 



5.3.2 An end to end process to allow a client in receipt of Adult Disability Payment to be 
identified against eligibility rules, create a decision and make payment for CWHA automatically 
each year. 

 

5.3.3 Introduction of rules based on policy and legislative requirements with automatic 
award of benefits following ingestion of client data from; DWP and eligible clients in receipt of 
devolved Scottish benefits. 

 

5.3.4 Development of benefit specific enabling capabilities in SPM which support 
operational and legislative requirements for LIWHA and PAWHA journey’s. 

 

5.3.5 Develop SPM and ensure common details regarding clients and prospective clients 
(registration, searches and any other details under the client) are stored and managed effectively 
with minimal impact on benefits already implemented.  

5.3.6 Application Channels – Online (out of scope for this contract), Telephony (Intelligent 
Evidence Gather (IEG)), Paper. Enhancement and alignment of Online, IEG and paper forms to 
ensure consistent user journeys and increase application processing capacity. 

5.3.7 Ensure SPM is ‘future-proofed’ to accommodate changes which could be made after 
the initial launch e.g.  changes to eligibility rules which could allow for future devolved benefits to 
become qualifying benefits with entitlement to annual winter benefit payments. 

5.4 Interfaces 
 

5.4.1 Introduction of new internal interfaces and enhancement of existing ones e.g. document 
repository solution and Debt solution including automation where possible  

5.4.2 Develop and manage common interfaces across the SPM benefit landscape in a benefit 
agnostic way that they can be used by all future benefits over the next couple of years 

5.4.3 Introduction of new third party interfaces and enhancement of existing ones such as 
those for DWP– including automation where possible 

5.4.4 The Purchaser’s SPM Solution Architects produce the Integration Designs for the 
interfaces/ integrations. The supplier will have resources that are able to work collaboratively with 
the Solution Architects, review and comment on the IDs and be able to produce a technical design 
to be able to provide the developers with the information they need to develop the interface. These 
technical designs must then be made available for review. This helps to ensure the interfaces are 
developed according to SG requirements and nothing is missed. 

5.5 Notifications 
 

5.5.1 Ensure personalised notifications to clients on the outcome of their Winter Benefit, 
ensuring automation or notifications and manual letter use is minimised. 

 

5.6 Data transfer and monitoring requirements 
 

5.6.1 Client data for LIWHA and PAWHA is provided by DWP on an annual basis to allow 
payments to be made by Scottish Government. Existing proven technology components for 
transfer of this data from DWP to Social Security Scotland must be used. 

 

5.6.2 Inbound files will be received from DWP to allow Scottish clients to be paid. Client 
data will be provided from a variety of sources as part of this process and the data will be 



temporarily stored in a winter benefits data service (outside of the scope of these requirements). 
Data will then be validated and exceptions resolved, outside of SPM.  A new interface between 
SPM and the data service will be required. 

 

5.6.3 Handling and data ingestion components within SPM will be required to support the 
data being transferred from a new DWP source system. 

 

5.7 Redeterminations & Appeals 
 

5.7.1 The purpose of these services is to ensure that the client experience team have an 
effective digitised solution and controls in place for existing benefits, to manage client requests for 
requesting a redetermination or an appeal.  

 

5.7.2 The current capabilities offered by these services will be extended to cover: 

5.7.2.1 Redetermination and Appeals specific system configuration for LIWHA /PAWHA  

5.7.2.2 Functionality to allow the client experience function within the Social Security Agency 
to govern, manage and maintain client requests to challenge a benefit entitlement decision. 

5.7.2.3 Additional correspondence capability to reduce the manual inputs and effort for Social 
Security Scotland. 

5.7.2.4 Further extension of these capabilities as required as the service develops. 

5.7.2.5 Remediation of technical debt and improved operational efficiency. 

 

5.8 Additional Requirements 

 

5.8.1 Any additional benefit specific SPM development work which may be identified through 
programme re-planning/benefit delivery which have not yet been defined. 

 

5.8.2 Knowledge Transfer – The Service Provide will ensure knowledge transfer to the SSP, 
Social Security Scotland and CDO staff, building the capability of the team and mentoring them to 
take ownership of the service. 

 

5.8.3 SPM Upgrades Requirements Periodically upgrade SPM Core Product comprising of 
new SPM features and security fixes so that all the latest features and functionalities are available 
for benefit teams and be up to date with regards to the product road map and the purchaser doesn’t 
run out of product support. 

 

5.8.4 Data Purge Requirements  - Develop an automated data purge functionality in SPM 
when a claimant requests their details to be deleted and comply with GDPR regulations. Also build 
an automated periodic data purge functionality to facilitate good housekeeping as the benefit estate 
gets bigger. Ensure compliance with existing Social Security Scotland retention and disposal 
schedules.  

 

5.8.5 Full Record Print (FRP) Requirements - Develop an FRP solution in SPM when a 
claimant/appeals tribunal request for all the details available within the Social Security Agency to 
be published under statutory norms. 

 



5.8.6 SPM Organisation Structure & Security Access Requirements - Maintain and enhance 
the Organisation Structure in SPM for the entire operational landscape and ensure incremental 
expansion of teams for future benefits are smooth with minimal impact on benefit teams.  

 

5.8.7 Maintain and enhance user privileges and access control in SPM across the operational 
landscape and centralised implementation facilitates quick turnaround avoiding duplication. 

 

6. Agile Ways of Working 
 

6.1 The Service Provider will adopt established Purchaser methodologies for user-focused agile 
delivery wherever possible, any departures from this approach must be agreed with the 
Purchaser in advance. See:  

http://resources.mygov.scot/assessments/agile-overview/ 
 

6.2 The Service Provider will use Scrum (and appropriate scaled agile techniques) working practices 
and ceremonies including stand-ups, show and tells, retrospectives throughout the delivery. 
Regular health-checks will be employed to assure compliance. 

 

6.3 The Service Provider will only bring resources e.g. Service Designer and developers onto the 
project at appropriate times and only when needed.  This will be in agreement with the Purchaser 
and specified in the SoW.  

 

6.4 The Service Provider will work with Purchaser architects to develop architecture artefacts to 
capture and communicate common understanding within the team and with wider stakeholders. 
These will then be approved by Purchaser staff. 
 
 

7 Collaborative Working 
 

7.1 The Service Provider will work alongside the Service Design and Implementation supplier and 
other Suppliers in a proactive and collaborative manner, attending meetings and workshops 
where required. 
 

7.2 The Service Provider is required to provide experience, knowledge and subject matter expertise 
to ensure full collaboration takes place with the with Service Design and Implementation supplier 
to enable service. 
 

7.3 The Service Provider will be required to sign the Design Governance Agreement and participate 
proactively in the Design Governance Forum with the Purchasers other Service Providers and 3rd 
Parties. 
 

8. Technical Documents 
 
8.1 The Service Provider must provide details regarding technology options and provide 
information so technology options appraisal documents can be shared through the appropriate 
governance routes and Digital Scotland Service Standard assessments. 
 

8.2 The Service Provider must deliver or contribute to a range of architecture artefacts and 
technical documentation to agreed Purchaser standards as well as attendance at governance 
meetings.  This will include, but not be limited to: 

8.2.1 In support of the Technology Assurance Framework (TAF). 
8.2.2 Attendance at briefings and assessments as well as providing documentation to 
  support the Digital Scotland Service Standard assessments. 
8.2.3 Attendance at interviews and production of supporting documentation to support the 
  Major Stop/Go Approval Gates. 
8.2.4 Documentation to support the Architectural Review Board (ARB). 

http://resources.mygov.scot/assessments/agile-overview/


8.2.5 Solution architecture descriptions. 
8.2.6 Integration architecture descriptions. 
8.2.7 Interface definitions. 
8.2.8 Integration designs 
8.2.9 Software configuration and extension documentation. 

 
 
9 Contract Mobilisation  

 

9.1 The Parties will undertake a two week mobilisation phase immediately following Contract 
Commencement.  

9.2 The Service Provider will be required to attend a contract inception meeting during the 
mobilisation phase and work with the Purchaser to ensure: 

9.2.1 All required Service Provider Representatives have achieved the appropriate level 
of Purchaser 

                   Security Clearance and have completed an induction to working with the Purchaser.  

9.2.2 All project planning is complete including agreed milestones for the delivery of the 
Security Plan, Exit Management Plan, Detailed Implementation Plan and BCDR.  

9.2.3 SOW 1 is agreed.    

9.2.4 Security Clearance - The Service Provider will work with the Purchaser during a two-
week mobilisation period at the beginning of the contract to ensure Scottish 
Government security clearances (Baseline Personnel Security Standard) are 
completed and induction and project planning is completed. NOTE: A separate 
Scottish BPSS clearance is a requirement for access to Scottish Government 
buildings and/or systems. A recent (within the last 12 months) Basic Disclosure 
certificate from Disclosure Scotland will be required for the BPSS process. 

9.2.5 Service Provider has agreed to Community Benefits requirements   

 

 
 
10. Key Roles 
 
10.1. The Service Provider will commit to the provision of key roles for the duration of the contract.  

To ensure continuity the Purchaser requires the Service Provider to ensure that named 
individuals fill key roles for the duration of the Contract. The Parties agree all named 
individuals in a Statement of Work will be Key individuals under Schedule 6 (Key Individuals) 
for the duration of the Statement of Work and the Service Provider must adhere to Clause 28 
of the Contract, with respect to all Key Individuals.   

 

10.2. The Service Provider must be capable of supplying suitably trained and experienced Service 
Provider Representatives. The Purchaser requires that all Lead Developers are certified SPM 
practitioners. Junior Developers must be on a known path to certification e.g. IBM Cúram SPM 
V7.X Application Developer 
 

10.3. The Service Provider must also have the capacity to scale up or down multiple roles and 
scrum teams when required to meet the needs of the Purchaser which will be communicated 
to the Service Provider through the SOW process. The table below  details the Purchaser’s 
expectation of the range of roles required for the first Statement of Work for each of the 
benefits and may be indicative of the standard scrum team: however this list is not exhaustive 
(numbers required TBC by supplier) 

 
Table A: Key Roles  
 

Role 

Scrum Master  

SPM Technical Architect 



SPM Solution Architect 

SPM Business Architect  

SPM Business Analyst 

SPM Developer 

QA 

Dev Ops 

Integration Architect 

Service Designer 
(UX) 

Content Designer 

Senior Service Designer 

Service Designer 

 
10.4. Whilst service delivery may be able to support a hybrid of both landed and remote working in 

the initial phase of the contract, this cannot be guaranteed for the duration of the contract and 
will be subject to review by the Purchaser therefore The Service Provider must ensure that all 
resources must also be eligible to work in the United Kingdom.  

 

10.5. Prior to any resource commencing on the project the Purchaser will require to see the CV of 
individual and agree their skills and knowledge are suitable. 

 

10.6. The Purchaser requires a minimum of four weeks' notice if there is to be a planned change to 
the Service Provider’s resource and the opportunity to approve any suggested replacement 

 

10.7. The Service Provider will provide suitable replacement Resources to cover absence through 
holidays and sickness etc.  Replacement Resources must meet the same standards as those 
Resources that they replace. 

 

10.8. Additional role types alongside the core SPM resources to be considered and available if 
deemed a requirement by the Purchaser such as: 

- Supporting SPM Technical Capability: Skilled resources in the technology which 
supports the SPM deployment and tuning such as DB2, WebSphere, AEM and DevOps.   

- SPM User-centred Design Capability: To support future improvements and 
enhancements to the benefits, SPM focused user research and service design resources to 
ensure changes are developed to meet the user needs. 

- SPM Service Management Capability: As the benefits grow and the landscape 
becomes increasingly complex, it may be helpful for the provider to draw on Service 
Management resources with experience of these complex benefit deployments. 

10.9 The Supplier will be required to apply flexibility to accommodate the following: 

10.9.1 Resources will be expected to work for 7.5 hours per day, between the hours of 
07:00–19:00, Monday to Friday and excluding Scottish Government public & 
privilege holidays (note that these are different to UK bank/public holidays – a list of 
published holidays for 2021-2022 is provided for illustrative purposes in Appendix 
F). 

10.9.2 The Supplier’s resources will have to work non-standard working hours from time to 
time e.g. when software is being released over a weekend.    

10.9.3 The Supplier will be required to agree with the Purchaser any change to working 
hours for any resource no less than one week in advance. 

10.9.4 Any offshore/remote resources provided through the contract will need to operate 
under the same working times/working pattern described above. 



11. Service Provider Personnel 
 

11.1 Landed Resources: the Service Provider is required to adhere to the Purchasers 
policies governing HMG Baseline Personnel Security Standard (BPSS) clearance of foreign 
nationals, who have their permanent home (‘domicile’) outside of the UK, to provide co-
located services. Co-location currently requires that Service Provider Representatives are 
based primarily in a Purchaser premise in Glasgow or Edinburgh, where full adherence to UK 
Government’s Immigration Legislation and Scottish Government's Baseline Personnel 
Security Standard (BPSS) requirements can be demonstrated.  

 
11.2  It is the Suppliers responsibility to ensure that prior to landing any non UK based 
resource, that UK Government’s Immigration Legislation, including the right to live and work in 
the UK status is fully complied with.  

 
11.3  Non Landed Resources: the Service Provider is required to adhere to the Purchasers 
policies  governing HMG Baseline Personnel Security Standard (BPSS) clearance of foreign 
nationals with the exception of UK Government’s Immigration Legislation in relation to the 
right to live and work in the UK status, whereby the Parties have agreed to a remote working 
arrangement, enabling the Service Providers resource to work outside of the UK in delivery of 
the Public Protection Contract.  
 
11.4 The Service Provider is required to demonstrate adherence to HMG Baseline 
Personnel Security Standard (BPSS) in respect of non-landed resource at an appropriate level 
to be agreed by the Scottish Government’s Director of Corporate Transformation and 
Workplace.   

 
11.5  Non Landed Resource changing to Landed Resource: the Service Provider is 
required to adhere to the Purchasers policies governing HMG Baseline Personnel Security 
Standard (BPSS) and UK Government’s Immigration Legislation as detailed above at para 
11.1  of Schedule 2  - Statement of Requirements. 

 

 
12. Technology stack 
 
12.1. The Service Provider will be required to provide Resources with experience working with the 

following technologies, tools and methods:  
 

12.1.2. Server-side Java/JEE; 
 

12.1.3. HTTP, XML and JSON; 
 

12.1.4. IBM Social Programme Management software; 
 

12.1.5. JavaScript frameworks (e.g. NodeJS, RequireJS, Backbone.js, JQuery, etc.); 
 

12.1.6. SOAP or RESTful web services; 
 

12.1.7. Security Essentials (e.g. PKI, Mutual Authentication, TLS/SSL/IPSec etc); 
 

12.1.8. Integration Technologies; 
 

12.1.9. ETL tools - e.g. Informatica, Talend 
 

12.1.10. Messaging - e.g. MQ, AMQPFile 
 

12.1.11. Transfer tools - e.g. CoreFTP, SFTPPlus; 
 

12.1.12. Windows, Linux or Mac OSX operating systems; 
 



12.1.13. Unified Modelling Language (UML); 
 

12.1.14. Enterprise architecture methodologies and frameworks, e.g. TOGAF, 
ZACHMAN etc). 

 

12.2. The above technology stack and methodologies is not exhaustive and may evolve over the 
term of the contract  
 

13. Testing  

13.1. See Schedule 16. 

 
14. Service Provider Obligations 
 
14.1. The Purchaser will regulate the technical architecture and design through the purchasers’ 

internal governance.  This may include but no limited to the Design Authority Board (DAB) and 
the Architectural Review Board (ARB).  Service Provider Representatives may be invited to 
attend these Boards.  The Service Provider is obliged to comply with Governance decisions 
and participate whenever requested.  

 

14.2. In line with Clause 22.4 of the Contract, the Service Provider will be responsible for all 
remediation work following a code review, where the code reviewed was delivered by the 
Service Provider under this Contract. At the point of any code review the Service Provider and 
the Purchaser will work to agree the scope to be remediated and will agree the plan to 
remediate the issues found no later than the end of the 6 month warranty period covered 
under 3.9, 3.10 and 3.11 of this Schedule. The Purchaser will complete the final code review 
and provide the findings to the Service Provider at least one calendar month before the end of 
the Contract Term. 

 
14.3. The Service Provider will be required to use the Purchaser’s AWS hosting environments, 

which is currently used, for delivery under this Contract. The Purchaser’s AWS hosting 
environments are used by multiple teams and some environments, e.g. to support 
performance testing, may be shared and therefore scheduling agreed. The Purchaser will 
manage the scheduling of environments to identify and resolve any scheduling conflicts. 

 
14.4. Design Governance (DG) - The Purchaser has developed an approach to DG which all 

service providers will be expected to agree to observe.   
 
14.5. Digital Scotland Service Standards - The Service Provider must have a comprehensive 

understanding of the Digital Scotland Service Standards and ensure the delivery approach 
and output aligns with the standards to ensure all of the criteria are met at the end of phase 
standards assessment. 

 
14.6. Shared Assets Repository - The Purchaser will operate a repository of shared assets, which 

will be populated with artefacts provided through relevant deliveries. The Service Provider 
must commit to the population of the repository, following the Purchaser’s process. 

 
 

Location  
 

14.7. The Service Provider may be able to work remotely subject to agreement,(with the exception 
of any role required to process personal data)and in line with appropriate working policies and 
only where full adherence to Scottish Government’s Baseline Personnel Security Standard 
(BPSS) requirements can be demonstrated. 

 



14.8. As CDO and SSP teams operate an agile methodology, where remote working is not possible, 
the Resources will be working onsite alongside our co-located teams in Edinburgh, Glasgow 
or Dundee.  

 

• Scottish Government Edinburgh building at Victoria Quay, Commercial Street, 
Edinburgh, EH6 6QQ 

• Scottish Government Glasgow building at 4 Atlantic Quay, 70 York Street, Glasgow, 
G2 8AE 

• Dundee House, 50 North Lindsay Street, Dundee, DD1 1QA  
 

 
14.9. The Resources will normally be assigned to one of these locations but flexibility is required. 

Specific tasks may involve travel between these locations. Travel and Subsistence (T&S) will 
not be paid for travel between the resource’s home and assigned location nor for journeys 
between Glasgow, Edinburgh and Dundee. 

 

14.10. Some roles/assignments may occasionally involve meetings and workshops in other locations 
in the UK (e.g. DWP or HMRC locations). The Service Provider will be entitled to claim for 
Reimbursable Expenses in line with relevant paragraph of Pricing Schedule for undertaking 
this type of activity at the request of the Purchaser.   

 
14.11. The Service Provider shall ensure that all Service Provider Representatives, when on the 

Purchaser’s Premises, shall comply with all rules, regulations and requirements as may be in 
force for the conduct of personnel at the premises.  The Purchaser may provide the Service 
Provider with a copy of its staff handbook on request, should the Service Provider require to 
see the rules, regulations and requirements that the Purchaser applies to its staff.  The 
Service Provider must raise any queries relating to rules, regulations and requirements with 
the Purchaser’s Service Manager.  

 
14.12. The Service Provider  must also ensure all Service Provider Representatives adhere to the 

following clauses within the Contract relating to use of the Purchaser’s premises:  
 

14.12.2. Clause 47 ( Access to Purchaser Premises) 
 

14.12.3. Clause 48 (Service Provider’s Equipment) 
 

14.12.4. Clause 49 (Purchaser Property) 
 

14.12.5. Clause 50 (Health and Safety etc.) 
 

14.12.6. Clause 55.1 (Sustainability etc.)  
 

 
 

15. COVID -19 
 
15.1. In the event the Parties agree that COVID-19 restrictions impact the location requirements of 

this Contract any alternative working arrangements that the Parties agree to will be set out in 
Appendix G to this Schedule. For the avoidance of doubt, this will include any additional 
responsibilities for both Parties or statement of requirements not set out in this Schedule e.g. 
additional security requirements the Service Provider will be required to adhere to. 

 
15.2. All SOWs impacted by COVID-19 must contain a specific statement of the impacts (including 

any impacts on the SOW Charges), the alternative arrangements that will apply from 
Appendix G of this Schedule and the duration these will apply throughout the SOW.  

 
15.3. The Parties agree that they will follow the Change Control Procedure as set out in Schedule 

12 (Change Control Procedures) to update Appendix G periodically in line with the UK 
/Scottish Government amendments to the COVID-19 restrictions in order to record any 



changes to the alternative working arrangements after the Commencement Date for the 
purposes of the delivery of the Services. 

 
16. Data Protection & Information Security  
 
16.1. The data that the Service Provider will handle under this Contract will be classed as Official’ or 

‘Official – Sensitive’ and must be treated with care, taking into account relevant legislation, at 
all times.  Further information on Government Security Classifications and Contracts can be 
found at: 
https://www.gov.uk/government/publications/government-security-classifications  

The Service Provider will ensure the confidentiality of the data stored and/or communicated as 
part of this Contract, including both electronic and paper-based data.  

 
16.2. The Service Provider will ensure procedures and processes are in place to ensure security of 

client data, enabling them to work with SSP with high Information Technology (IT) security 
requirements to deliver services, ensuring continuity and protection against cyber-attacks.  
This must include commercial grade full disk encryption for all data and secure e-mail for data 
in transit. 
 

16.3. Not Used. The Annex to Schedule 13 (Security Management) outlines the Purchaser’s Cyber 
Security requirements. 

 

16.4. The Service Provider will employ effective administration and record control processes in 
order to underpin service delivery whilst also ensuring data is protected in compliance with the 
requirements of the Data Protection Laws. 

 

16.5. The Service Provider will ensure access to protectively marked information is correctly 
managed and safeguarded. 

 

16.6. The Service Provider will not transfer data being handled under this Contract outside the 
European Economic Area.  

 

16.7. The Data Protection Register is a register of data controllers held by the ICO and can be 
found. 

 

16.8. The Service Provider and their staff and sub-Service Providers must comply with the security 
requirements notified by each SSP which may include signature of a non-disclosure 
agreement or other measures as required. 

 

16.9 The Service Provider will provide the Security Management Services in accordance with 
Schedule 13 (Security Management). 

 
17. Incident Reporting 
 
17.1. As soon as the Service Provider becomes aware, it shall immediately report any Incident 

affecting the delivery of the Service(s) to SSP. The Service Provider will undertake an 
immediate investigation and will provide feedback in writing on findings, including corrective 
actions required and trends observed, to the SSP within 24 hours of the Incident being 
reported by telephone/e-mail.  

 

17.2. Serious incidents can be categorised as but not limited to:  
 

▪ Any breach of security which may affect the security of data supplied by the SSP to the 
Service Provider,  

▪ Failure to deliver the required Services due to any type of service disruption 
 

https://www.gov.uk/government/publications/government-security-classifications


17.3. The Service Provider shall, in the event of a serious Incident, provide from within the Service 
Provider’s senior management, a single point of contact person within 1 hour of notification.  

 

17.4. It shall be the responsibility of the contact person to pursue the investigation and mitigation of 
the Incident to the satisfaction of the SSP and shall be required to provide progress updates to 
the SSP on request.  

 

17.5. Not Used. Schedule 13 (Security Management) outlines the Purchaser’s requirements. 
 
17.6. Not Used. Schedule 13 (Security Management) outlines the Purchaser’s requirements. 
 

18. Continuous Improvement  
 

18.1. The Service Provider will implement a system of continuous improvement over the period of the 
Contract. By continuous improvement it is meant that improvements are to be delivered for one 
or more of the following Deliverables on an ongoing basis: 

 

18.1.2. Quality (reliability, delivery, etc.) 

18.1.3. The facilitation or promotion of best practice 

 

18.2. The terms of the Contract and Schedule 5 Management Arrangements including SOW Ordering 
Procedures outlines the Purchaser’s requirement for managing this process. 

 

19. Further Obligations  
 

Community Benefits  
 

19.1. Not Used. Schedule 19 Community Benefits and Fair Work, outlines the Purchaser’s 
requirements. 

 

Fair Work 
 

19.2. Not Used. Schedule 19 Community Benefits and Fair Work, outlines the Purchaser’s 
requirements.  

 
Sustainability and Environmental Benefits  

 

19.3. The Service Provider shall comply with the Scottish Government’s sustainable development 
strategy and ethical policy with respect to the delivery of this Contract 

 

19.4. The Service Provider’s policies and processes will support the Scottish Government’s ‘Greener 
Scotland’ strategic objective including: a proactive approach to sustainable consumption and 
the efficient use of resources; consideration given to social and environmental consequences; 
policies which ensure that business activities have a direct positive impact on climate change 



and energy; and policies which encourage natural resource protection and environmental 
enhancement.  

 

19.5. The Scottish Government is committed to sustainable procurement and to this end the Service 
Provider is required to comply with all social and environmental policies in the delivery of 
Services during the period of the Contract.  

 

19.6. The Service Provider will be required to report to the Scottish Government within their monthly 
management information reporting, details of any sustainability and environmental measures 
and achievements.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



Appendix A – Additional information  
 

The following additional information must be taken into consideration by the Service Provider: 
 
The Scottish Government operates an equal opportunities policy and the Service Provider must ensure 
they operate similar policies when recruiting staff or contractors. 

 

The Service Provider must ensure that their staff or contractors are suitably qualified to carry out the 
work required and should inform the SSP should any concerns arise regarding the capacity of Service 
Provider Representatives to deliver the work 

 
In the event that any assigned resource applies for (and is successful in securing) a Scottish 
Government externally advertised under a fair and open process, no finder’s fee or transfer commission 
would be payable to the Service Provider. 

 
 
Digital Scotland Service Standard  

The Service Provider will align service design to the Digital Scotland Service Standard mandated for 
all new public services in Scotland. https://www.gov.scot/publications/digital-scotland-service-
standard/pages/introduction/ This will include undertaking Digital Scotland Service Standard at key 
points. 
 
The Service Provider will work collaboratively with the Assessments Service Design and 
Implementation supplier (Deloitte) to ensure the Digital Scotland Service Standard mandated for all 
new public services in Scotland are met.  
 
The Service Provider will design services so that they can be shared and reused to deliver common 
business capabilities across the Scottish public sector 
 
All services, internal and external, must be designed in an inclusive manner for people with disabilities 
and in accordance with accessibility technical requirements. 
 
The Service Provider must ensure that the user needs identified through service design are fully and 
continually reflected in the iterative development and configuration of the benefit service delivery. 
 

1. Accessibility Guidance  

The Social Security (Scotland) Act places a legal duty on us to ensure we communicate in and 
accessible and inclusive way and Social Security Scotland is committed to working with all 
stakeholder organisations to become an exemplar public service in this regard.  Within a delivery 
context Inclusion means:  
 

• We have an ethos and culture that ensures people are not excluded from accessing our 
services.  

• Any client from any background or any ability can do what they need to do in a similar amount 
of time and effort as someone that does not have any additional needs.  

• People are empowered to engage with the service independently, and they will not be 
frustrated by something that is poorly designed or implemented. 

 
2. Digital Accessibility Standards 

On 23 September 2018 new regulations on the accessibility of websites and mobile applications of 
public sector bodies came into force in the UK. This regulation aims to ensure that all new digital 
interfaces, internal and external, and mobile apps must comply with all Level A and AA Success Criteria 
of the W3C Web Content Accessibility Guidelines version 2.1.  

https://www.gov.scot/publications/digital-scotland-service-standard/pages/introduction/
https://www.gov.scot/publications/digital-scotland-service-standard/pages/introduction/


Any newly developed system will need to work with assistive technologies (see table below for 
examples). This technology ensures that clients and staff from any background or any ability can do 
what they need to do and not be disadvantaged in comparison to someone who does not have any 
additional needs.   

Software Version Type Browser 

JAWS 15 or later screen reader Internet Explorer 11 

ZoomText 10.11 or later screen magnifier Internet Explorer 11 

Dragon 
NaturallySpeaking 

11 or later speech recognition Internet Explorer 11 

NVDA 2016 or later screen reader Mozilla Firefox (latest versions) 

VoiceOver 7.0 or later screen reader Safari on iOS 10 and OS X 

Testing with assistive technology must also be included as part of the overall accessibility testing for 
your service. The Government Digital Service provides documentation on testing for accessibility. 
Please also refer to the document on testing with assistive technologies. 

3rd party providers are required to provide evidence of either their ability meet these standards or any 
gaps in their provision which would require the Social Security Programme to put in place contingency 
processes. 

Guidance on the delivery of non-digital Accessibility and Inclusion 

Background 

Equalities Act 2010 - Section 29 of the Act details the responsibilities of service providers: 

1. A person (a “service provider”) concerned with the provision of a service to the public or a 
section of the public (for payment or not) must not discriminate against a person requiring the 
service by not providing the person with the service. 
 

2. A service provider (A) must not, in providing the service, discriminate against a person (B)— 
 

(a) as to the terms on which A provides the service to B; 
(b) by terminating the provision of the service to B; 
(c) by subjecting B to any other detriment. 

Regarding point 2 above: 

• Discrimination in the terms of service could include charging more for the service or imposing 
extra conditions for using a service. 

• ‘Detriment’ is not defined by the Act and is a very broad term. Generally, a detriment is anything 
which the service user might reasonably consider put them at a disadvantage. This is 
regardless of whether the service provider thinks they are operating in the best interest of the 
person. 

The Social Security Programme will ensure services do not directly or indirectly discriminate against 
clients.  To Note: indirect discrimination arises as a result of a service which applies equally and 
neutrally to all clients but puts people sharing a protected characteristic at a particular disadvantage. 

We will ensure that all clients, whether they are internal staff, external clients, partners, stakeholders or 
suppliers will uphold these values and will support the delivery of the commitments defined in the Social 
Security Charter 

 

 

https://www.gov.uk/service-manual/helping-people-to-use-your-service/testing-for-accessibility
https://www.gov.uk/service-manual/technology/testing-with-assistive-technologies#what-to-test


3. Data Strategy 

  

The purpose of the Data Strategy 
 
The purpose of the Data Strategy is to set out the aims for the management of data in the design and 
development of services by the Programme for use by Social Security Scotland and how these aims 
could be achieved. 
 
Data is one of the major assets of Social Security Scotland and must, therefore, be managed as an 
organisational asset. Having a data-focussed business plan and aligning business and data strategy 
with digital and end to end service design and development ensures investment in the right data 
capabilities and technologies for the Social Security Agency. 
 
4. Mission for Data 

 
Social Security data must be trusted, of the right quality, be protected and always add value – to 
support decision-making, to ensure clients receive the benefits they are entitled, to achieve broader 
outcomes for social security, to satisfy legislative requirements for reporting and to enable continuous 
improvement. 
 
5. Drivers for the Data Strategy 

 
1. Demonstrate and continually improve effectiveness of Social Security Scotland 
2. Compliance to privacy and data protection legislation 
3. Placing the individual at the heart of all activity, and engaging with them on their terms 
4. All citizens are aware of and can access benefits to which they have entitlement 
5. Utilising resources, including available funds to optimal end effect 
6. Working closely with Scottish Local Authorities and other third parties in Scotland in delivering 

benefits and support 
7. Working effectively with DWP and other government departments or agencies 
8. Making relevant data available under Open Data initiative 
9. Ability to stand up to public and audit scrutiny 

 
6. Vision for Data 

 

• Enterprise Data - We will manage and coordinate data and information across the Social Security 
Agency in an integrated and holistic way. 

 

• Citizen-centric data - By focussing on the end user experience, the data will support effective, 
efficient and consistent interaction with citizens. The citizen will be the source of truth regarding 
their circumstance and – subject to verification – we will utilise this source of truth in all our 
activity. 

 

• Privacy and Openness by Design - The Social Security Agency will ensure that all system, 
service and information design considers privacy as a fundamental concern and can coherently 
separate non-sensitive data which remains accessible to all eligible users. 

 

• Clear Information Provenance - Whenever we exchange, integrate or aggregate information we 
always understand its provenance.  

 

• Single Source, Multiple Uses - We maintain information that is immediately available to support 
all business operations and may be readily integrated, aggregated and combined across 
business areas and the extended enterprise to inform critical business decisions and provide 
meaningful and actionable insight to drive continual business improvement. 

 
 



 
 

7. Principles to be followed 

 
1. Information and data are corporate assets and must be actively managed with a view to realising 

business value. 
2. Information and data pertaining to clients must be appropriately protected at all phases of the 

information and data lifecycle. 
3. There must be an agreed single version of truth (data minimisation), which is made available for 

all entitled users and activities.  
4. Coherent structures and standards will be adopted for all data to facilitate effective exchange and 

management. 
5. All information will be effectively owned by appropriately enabled custodians who ensure all end 

user information needs are met.  
6. The quality, relevance and timeliness of data is everyone’s concern and responsibility. 
7. Social Security Scotland need their own copy of the data they are collecting, processing and 

storing during end-to-end operations at an enterprise level. This data need to be provided as a 
single, consistent, integrated view across the enterprise (i.e. Social Security Agency). This will 
assist in the client experience, reduce error and deliver efficiencies in terms of processing time 
and cost.  

8. Where data is being held in a distributed nature, due to the different systems being used with 
some in different organisations, the Programme must deliver a means by which a single view can 
be realised. 

9. Any data held within proprietary systems procured via the Programme must be available to this 
single view and under the governance of the Programme and then the Social Security Agency 
moving forwards 

10. Reusing existing data must be preferred over generating new data. 
 
 

8. Enterprise architecture 

Enterprise architecture view allows for developing capabilities required to manage data as an 
enterprise asset over the longer term. By managing its aspects centrally and coherently, the quality, 
security and integrity of data used in all activities can be maintained at appropriate levels. There will 
be three layers of architecture: conceptual, logical and physical. 
 
 
9. The SPM Design team 

The SPM Design Team oversees the development of the processes and systems that will be required 
to administer the devolved benefits. The Service Design Team oversees the development of SPM 
across all scrum teams. The teams’ role is to help design and deliver solutions liaising with cross 
functional teams and drive business solutions that can be used across the board.  

 

The team will be responsible for overseeing the work of the Core resources, this will be to ensure that 
any changes made to the inner intrinsic working of SPM which will impact all teams and benefits is 
taken forward in co-ordinated and centralised manner.  

 

The team is responsible for ensuring that different scrums teams adhere to the code merge strategy, 
our service design principles and standards. This is in order to protect SPM performance and minimise 
customisation and ensure smooth code merges between teams. They are also responsible for carrying 
out code reviews and impacting product upgrades.  

 
 
 
 
 

 



 

Appendix B - Audit Requirements Checklist 

Tenderers must complete the core audit requirements checklist to support sufficient and effective 
controls within any system developed.  

 

Audit control requirement Yes/No 
n/a 

The ability to control access using role based controls which can be monitored and 
managed through extraction and dissemination of regular reports to the Social 
Security Agency nominated staff.  This will allow monitoring and effective 
management of these i.e. change of staff or their role amendment/out of 
hours/unsuccessful access attempts etc. 
 

 

Provision of a complete audit history of all permission assignments, revocations and 
will record who changed the permissions, detail of what was changed, and a 
date/timestamp of the change. These audit records will be available for monitoring 
and review by managers or auditors. 
 

 

The ability to record and report a full Audit trail relating to all and any views/actions 
taken within the system by individual (including date and timestamp). The supplier will 
be required to provide the Social Security Agency nominated staff with the 
record/reports in an accessible format as and when required. 
 

 

The solution must have the ability to embed a range of controls and reports which 
can be adapted throughout the contract period. 
 

 

The solution must have the ability to anonymise a contact and not associate it to a 
client account. 
 

 

The solution must ensure full business resilience through back-up support and 
efficient recovery should an adverse event occur preventing business as usual 
measures. 
 

 

The Service Provider is required to supply details of their organisational approach to 
Cyber and Information Security and their ability to meet the security requirements 
detailed in the Security Baseline Standard 
 

 

The Purchaser requires annual audit reports from the supplier to provide assurance 
on effectiveness of related internal controls.  
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Appendix C – Definition of Roles 

 

Role Definition  

 

Scrum Master The Scrum Master will be considered an Agile subject-matter expert, have 
excellent logic and problem solving skills, and the drive to make a difference. 
They will be responsible for participating proactively in developing and 
maintaining team standards, tools, and best practices, identifying and 
removing impediments, and preventing distractions. Facilitate discussion and 
conflict resolution, empower the team to self-organise, serve as liaison 
between technical and non-technical departments and communicate with 
other management, developers, product managers, and technical support 
specialists on product issues.  

Relevant project management experience and Scrum Master experience. 
Thorough understanding of agile software development methodologies, 
values, and procedures. Thorough understanding of technical issues.  

Relevant practical experience working on large-scale complex programmes 
and spanning a wide range of applications and technologies.  

Desirable to have a background in public sector IT delivery and ideally 
experience in leading technical teams.  

 

SPM Technical 
Architect 

The SPM technical architect must have significant previous experience of 
designing and implementing robust, scalable and secure SPM services. 

The technical architect will take responsibility for ensuring that systems 
architectures balance functional and non-functional (e.g. service quality and 
systems management) requirements.  Candidates for the role must be able to 
demonstrate the practice of sustainable, secure, maintainable and efficient 
design across multiple projects in a wider programme of work. 

The technical architect will be expected to provide direction, guidance and 
definition of technical architecture to others across the Social Security 
Programme and Chief Digital Officer division.  

Application proficiencies and experience in IBM WebSphere, Rational 
Software Architect, IBM DB2, Linux, Gitlab, JIRA, Confluence are essential.  
A deep understanding of the SPM Enterprise Framework is also needed. 

The technical architect must have an working knowledge of standard 
technical practices including unit testing, version control, continuous 
integration, coding standards, design patterns & refactoring.  

Experience of working in agile projects/programmes is a must. In particular, 
candidates must be proficient in iterative software development and 
understand the associated responsibilities, practices and artefacts.  

A background in the public sector, ideally in the social welfare domain, is 
desirable. 

 

SPM Business 
Architect 

The SPM Business Architect must have previous and extensive IBM Social 
Program Management (SPM) business-related architecture experience. 



Role Definition  

 

Relevant practical experience as a Business Architect working in large 
organisations and on large-scale complex programmes. Must be 
accomplished in translating strategy, the purpose of the organisation and 
constraints (legal, financial and otherwise) into a set of business-level 
designs.  

Must have well developed skills in stakeholder engagement at all levels, with 
people from business and technical backgrounds, internal and public facing. 
Including multi-channel service design, process design and business 
information architecture.  

Experience in the practicalities of organisational change management is 
highly desirable.  

A background in the public sector and ideally in the social welfare domain is 
desirable.  

Experience of creating business architecture models demonstrating how 
products, operations and systems inter-operate within organisations.  

Must be able to conduct analysis to determine best path for solving business 
problems/opportunities that may include process improvement, systems 
enhancement, user training, and/or software procurement.  

Ensure SPM solutions developed are aligned to enterprise architecture 
standards and principles, leverage common solutions and services, and meet 
financial targets (cost and benefits).  

Evaluate project impacts and escalate issues and risk appropriately.  

Provide overall direction, guidance and definition of business architecture to 
effectively support business strategy.  

Lead Senior Management through the development of a SPM business 
architecture plan. Evaluate and present information that will facilitate effective 
and timely decision-making through written and oral communication materials 
that effectively summarise findings with recommendations.  

Work with the business to integrate capability planning and SPM roadmaps 
into their strategic planning and project implementations. 

Identify planning and initiative needs and ensure proposed initiatives fit with 
business capability road-maps.  

Lead the effort to identify and document capability and initiative needs and 
strategic prioritisation into SPM business architecture deliverables 
 

SPM Business 
Analyst 

The SPM Business Analyst must have hands-on experience of IBM Social 
Programme Management (SPM) software  

Experience with SPM business analysis, design, development, architecture, 
integration, production support, and project leadership  



Role Definition  

 

Agile Business Analyst with practical experience working across various 
methodologies such as Scrum, Kanban, SAFe  

Experience of functional analysis, software design, Process modelling, 
business process flow diagram.  

Extensive experience developing business cases, eliciting and managing 
requirements, documenting use cases, and testing implementation of product.  

A background in the public sector and ideally in the social welfare domain is 
desirable. 
 

SPM Developer The SPM Developers must have significant hands-on experience of IBM 
Social Programme Management (SPM) software  

Extensive experience with SPM business analysis, design, development, 
architecture, integration, production support, and project leadership  

Deep understanding of the SPM Enterprise Framework (CEF)  

Application proficiencies and experience in IBM WebSphere, Eclipse, 
Rational Software Architect, IBM DB2, Linux, CVS, Subversion, Tomcat, 
JIRA, Axure. 

Awareness of standard technical practices including unit testing, version 
control, continuous integration, coding standards, design patterns & 
refactoring.  

Familiar with design work and graphics manipulation as well as realising 
static mock-ups in CSS and HTML with high fidelity.  

Experience of working in agile projects/programmes. In particular they must 
be proficient in iterative software development and understand the associated 
responsibilities, practices and artefacts.  

A background in the public sector and ideally in the social welfare domain is 
desirable. 

The Purchaser requires that all Lead Developers are certified SPM 
practitioners. Junior Developers must be on a known path to certification e.g. 
IBM Cúram SPM V7.X Application Developer 

Quality 
Assurance 
Analyst 

Working as part of a testing team within an agile development environment, 
the QA Analyst will:  

Review and input to requirements and design documents from the 
perspective of testability  

Develop, document (within the test management tool) and maintain functional 
test cases (manual and automated) and other artefacts, for end to end and 
integration testing, using appropriate test basis as input  



Role Definition  

 

Execute tests/retests and document results and evidence; isolating and 
logging defects where appropriate  

Support the Business users in test planning and execution of end to end 
testing  

Hold and participate in test plan/case reviews with team members and other 
stakeholders  

Accurately report progress, and raise any issues, dependencies, risks to the 
Test Lead/Manager  

Strive for continuous improvement; input to test improvements roadmap; Be 
an active participant in the Testing Practice and Testing forums;  

The Quality Assurance Analysts must have significant hands-on experience 
of IBM Social Programme Management (SPM) software  

Experience of working in agile projects/programmes.  

Demonstrable experience of working as a tester as part of an Agile Delivery 
Team with involvement in integration and end to end testing.  

Good understanding and experience of testing processes and procedures, 
test analysis, test design, test execution, diagnostics, recording and reporting  

Demonstrable experience in collaborating in design and User Story 
refinement, and determining and implementing Risk Based Test Approaches  

Experience of testing on IBM WebSphere,JAVA, JSON, XML and in API 
testing using tools such as Postman, RestAssured  

Working knowledge of DB2/SQL  

Some experience with the use of automation tools and frameworks within an 
Agile delivery environment – especially Serenity BDD, Selenium, Cucumber, 
Gherkin, JMeter  

Experience of configuration management and deployment tools such as GIT 
and Jenkins  

Working knowledge of JIRA Writing and delivering robust tests at each level 
of the software development cycle. Experience of Analysing and reporting on 
test results. Working alongside the development team to embed automated 
testing into the development 

Experience of Test Management tools such as QTest, Quality Center  

A background in the public sector and ideally in the social welfare domain is 
desirable.  

 



Role Definition  

 

Dev Ops Relevant experience of deploying and supporting services and code for large, 
complex solutions on Amazon Web Services (AWS).  Will have a deep 
understanding of the AWS platform and deep experience with Infrastructure 
as Code for automation and configuration management.  

Solid and demonstrable understanding of Continuous Integration and 
Continuous Delivery methodologies.  

Ability to work within an agile development and DevOps approach is 
essential.  

Candidates must have good knowledge of standards, architectures and best 
practices for infrastructure, network and systems security and service 
availability.  A good knowledge of performance tuning, setting up system 
monitoring, of capacity planning, business continuity, system support and 
failure diagnosis is also required. 

Relevant experience of using tools such as Cloud Formation, Terraform and 
Ansible is a must.  

Knowledge and experience (including in the application) of cloud 
infrastructure automation tools is desirable.  

Role will be based full time in Scotland, predominantly in Glasgow and 
Edinburgh however there will be a requirement to participate in a 
collaborative schedule for 24/7/365 support and maintenance. 

 

Integration 
Architect 

Relevant practical experience as an Integration Architect, leading the design 
and implementation of robust, scalable, open and secure integration services 
ensuring delivery to the highest standard.  This must include experience 
collaborating with external suppliers to ensure that their system architectures 
meet Social Security’s requirements around integration points. 
 
Will have proven knowledge and experience of integration design using the 
following:- 
• System integration patterns (SOA, MicroServices, ETL, ESB, File 
Transfer) 
• HTTP, XML and JSON 
• API Gateways and SOAP / RESTful web services 
 
Desirable to have knowledge of Identity Federation and Authentication using 
oAuth2, OpenID Connect or SAML. 
 
Role will be based full time in Scotland, predominantly in Glasgow and 
Edinburgh but there will be an expectation to travel to other locations in the UK 
as required 
 

Content Designer Must take complex language and processes and make them simple to 
understand working with people who don’t understand, or are unfamiliar with, 
good web usability and user experience design. 
 
Responsible for explaining processes clearly and use quantitative and 
qualitative data to support editorial decisions.  Audit existing content and 
identify gaps in user needs.  Run content planning workshops and meetings 



Role Definition  

 

with stakeholders and influence stakeholders towards a user-centred 
approach to content.  Creating and iterating content for end-to-end services.  
 
Identifying and applying appropriate content types to suit user requirements.  
Monitoring the performance of content and tools and work with a multi-
disciplinary team to understand user behaviours and feedback.   
 
Reviewing content produced by others against digital standards and 
guidelines and must lead on the development of standards and guidelines for 
content design and strategy. 
 
Must also maintain relationships with subject matter experts to make sure 
content is accurate and developed over time. 
 

Senior Service 
Designer 

Design the end-to-end journey of a service. This helps a user complete their 
goal and government deliver a policy intent. Their work may involve the 
creation of, or change to, transactions, products and content across both 
digital and offline channels provided by different parts of government.  

 
Other Main Duties  
Support the design and implementation of services, strategies, and policies to 
ensure business requirements and user needs are being met.  

Advocate for inclusive, collaborative, user centred service design practices 
and embed them into service design and delivery.  

Advise on which service design tools and methods to use.  

Work with user researchers to understand and meet the needs of users across 
a variety  
of channels  
Champion design for users for whom assisted digital and / or accessibility 
technologies are required to access a service.  

Facilitate co-design with design teams, citizen services users, and other 
stakeholders.  

Prototype and validate proposed design solutions using a variety of 
prototyping tools.  

Identify and understand constraints, communicate these and work within them 
(including challenging the validity of constraints where appropriate whilst 
ensuring standards are being met).  

Make and guide on design decisions and communicate how decisions have 
been reached.  
 
Experience 
Experience in a digital service design setting, designing and delivering a wide 
range of service design activities including: support team members to 
understand the value of design, negotiating design briefs and service 
developments, leading service design activates, and delivering service 
outcomes based on user, staff and organisational needs. 

Ability to choose and apply appropriate user-centred design methods (from 
data gathering, idea &concept generation, and prototyping) for different design 
life cycle phases and situations. 
 
Ability to communicate design approaches and insights effectively in such a 
way as to stimulate conversation and collaboration. 



Role Definition  

 

Knowledge of other user centred design practices and experience of 
collaborating with them for service delivery. 

 

Service Designer Designs the end-to-end journey of a service helping users 
complete their goals.  Their work may involve the creation of, or 
change to, transactions, products and content across both 
digital and offline channels provided by different parts of 
government. 
Able to develop designs based on evidence of user needs and organisational 
outcomes.  
 
They can be trusted to make good decisions and can recognize when to ask 
for further guidance and support. They will contribute to the development of 
design concepts, they must be able to interpret evidence-based research and 
incorporate this into their work. 
 
Main duties include: 
 
Support the design and implementation of services, strategies, and policies to 
ensure business requirements and user needs are being met. 
Advocate for inclusive, collaborative, user centred service 
design practices and embed them into service design and 
delivery.  
Use service design tools and methods as directed. 
Work with user researchers and senior service design colleagues to action 
user insights.  
Champion design for users for whom assisted digital and / or accessibility 
technologies are required to access a service. 
Assist the facilitation of co-design with design teams, citizen services users, 
and other stakeholders. 
Contribute to prototyping and work with senior colleagues to validate proposed 
design solutions using a variety of prototyping tools. 
Work with senior colleagues to understand and work within constraints. 
Inform design decision making and support communicating how decisions 
have been reached. 

Knowledge 
Experience in a service design setting, delivering a range of service design 
activities including: support team members to understand the value of design, 
negotiating design briefs and service developments, leading service design 
activates, and delivering service outcomes based on user, staff and 
organisational needs. 

Demonstrates the ability to choose and apply appropriate user-centred design 
methods (from data gathering, idea & concept generation, and prototyping) for 
different design life cycle phases and situations. 
Ability to communicate design approaches and insights effectively. 
Knowledge of other user centred design practices. 
 

 

 

 



Appendix D - Background Carer Benefits  

 

• The Scottish Government has made a number of improvements to social security support for 

carers since agreement was reached in 2015 to devolve some powers over carer benefits.  

• Powers set out in the Scotland Act 2016 allow the Scottish Government to pay benefits to people 

providing 'regular and substantial care' to 'a person to whom a disability benefit is normally 

payable’.1 

• In September 2018 responsibility for Carer’s Allowance (the main UK benefit specifically for 

carers) transferred to Scottish Ministers to allow for extra support to be provided to Carer’s 

Allowance recipients in Scotland through the Carer’s Allowance Supplement  

• Carer’s Allowance Supplement is a new payment from Social Security Scotland, introduced to 

increase CA because it was otherwise the lowest of all working age benefits. The first payments 

were made in September 2018. 

• Young Carer Grant, a new annual payment of £308.15 for carers aged 16 to 18, the first of its kind 

in the UK, launched in October 2019 (values are subject to change). 

• In June 2020, an extra Coronavirus Carer’s Allowance Supplement was paid to carers in receipt 

of Carer’s Allowance Supplement, in recognition of the particular impacts of the pandemic on 

Scotland’s carers. Legislation introduced in August 2021 will provide for another extra 

Coronavirus payment to be made in December 2021 if passed.  

• Carer’s Allowance will be replaced in Scotland by Scottish Carer’s Assistance. From launch, this 

will provide an improved service and ensure carers are given more information on wider support 

available to them. It will also introduce extra payments for those with multiple caring roles. 

• Work is ongoing with carers and stakeholders to consider other changes which could be made 

through Scottish Carer’s Assistance and a consultation on proposals is planned for winter 

2021/22.  

 

Carer’s Allowance 

 

• Carer's Allowance is the main social security support available specifically for carers in the UK. It 

is non means-tested, which means eligibility isn’t based on a carer’s income or household income 

(with the exception of the earnings threshold below).   

• Carer’s Allowance is an ‘income replacement’ benefit as it is designed to provide some financial 

support for carers who are less able to take on paid work because of their caring responsibilities. 

There are no work requirements for carers receiving Carer's Allowance. 

• It is ‘non-contributory’ which means eligibility isn’t affected by a carer’s National Insurance record.  

• The rate of Carer’s Allowance is £67.60 a week in 2021/22.  

• To get Carer's Allowance, carers need to be: 

• 16 or over 

• spend 35 or more hours a week caring for someone in receipt of a specified disability 

benefit2   

• not be in full-time education, and  

• not earning more than £128 a week (after certain deductions).  

• Carers can only claim Carer’s Allowance once even if they are caring for multiple disabled people.  

 
 
 
2 The qualifying disability benefits are: Personal Independence Payment - daily living component/equivalent Adult 

Disability Payment when available, Disability Living Allowance - the middle or highest care rate/equivalent Child 
Disability Payment when available, Attendance Allowance/Pension Age Disability Payment when available, 
Constant Attendance Allowance at or above the normal maximum rate with an Industrial Injuries Disablement 
Benefit, Constant Attendance Allowance at the basic (full day) rate with a War Disablement Pension, Armed 
Forces Independence Payment 



• If more than one person provides care for the same disabled person, only one of them can claim 

Carer’s Allowance.  

• Carer’s Allowance has complex interactions with some benefits that remain reserved to the UK 

Government. Carers can’t receive Carer’s Allowance at the same time as other ‘income 

replacement’ benefits provided for the same purpose, including State Pension, and contribution-

based Employment and Support Allowance. This is known as the ‘overlapping benefits’ rule. 

Carers who are entitled to Carer’s Allowance but receive an ‘overlapping benefit’ instead are said 

to have ‘underlying entitlement’ to Carer’s Allowance.  

• Carers in receipt of Carer’s Allowance (and those with ‘underlying entitlement’) who are on low 

incomes may be entitled to extra support in means-tested benefits. Carer Premiums are included 

in Pension Credit, Income Support, Housing Benefit, non-contributory Employment and Support 

Allowance, and non-contributory Jobseeker’s Allowance. Carers on Universal Credit may also 

receive a Carer Element if they receive Carer’s Allowance, have underlying entitlement, or if they 

would receive Carer’s Allowance but earn over the income threshold.  

• Carer’s Allowance is counted as income for tax purposes so some carers may be taxed on it. 

• Carer’s Allowance is up-rated annually so the amount increases to reflect increases in living 

costs.     

• In November 2020, around 82,300 people in Scotland were getting Carer's Allowance. Around 

69% of Carer’s Allowance recipients are women. The number of people receiving Carer's 

Allowance is rising steadily and this is expected to continue. 

• In November 2020, around 39,000 carers had ‘underlying entitlement’ to Carer’s Allowance.  

 

Carer’s Allowance Supplement 

 

• Carer’s Allowance Supplement is paid by Social Security Scotland and was introduced by the 

Scottish Government in September 2018, as a top up to Carer’s Allowance, to address the fact 

that Carer’s Allowance was otherwise the lowest of all working age benefits.  

• Carer’s Allowance Supplement is paid automatically to carers living in Scotland and getting 

Carer’s Allowance, using information provided by the DWP. It increases Carer’s Allowance by 

around 13% and payments are £231.40 in 2021 (values are subject to change). 

• Carer’s Allowance Supplement is up-rated annually so the amount increases to reflect increases 

in living costs. 

• Carer’s Allowance Supplement is taxable, so carers may be taxed on their payments if they have 

income over the personal tax allowance.  

• In line with the Fiscal Framework agreement between the UK and Scottish Governments that ‘any 

new benefits or discretionary payments introduced by the Scottish Government must provide 

additional income for a recipient and not result in an automatic offsetting reduction by the UK 

government in their entitlement elsewhere in the UK benefits system’ – Carer’s Allowance 

Supplement is disregarded as income in DWP reserved means-tested benefits.  

• To allow Carer’s Allowance Supplement payments to be made, responsibility for Carer’s 

Allowance transferred to Scottish Ministers in September 2018. Carer’s Allowance is being 

delivered in Scotland by DWP on behalf of Scottish Ministers until Scottish Carer’s Assistance is 

being delivered in full by Social Security Scotland.  

• Since launch, 489,350 Carer’s Allowance Supplement payments have been made to 113,750 

carers.  

• In June 2020, an additional Coronavirus Carer’s Allowance Supplement was paid to eligible 

carers, in recognition of the impacts of coronavirus on unpaid carers. This was £230.10, doubling 

the standard payment. Legislation introduced in August 2021 will provide for a second additional 

Coronavirus payment to  be made in December 2021 if passed.  

 

 

 



Carer’s Additional Child Payment  

 

• Carer’s Allowance can only be claimed once regardless of the number of people a carer is caring 

for.  

• Research, including by the University of Leeds commissioned by the charity Contact3, has found 

that caring for more than one disabled child has additional impacts on carers in terms of their 

health, wellbeing, and employability.   

• The Scottish Government is committed to providing extra support to people in receipt of Carer’s 

Allowance/Scottish Carer’s Assistance who are caring for more than one disabled child, in 

recognition of these impacts. Work on this new support, known as Carer’s Additional Child 

Payment, had to be paused as a result of the coronavirus pandemic.  

• It is now planned that this extra support will be delivered as part of Scottish Carer’s Assistance, 

and it is being considered whether this can be extended to meeting the 2021 SNP manifesto 

commitment to provide additional support to those caring for more than one person of any age.   

  

 
3 Caring more than most (2017) Contact 

https://contact.org.uk/media/1169000/caring_more_than_most_full_report.pdf 
 
 

 

 

https://contact.org.uk/media/1169000/caring_more_than_most_full_report.pdf


Appendix – E– Background to Winter Benefits 

 

Low Income Winter Heating Assistance 

Full service launch date: Winter 2022  
 

Eligibility 
 
Eligibility for LIWHA (LIWHA) is based upon the qualifying benefits and conditions currently 
used by the DWP to determine eligibility for Cold Weather Payments. 
 
Clients in Scotland will be eligible for LIWHA if they are in receipt of one of the benefits 
below and meet at least one of the qualifying conditions at a particular point in time (the 
timing of the eligibility period is still to be agreed and will be included in the LIWHA 
Consultation). 
 

Benefit in Payment Qualifying Conditions 

Income Related Employment 
Support Allowance (ESA(IR)) 

Eligible for LIWHA if they receive: 

• a disability premium,  

• a severe disability premium,  

• any one of the pensioner premiums, a child disability 

premium within IS/JSA/DLA/PIP or Child Tax Credit 

(CTC), or  

• they have a child under 5 years. 

Income Related Employment 
Support Allowance (ESA(IR)) 
 

Eligible for LIWHA if they receive:  

• placed in the support group or the work-related activity 

group  

• receive a severe or enhanced disability premium, or 

pensioner premium  

• or have a child who is disabled for whom they receive a 

disability premium within ESA/DLA/PIP or CTC  

• or have a child under 5 years. 

Pension Credit Eligible for LIWHA. 

Support for Mortgage Interest loan 
(SMI) 
 

Eligible for LIWHA if they receive: 

• a disability premium,  

• a pensioner premium,  

• have a child who is disabled,  

• receive Child Tax Credit that includes a disability or 

severe disability element  

• or have a child under the age of 5 living with them. 
 

Universal Credit Eligible for LIWHA if they receive, or have underlying 
entitlement to, 

• the limited capability for work element 

• a limited capability for work element with a work related 

activity element, 

•  they receive a disabled child element 

•  or have a child who is disabled  

• or under the age of 5. 

• NB:- In addition they must also not be employed or self-

employed, except where there is a child who is disabled 

in the family. 

 

The volume of eligible clients varies and forecasts of future volumes have not yet been obtained from 
the Community Analysis Division. There is a high level estimate of 400,000 eligible clients. This is 



based on analysis of published data from DWP of clients in Scotland who were potentially eligible for 
a Cold Weather Payment based on the above qualifying conditions. 

 

 2020/21 2019/20 2018/19 2017/18 2016/17 2015/16 

Total Eligible 
Recipients 

356,000 365,000 385,000 393,000 409,000 415,000 

 

Re-determination and appeal rights will apply to LIWHA. 

 

 

Pension Age Winter Heating Assistance 

Full service launch date: Provisional date of Winter 2024 

 

Eligibility 
 
Clients will be eligible for Pension Aged Winter Heating Assistance if, on at least one day in the third 
week in September (“the qualifying week”), they: 

• Were above state pension age (expected to be 67 years old in 2024) 

• Were resident in Scotland 

Clients who live in Switzerland or an eligible European Economic Area (EEA) country may also be 

able to get PAWHA if they are able to demonstrate a genuine and sufficient link to Scotland. 

The level of award depends on the age of the client and whether they live with anyone else who 

qualifies for Pension Aged Winter Heating Assistance. Payments of between £100 - £300 will be 

made based on the criteria below. 

 

 Aged above pension age but 

under 80 years old 

Aged 80+ 

The client live alone (or with 

nobody else who qualifies) 

£200 £300 

The client lives with someone 

under 80 who qualifies 

£100 £200 

The client lives with someone 

over 80 who qualifies 

£100 £150 

The client qualifies but lives in 

a care home 

£100 £150 

 

The table below shows the forecast volumes of people above 67 years old in Scotland in future years, 

therefore the expected number of clients. 

 



 
Forecast number of people above 67 years old in Scotland (source Stat Xplore) 
 
The level of award made to eligible clients depends on their age and living circumstances so full 
analysis to be undertaken by Community Analysis Division. 
 
Official statistics from the DWP show that in winter 2019/20 there were 983,030 Winter Fuel 
Payments made to clients in Scotland. With increased volumes of eligible clients, and an increasing 
number of people living over 80 years old, the value of payments is expected to increase. 
 
Re-determination and appeal rights will apply to PAWHA. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Appendix F – List of Scottish Government Public & Privilege Holidays 

Please note that public & privilege holidays for 2022-2023 have not yet been published.  The tables 

below illustrate holidays which need to be observed throughout the year. 

Glasgow 2021-22 

Holiday Date 

Good Friday Friday, 2 April 2021 

Easter Monday Monday, 5 April 2021 

May Day Holiday Monday, 3 May 2021 

Spring Holiday Monday Monday, 31 May 2021 

Glasgow Fair Monday Monday 19 July 2021 

Autumn Holiday (pm) Friday, 24 September 2021 (pm only) 

Autumn Holiday Monday, 27 September 2021 

St Andrew's Day Holiday Friday, 26 November 2021 

Christmas Day Monday, 27 December 2021 

Boxing Day Holiday Tuesday, 28 December 2021 

New Year's Day Monday, 3 January 2022 

New Year's Day Holiday Tuesday, 4 January 2022 

 

Dundee 2021-22 

Holiday Date 

Good Friday Friday, 2 April 2021 

Easter Monday Monday, 5 April 2021 

May Day Holiday Monday, 3 May 2021 

The Queen's Official Birthday Friday, 28 May 2021 

Spring Holiday Monday Monday, 31 May 2021 

Autumn Holiday (pm) Friday, 1 October 2021 (pm only) 

Autumn Holiday Monday, 4 October 2021 

St Andrew's Day Holiday Friday, 26 November 2021 

Christmas Day Monday, 27 December 2021 

Boxing Day Holiday Tuesday, 28 December 2021 

New Year's Day Monday, 3 January 2022 

New Year's Day Holiday Tuesday, 4 January 2022 
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THIS SCHEDULE COMPRISES SCHEDULE 2 TO THE FOREGOING SERVICES CONTRACT 
BETWEEN THE SCOTTISH MINISTERS ACTING THROUGH SCOTTISH GOVERNMENT AND IBM 

UNITED KINGDOM LIMITED 

 
 

SCHEDULE 2 
 

STATEMENT OF REQUIREMENTS 
Part 1 

SPM ENHANCEMENTS, NOTIFICATIONS, LIVE RUNNING & SCP 

 
 
1. PURPOSE 

 

1.1 Scottish Ministers, through the Social Security Programme (SSP) require a Service Provider(s) 
to support design, development, maintenance, enhancements and delivery of Disability benefits 
and Scottish Child Payment, and associated service component requirements. 

 

1.2 The services provided through this contract will be part of the programmes Disability benefits, 
working closely with the wider SSP under overall direction of Disability Benefits, Case Transfers 
and Low Income Benefit Service Managers as appropriate. 

1.3 The services will be delivered working alongside multidisciplinary teams of the Social Security 
Programme and Social Security Scotland across Edinburgh, Glasgow, Dundee and other 
governmental departments as and when required. 

 

1.4 The Service Provider will be required to work collaboratively with other service provider(s) or 
other person(s) engaged by the Purchaser in connection with the Services. 

 

1.5 The Service Provider must have previous design, configuration and implementation experience 
of the Social Program Management (SPM) product. 

 

1.6 The contract is for the provision of services to further develop SPM for processing devolved 
social security benefits to include: 

 

1.6.1 Programme Live Running function to manage defects/incidents and resolve issues 
impacting live services for Disability benefits, Case Transfers and all future benefit 
releases prior to responsibility being handed over to Social Security Scotland Live 
Service teams. 

 

1.6.2 Disability Enhancements function to continue to develop improved functionality to 
existing live Disability benefit services, case transfers and Scottish Child Payment 
Phase 2. 

 

1.6.3 Notifications function to deliver notifications for multiple programme teams for existing 
live services and future benefit deliveries. 

1.6.4 A route-to-live functionality will be delivered alongside any 
enhancements/defects/incidents that will provide full regression testing capability to 
ensure feature changes do not have a direct effect upon production. 

 

1.6.5 Embedding of Knowledge Transfer from the Supplier to SSP and Social Security 
Scotland throughout the engagement. 

1.7 Scottish ministers have already delivered Low Income benefit services that have transitioned to 
Social Security Scotland. In addition, the complex Disability benefits and related Case Transfers 
have been delivered in part at this point with further deliveries in 2022 and finally the next phase 
of delivery for the Scottish Child Payment will also take place in 2022 as per the below schedule: 
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1.7.1 Child Disability Payment was delivered through a pilot in July 2021 and nationally in 
November 2021. 

 

1.7.2 Child Disability Payment Case Transfers was delivered in in October 2021 and is due 
to complete by March 2023. 

 

1.7.3 Adult Disability Payment pilot launched in March 2022 and will be fully national in August 
2022. 

 

1.7.4 Adult Disability Case Transfers will commence from June 2022. 

1.7.5 Working Age Disability Living Allowance case transfers will commence from August 
2022. 

 

1.7.6 Scottish Child Payment Phase 2 will be launched in November 2022. 

1.7.7 Programme Live Running and notifications will support further future benefit launches 
including Low Income Winter Heating, Scottish Carer’s Assistance and Pension Age 
Disability Payment. 

 

1.8 The contract will replace the existing contract that facilitates these functions currently in relation 
to Disability Enhancements, Notifications, Programme Live Running, Case Transfers and 
Scottish Child Payment Phase 2. 

 

1.9 The Scottish Government’s vision for social security is an approach which puts respect for the 
dignity of the individual at the heart of our policies, processes and systems. To support this, our 
approach to digital and technology solutions is one which is ‘benefit neutral’, with an expectation 
that solutions will support multiple benefits irrespective of their type, entitlement, or payment 
frequency. 

 

1.10 A single, integrated benefit platform is a key guiding principle of the Social Security Digital and 
Technology Strategy, which is aimed at providing a citizen-centric, evidence based approach to 
benefit processing. 

 

1.11 This project has an estimated value of £50m over the 2 year initial period, however as the 
contract is demand lead this could be subject to change (either below or above the estimated 
value). 
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2. APPROACH 

 

2.1 Building on the successful delivery of a number of benefits to date, the Purchaser is looking to 
undertake work to review existing capabilities and develop enhancements to the services 
outlined above. The Purchaser is looking to establish capacity to manage defects/incidents and 
bug fixes as part of the Programme Live Running function. The Purchaser is looking to 
undertake work to deliver new, improve and maintain system generated notifications for existing 
services and new services yet to be launched. 

 

2.2 The aim is to identify and deliver new capabilities and further improvements to the user 
experience by introducing additional service functionality and standardising the service 
wherever possible whilst increasing effectiveness and efficiency of Social Security Scotland 
operations, including through reduction of manual interventions. The further aim is to provide 
Live Running capacity to support deliveries beyond the hyper support periods with defect 
resolution prior to agreeing handover of this responsibility to Agency Live Service. 

 

2.3 The overall scope is applicable to Disability benefits, Case Transfers, Scottish Child Payment 
and future benefit deliveries from design, development, implementation, maintenance and post 
launch support. 

 

2.4 The work will be delivered using agile methodology, building on existing user feedback and 
further user research to be undertaken as part of the overall deliverables. Against each of the 
in-scope services, the work will cover the end-to-end customer journey from Social Security 
Scotland client and operations perspectives. This may include, but not be limited to areas 
detailed in this specification. Throughout the engagement all work is subject to ongoing user 
research and prioritisation activity. 

 

2.5 Capacity currently exists to facilitate this work and it is our view that a similar set up made up of 
multiple scrum teams is required. 
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3. SCOPE 

 

3.1 The Service Provider is required to deliver Services to enable the Purchaser to deliver 
enhancements to existing Core and Enabling SPM capabilities that may sit outside of the core 
benefit delivery spaces which support operational and legislative requirements for the delivery 
of benefits and administration of such via Social Security Scotland. This will include: 

 

3.1.1 Enhancements and improvements to services in line with emerging needs 
 

3.1.2 Development of a broad range of common component functions from across the 
programme functions beyond the capabilities delivered via previous benefit releases 

 

3.1.3 Improvements to operational processes for audit including automated audit and risk 
controls 

 

3.1.4 Improvements to user experience, including ensuring design and development is 
accessible and inclusive 

 

3.1.5 Facilitate effectiveness and efficiency of the Agency operations 
 

3.1.6 Provision for ongoing policy and legislative change 

3.1.7 Development, improvements and maintenance of SPM core functionality 
 

3.1.8 Delivery and maintenance of system generated notifications for existing and future 
benefits. This includes letters and forms generated from SPM and the usage of 
gov.notify to generate SMS and email. 

 

3.1.9 Deliver defect resolution within the Programmes Live Running space to support existing 
live services and new services yet to be launched prior to this responsibility being 
handed over to Live Service within Social Security Scotland. 

 

3.2 Governance of the scope of this process and related costs will be overseen by the Social 
Security Programme. 

3.3 The Service Provider must comply with the service standards detailed in the Appendix A to this 
Schedule, including but not limited to; Digital First Service Standard; Accessibility Guidance; 
and Agile Ways of Working 

 

3.4 The services and Deliverables from this Contract must be consistent with the Purchasers’ 
configuration and design of SPM and other integrated services. The Service Provider will be 
required to integrate all deliverables with existing services and ensure that all technical and 
configuration standards have been met. 

 

3.5 For each Order for Services made by the Purchaser, a Statement of Work will be executed for 
each order and will be agreed by both parties using the SOW procedure and Template contained 
in Schedule 19 (Ordering Procedures). 

3.6 In accordance with paragraph 1.5 of Schedule 19 (Ordering Procedures) the first SOW will be 
agreed post contract award with detail of the requirements provided at the inception meeting. 
The inception meeting will take place during the mobilisation period with the initial SOW 
expected to be agreed during the mobilisation phase of the Contract. The first SOW will cover 
the initial priorities for the first three months outlined at paragraph 4.1 of this Schedule. 

 

3.7 The Service Provider accepts that the Purchaser will not be obliged to proceed with the full 
specification of requirements specified within this Schedule. The need for the Purchaser’s 
requirements as detailed in paragraphs 4.2 to 4.4 of this Schedule will be determined solely by 
the Purchaser and agreed with the Service Provider in subsequent SOW(s). Both Parties agree 
that while multiple SOWs can run concurrently or overlap, that the SOWs may not run 



5 
 

consecutively and there may be instances where no agreed SOWs are operational on the 
Contract. The Purchaser will provide the Service Provider with a minimum notice period of two 
weeks in each SOW to advise the Service Provider of its intention to proceed with a subsequent 
SOW. 

 

3.8 The Purchaser will via the SOW Process specify priority requirements, outcomes and expected 
delivery timescales. 

 

3.9 The Service Provider must run a 6 month warranty period after full rollout has been completed 
to manage the developed solution and ensure it is then handed over safely to the Purchaser. 
The Service Provider must also commit to providing support of the developed solution to the 
Purchaser’s incident and problem management service organisation during this period. 

 

3.10 During the 6 month warranty period, the Purchaser would expect software, configuration, 
development defects that are discovered to be remedied by the Service Provider, including 
working with SG to test such remedied defects. The Service Provider must demonstrate that 
they can meet this support during the warranty periods in parallel to the ongoing development 
detailed in the sections above. 

 

3.11 The final warranty period will be from the final release, however, there is an expectation of 
continuous improvement and fix beyond each implementation, i.e. a delivery plan that shows a 
big bang implementation and then the team moving onto the next delivery will not be acceptable. 

 

3.12 As part of this period, the Service Provider will ensure knowledge transfer to the SSP and Social 
Security Scotland, building the capability of the team and mentoring them to take ownership of 
the service. 
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4. REQUIREMENTS 

 

4.1 Initial Priorities for SOW 1 

 

It is our expectation that the priority requirements identified below, will be delivered in the first 3 
months of the agreement via SOW 1 or multiple SOW’s due to the range of services required. 

 
4.1.1 Outputs required for the initial 3 months of the agreement are as follows: 

 

4.1.1.1. Undertake an agile Discovery and Alpha activity to create a prioritised backlog of 
required deliverables if required. 

 
4.1.1.2. Reflect user feedback within service design requirements to provide a consistent 
service approach aligned with wider strategic outcomes and deliverables of the Social Security 
Programme. 

 
4.1.1.3. Take forward immediate development of backlog stories already defined with a view 
to release functionality as early as possible post completion of the Discovery and Alpha 
activity. 

 
4.1.1.4 Fully participate in knowledge transfer sessions organised by purchaser. 

 

4.1.1.5 Review and comment on the Integration Definitions already produced by the 
Purchaser’s SPM Solution Architects. Take forward immediate development of the technical 
design with a view to developing the interface code as soon as possible to enable early 
testing. 

 
4.1.1.6 Establish a Live Running service with the appropriate skills and knowledge to continue 
the existing work in a seamless manner to ensure no break in service. 

 
 

4.2 Disability Benefits, Case Transfer and Scottish Child Payment Requirements 
 

 

4.2.1 The development, configuration, integration and testing of the SPM solution for the 
delivery of Disability enhancements, this includes Child Disability Payment, Adult 
Disability Payment, Case Transfers (Child Disability Payment and Adult Disability 
Payment), Working Age Disability Living Allowance and Scottish Child Payment. 

 

4.2.2 This will require the Service Provider to understand and build on the configuration and 
implementation work carried out for existing live services. SPM will also be required to 
support additional new or devolved SG Social Security benefits in the future. 

 

4.2.3 Enhancements work will be defined and prioritised based on known new requirements 
or pain points identified through ongoing and future research that will provide an 
improved user experience for the services. The service provider will provide a proposal 
to achieve this key objective with the provision of User Centred Design expertise. 

 

4.2.4 Programme Live Running requirements will be defined on an ongoing basis as 
incidents and defects are raised and through analysis and prioritisation will be resolved 
with fixes being deployed within the programme release schedule. Initially this support 
will be required on an ongoing basis for existing live services not yet handed over to 
Social Security Scotland Live Service and all future benefit releases. If required, 
provision of support and expertise to the Agency Live Support team on services handed 
over to Social Security Scotland Live Service will be available via agreed Statement of 
Works for an agreed period between Agency and SSP. 
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4.2.5 Notifications for development will be identified through collaboration with multiple 
programme teams in a prioritised fashion, defining the scope to be delivered aligned to 
plans and release schedules. 

 

4.2.6 It is estimated that the programme Live Running Team and Notifications Team will 
be required for the duration of the life cycle of the programme. For the purposes of this 
contract this will include a period of knowledge transfer prior to the existing contract(s) 
ending to be in place until December 2025 with an option to extend if required. 

 

It is estimated that the Disability Enhancements Team will be required for up to 2 
years. For the purposes of this contract this will include consider a period of knowledge 
transfer prior to the existing contract(s) ending to be in place until December 2024 with 
an option to extend if required. 

 

4.2.7 Case Management System (SPM) 
 

4.2.7.1 Enhancements to end-to-end processes to allow a Client to apply, be assessed against 
eligibility, a decision and payment can be received for the benefit 

 

4.2.7.2 Introduction of new rules or amendments to existing rules based on changing policy and 
legislative requirements 

 

4.2.7.3 Requirement to support the review and documentation of the high level architectural 
view of the Scottish Child Payment Phase 2 solution 

 

4.2.7.4 Development of benefit specific enabling capabilities represented in SPM which support 
operational and legislative requirements for the benefit specific journey via an Agency of the 
Scottish Ministers; 

 

4.2.7.5 Develop SPM and ensure common details regarding clients and prospective client 
(registration, searches and any other details under the client) are stored and managed 
effectively with minimal impact on the future benefit landscape in mind. 

 

4.2.7.6 Defect resolution related to SPM which are raised analysed and fixed across multiple 
services. 

 

4.2.7.7 Ensure SPM is ‘future-proofed’ to accommodate changes which could be made after 
the initial launch e.g. changes to the length of the period benefit continues to be paid following 
the death of a cared for person 

 

4.2.7.8 Managed Case Transfers within SPM Requirements ongoing development if required 
 

4.2.7.9 Support enhancements to Case Transfer solution for Disability Benefits as outlined in 
4.2.1, within SPM where required, so that it assists the benefit teams to scale and develop their 
case transfer business processes effectively, in a streamlined manner, under agreed design 
principles. 

 

4.2.8 Interfaces 
 

4.2.8.1 Introduction of new internal interfaces and enhancement of existing ones. 

4.2.8.2 Develop and manage common interfaces across the SPM benefit landscape in a benefit 
agnostic way that they can be used by future benefits. 

 

4.2.8.3 Deliver the strategic data interfaces required for Scottish Child Payment Phase 2 to 
replace tactical solutions that will require changes across all Low Income Benefits. 

4.2.8.4 Introduction of new third party interfaces and enhancement of existing ones including 
automation where possible 

 

4.2.8.5 Preference for SPM communication would be via secure API connectivity model where 
this is feasible. 
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4.2.9 Notifications: 

4.2.9.1 Develop and maintain system generated notifications across multiple service areas in a 
prioritised and agreed scope. 

 

4.2.9.2 Amendments and improvements to existing live notifications across multiple service 
areas on an ongoing basis. 

4.2.9.3 Enhanced personalisation of letters and increase number of automated letters to reduce 
volume of manual letters. 

 

4.3 Common Components & Programme Requirements 

4.3.1 Services consists of a diverse range of components with requirements delivered by a 
number of business areas and delivery teams across the Social Security Programme 
by feeding in requirements to build in SPM. This contract will facilitate Enhancements 
for a broad range of services that will include common components and wider 
Programme requirements to facilitate the needs of the services outlined in section 1.6. 
There may be a requirement to provide support for SPM changes within wider 
programme areas that may touch on or impact those areas where development work is 
being undertaken and delivered. A collaborative and aligned approach will be required 
This includes but is not exclusive to the following areas: 

 

4.3.2 Decision Making and Supporting Information: 
 

Disability Benefits requires complex decision making processes to enable Case 
Managers to provide an outcome of applications to clients. 

 

4.3.2.1 Eligibility rules configured in SPM 
 

4.3.2.2 Functionality to gather and receive supporting information to support decision 
making processes. 

 

4.3.2.3 Processing a case through the decision making path. recording details about the case 
and informing the client of the outcome. 

 

4.3.2.4 Facilitating a review of the case at an appropriate time 

4.3.3 Special Rules Terminal Illness: 
 

4.3.3.1 Special Rules for Terminal Illness ensures that clients who are terminally ill have         
a fast track route to receiving higher rate benefits for Disability benefits. 

4.3.4 Accessible Vehicles and Equipment: 
 

4.3.4.1 The Accessible Vehicles and Equipment scheme enables clients to access 
mobility vehicles and equipment e.g. cares, mobility scooters. 

 

4.3.5 Document Management 
 

4.3.5.1 Covers inbound and outbound mail, and a central document repository, which have 
been stood up and connected via the integration platform. 

 

4.3.6 Change of Circumstances: 

4.3.6.2 Client is able to report a change of circumstances that may impact the outcome of their 
application or a change to their contact details. 

 

4.3.7 Case Maintenance: 



9 
 

4.3.6.3 Functionality and processes that support ongoing maintenance of cases through the 
lifetime of their award. 

 

4.4 Potential Additional Requirements 

4.4.1 Any additional core requirements, common component or functionality which may be 
identified through programme re-planning / benefit delivery which have not yet been 
defined. 

 

4.4.2 Knowledge Transfer - The Service Provider will ensure knowledge transfer to the Social 
Security Programme, the Agency, and Chief Digital Office staff, building the capability 
of the team and mentoring them to take ownership of the service. 

 

4.4.3 SPM Upgrades Requirements Periodically upgrade SPM Core Product comprising of 
new SPM features and security fixes so that all the latest features and functionalities 
are available for benefit teams and be up to date with regards to the product road map 
and we don’t run out of product support 

 

4.4.4 Data Purge Requirements - Enhance an automated data purge functionality in SPM 
when a claimant requests their details to be deleted and comply with UK General Data 
Protection Regulations. Also build an automated periodic data purge functionality to 
facilitate good housekeeping as the benefit estate gets bigger. Ensure compliance with 
existing Social Security Scotland retention and disposal schedules. 

 

4.4.5 Full Record Print Requirements - Develop a solution in SPM when a claimant/appeals 
tribunal request for all the details available within the agency to be published under 
statutory norms. 

4.4.5.1 SPM Organisation Structure & Security Access Requirements 
 

4.4.5.2 Maintain and enhance the Organisation Structure in SPM for the entire 
operational landscape and ensure incremental expansion of teams for future 
benefits are smooth with minimal impact on benefit teams. 

 

4.4.5.3 Maintain and enhance user privileges and access control in SPM across the 
operational landscape and centralised implementation facilitates quick turnaround 
avoiding duplication. 
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5. AGILE WAYS OF WORKING 

 

5.1 The Service Provider will adopt established Purchaser methodologies for user-focused agile 
delivery wherever possible, any departures from this approach must be agreed with the 
Purchaser in advance. See: 

 

http://resources.mygov.scot/assessments/agile-overview/ 
 

5.2 The Service Provider will use Scrum (and appropriate scaled agile techniques) working 
practices and ceremonies including stand-ups, show and tells, retrospectives throughout the 
delivery. Regular health-checks will be employed to assure compliance. 

 

5.3 The Service Provider will only bring resources e.g. Service Designer and developers onto the 
project at appropriate times and only when needed. This will be in agreement with the Purchaser 
and specified in the SoW. 

 

5.4 The Service Provider will work with Purchaser architects to develop architecture artefacts to 
capture and communicate common understanding within the team and with wider stakeholders. 
These will then be approved by the Purchaser. 

http://resources.mygov.scot/assessments/agile-overview/
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6. COLLABORATIVE WORKING 

 

6.1 The Service Provider will work alongside the Service Design and Implementation supplier and 
other Suppliers in a proactive and collaborative manner. Attending meetings and workshops 
where required. 

 

6.2 The Service Provider is required to provide experience, knowledge and subject matter expertise 
to ensure full collaboration takes place with the with Service Design and Implementation supplier 
to enable service. 

 

6.3 The Service Provider will be required to sign the Design Governance Agreement and participate 
proactively in the Supplier Engagement Forum with the Purchasers other Service Providers and 
3rd Parties. 
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7. TECHNICAL DOCUMENTS 
 

7.1 The Service Provider must provide details regarding technology options and provide information 
so technology options appraisal documents can be shared through the appropriate governance 
routes and Digital First Service standard assessments. 

 

7.2 The Service Provider must deliver or contribute to a range of architecture artefacts and technical 
documentation to agreed Purchaser standards as well as attendance at governance meetings. 
This will include, but not be limited to: 

 

7.2.1 In support of the Technology Assurance Framework (TAF): 

7.2.2 Attendance at briefings and assessments as well as providing documentation to support 
the Digital First assessments (referred to as a D1 assessment) / Digital Scotland Service 
Standard) 

 

7.2.3 Attendance at interviews and production of supporting documentation to support the 
Major Stop/Go Approval Gates 

 

7.2.4 Documentation to support the Architectural Review Board (ARB) 
 

7.2.5 Solution architecture descriptions 

7.2.6 Integration architecture descriptions 
 

7.2.7 Interface definition 
 

7.2.8 Software configuration and extension documentation 

7.3 All technical documents must be delivered to a suitable (and agreed) level of detail that will allow 
for appropriate knowledge transfer to take place. 
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8. CONTRACT MOBILISATION 
 

8.1 The Parties will undertake a two week mobilisation phase immediately following Contract 
Commencement. 

8.2 The Service Provider will be required to attend a contract inception meeting during the 
mobilisation phase and work with the Purchaser to ensure: 

 

8.2.1 All required Service Provider Representatives have achieved the appropriate level of 
Purchaser Security Clearance and have completed an induction to working with the 
Purchaser. 

 

8.2.2 All project planning is complete including agreed milestones for the delivery of the 
Security Plan, Exit Management Plan, Detailed Implementation Plan and BCDR. 

 

8.2.3 Initial SOW/SOWs are agreed. 

8.2.4 Supplier has agreed to delivery timescales for Community Benefits requirements 
 

8.3 Security Clearance - The Service Provider will work with the Purchaser during a two-week 
mobilisation period at the beginning of the contract to ensure Scottish Government security 
clearances (Baseline Personnel Security Standard) are completed and induction and project 
planning is completed. NOTE: A separate Scottish BPSS clearance is a requirement for access 
to Scottish Government buildings and/or systems. A recent (within the last 12 months) Basic 
Disclosure certificate from Disclosure Scotland will be required for the BPSS process. 
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9. KEY ROLES 

 

9.1 The Service Provider will commit to the provision of key roles for the duration of the contract. To 
ensure continuity the Purchaser requires the Service Provider to ensure that named individuals 
fill key roles for the duration of the Contract. The Parties agree all named individuals in a 
Statement of Work will be Key individuals under Schedule 6 (Key Individuals) for the duration of 
the Statement of Work and the Service Provider must adhere to Clause 28 of the Contract, with 
respect to all Key Individuals. 

 

9.2 The Service Provider must be capable of supplying suitably trained and experienced Service 
Provider Representatives. The Purchaser requires that all Lead Developers are certified SPM 
practitioners. Junior Developers must be on a known path to certification e.g. IBM Cúram SPM 
V7 X Application Developer 

 

9.3 The Service Provider must also have the capacity to scale up multiple roles and scrum teams 
when required to meet the needs of the Purchaser which will be communicated to the Service 
Provider through the SOW process. The table below details the Purchaser’s expectation of the 
range of roles that will required for the first Statement of Work and may be indicative of the 
standard scrum team: however this list is not exhaustive (numbers required TBC by supplier) 

 

Table A: Key Roles 
 

Role 

Scrum Master 

SPM Technical Architect 

SPM Business Architect 

SPM Business Analyst 

SPM Developer 

QA 

Dev Ops 

Integration Architect 

Service Designer 
(UX) 
User Research 

Delivery Manager 

Incident Manager 

 
9.4 Whilst service delivery may be able to support a hybrid of both landed and remote working in 

the initial phase of the contract, this cannot be guaranteed for the duration of the contract and 
will be subject to review by the Purchaser therefore The Service Provider must ensure that all 
resources must also be eligible to work in the United Kingdom. 

 

9.5 Prior to any resource commencing on the project the Purchaser will require to see the CV of 
individual and agree their skills and knowledge are suitable. 

9.6 The Purchaser requires a minimum of four weeks' notice if there is to be a planned change to 
the Service Provider’s resource and the opportunity to approve any suggested replacement 

 

9.7 The Service Provider will provide suitable replacement Resources to cover absence through 
holidays and sickness etc. Replacement Resources must meet the same standards as those 
Resources that they replace. 

 

9.8 Additional role types alongside the core SPM resources to be considered and available if 
deemed a requirement by the Purchaser such as: 

▪ Supporting SPM Technical Capability: Skilled resources in the technology which supports the 
SPM deployment and tuning such as DB2, WebSphere, AEM and DevOps. 

▪ SPM User-centred Design Capability: To support future improvements and enhancements to 
the benefits, SPM focused user research and service design resources to ensure changes are 
developed to meet the user needs 
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▪ SPM Service Management Capability: As the benefits grow and the landscape becomes 
increasingly complex, it may be helpful for the provider to draw on Service Management 
resources with experience of these complex benefit deployments. 

 
9.9 The Supplier will be required to apply flexibility to accommodate the following: 

 

9.9.1 Resources will be expected to work for 7.5 hours per day, between the hours of 07:00– 
19:00, Monday to Friday and excluding Scottish Government public & privilege holidays 
(note that these are different to UK bank/public holidays – a list of published holidays 
for 2022-2023 is provided for illustrative purposes in Appendix F). 

 

9.9.2 The Supplier’s resources will have to work non-standard working hours from time to 
time e.g. when software is being released over a weekend. 

9.9.3 The Supplier will be required to agree with the Purchaser any change to working hours 
for any resource no less than one week in advance. 

 

9.9.4 Any offshore/remote resources provided through the contract will need to operate under 
the same working times/working pattern described above. 

 

10. SERVICE PROVIDER PERSONNEL 
 

10.1 Landed Resources: the Service Provider is required to adhere to the Purchasers policies 
governing HMG Baseline Personnel Security Standard (BPSS) clearance of foreign nationals, 
who have their permanent home (‘domicile’) outside of the UK, to provide co-located services. 
Co-location currently requires that Service Provider Representatives are based primarily in a 
Purchaser premise in Glasgow or Edinburgh, where full adherence to UK Government’s 
Immigration Legislation and Scottish Government's Baseline Personnel Security Standard 
(BPSS) requirements can be demonstrated. 

 

10.2 It is the Suppliers responsibility to ensure that prior to landing any non UK based resource, that 
UK Government’s Immigration Legislation, including the right to live and work in the UK status 
is fully complied with. 

 

10.3 Non Landed Resources: the Service Provider is required to adhere to the Purchasers policies 
governing HMG Baseline Personnel Security Standard (BPSS) clearance of foreign nationals 
with the exception of UK Government’s Immigration Legislation in relation to the right to live and 
work in the UK status, whereby the Parties have agreed to a remote working arrangement, 
enabling the Service Providers resource to work outside of the UK in delivery of the Contract. 

 

10.4 The Service Provider is required to demonstrate adherence to HMG Baseline Personnel 
Security Standard (BPSS) in respect of non-landed resource at an appropriate level to be agreed 
by the Scottish Government’s Director of Corporate Transformation and Workplace. 

 

10.5 Non Landed Resource changing to Landed Resource: the Service Provider is required to adhere 
to the Purchasers policies governing HMG Baseline Personnel Security Standard (BPSS) and 
UK Government’s Immigration Legislation as detailed above at para 10.1 of Schedule 2 - 
Statement of Requirements. 
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11. TECHNOLOGY STACK 

 

11.1 The Service Provider will be required to provide Resources with experience working with the 
following technologies, tools and methods: 

 

11.1.1 Server-side Java/JEE; 
 

11.1.2 HTTP, XML and JSON; 

11.1.3 IBM Social Programme Management software; 
 

11.1.4 JavaScript frameworks (e.g. NodeJS, RequireJS, Backbone.js, JQuery, etc.); 
 

11.1.5 SOAP or RESTful web services; 

11.1.6 Security Essentials (e.g. PKI, Mutual Authentication, TLS/SSL/IPSec etc); 
 

11.1.7 Integration Technologies; 

11.1.8 ETL tools - e.g. Informatica, Talend 
 

11.1.9 Messaging - e.g. MQ, AMQPFile 
 

11.1.10 Transfer tools - e.g. CoreFTP, SFTPPlus; 

11.1.11 Windows, Linux or Mac OSX operating systems; 
 

11.1.12 Unified Modelling Language (UML); 

11.1.13 Enterprise architecture methodologies and frameworks, e.g. TOGAF, ZACHMAN etc). 
 

11.1.14 Infrastructure as code (IaC) and Terraform 

11.1.15 Logging, Monitoring and Alerting – e.g. Elastic Stack 

 

11.2 The above technology stack and methodologies is not exhaustive and may evolve over the term 
of the contract 
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12. SERVICE PROVIDER OBLIGATIONS 

 

12.1 The Purchaser will regulate the technical architecture and design through the purchasers’ 
internal governance. This may include but no limited to the Design Authority Board (DAB) and 
the Architectural Review Board (ARB). Service Provider Representatives may be invited to 
attend these Boards. The Service Provider is obliged to comply with Governance decisions and 
participate whenever requested. 

 

12.2 In line with Clause 22.4 of the Contract, the Service Provider will be responsible for all 
remediation work following a code review, where the code reviewed was delivered by the 
Service Provider under this Contract. At the point of any code review the Service Provider and 
the Purchaser will work to agree the scope to be remediated and will agree the plan to remediate 
the issues found no later than the end of the 6 month warranty period covered under 3.9, 3.10 
and 3.11 of this Schedule. The Purchaser will complete the final code review and provide the 
findings to the Service Provider at least one calendar month before the end of the Contract 
Term. 

 

12.3 The Service Provider will be required to use the Purchaser’s AWS hosting environments, which 
are currently used, for delivery under this Contract. The Purchaser’s AWS hosting environments 
are used by multiple teams and some environments, e.g., to support performance testing, may 
be shared and therefore scheduling agreed. The Purchaser will manage the scheduling of 
environments to identify and resolve any scheduling conflicts. 

 

12.4 Design Governance (DG) - The Purchaser has developed an approach to DG which all service 
providers will be expected to agree to observe. 

 

12.5 Digital First Scotland - The Service Provider must have a comprehensive understanding of the 
Digital First Service Standards and ensure the delivery approach and output aligns with the 
standards to ensure all of the criteria are met at the end of phase standards assessment. 

 

12.6 Shared Assets Repository - The Purchaser will operate a repository of shared assets, which will 
be populated with artefacts provided through relevant deliveries. The Service Provider must 
commit to the population of the repository, following the Purchaser’s process. 

 

12.7 Rational Software Architect (RSA) Licenses – the Service Provider will provide any RSA 
Licenses that are required for them to fulfil the delivery of the Service. The Purchaser does not 
require a direct licence grant with regard to RSA Licenses. 

 

13. TESTING OVERVIEWS AND TESTING STRATEGY 
 

13.1 Please refer to Schedule 16 (Testing Procedures). 

14. LOCATION 
 

14.1 As CDO and SSP teams operate an agile methodology, the Resources will be working onsite 
alongside our co-located teams in Edinburgh, Glasgow or Dundee. 

 

• Scottish Government Edinburgh building at Victoria Quay, Commercial Street, 
Edinburgh, EH6 6QQ. 

• Scottish Government Glasgow building at 4 Atlantic Quay, 70 York Street, Glasgow, G2 
8AE; 

• Social Security Scotland, Agnes Husband House, 17 South Union St, Dundee,DD1 4BF 
Social Security Scotland building at 220 High Street, Glasgow, G4 0QR 

 

14.2 The Resources will normally be assigned to one of these locations but flexibility is required. 
Specific tasks may involve travel between these locations. Travel and Subsistence (T&S) will 
not be paid for travel between the resource’s home and assigned location nor for journeys 
between Glasgow, Edinburgh and Dundee. 
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14.3 Some roles/assignments may occasionally involve meetings and workshops in other locations 
in the UK (e.g. DWP or HMRC locations). The Service Provider will be entitled to claim for 
Reimbursable Expenses in line with relevant paragraph of Pricing Schedule for undertaking this 
type of activity at the request of the Purchaser. The Service Provider shall ensure that all Service 
Provider Representatives, when on the Purchaser’s Premises, shall comply with all rules, 
regulations and requirements as may be in force for the conduct of personnel at the premises. 
The Purchaser may provide the Service Provider with a copy of its staff handbook on request, 
if the Service Provider requires to see the rules, regulations and requirements that the Purchaser 
applies to its staff. The Service Provider must raise any queries relating to rules, regulations and 
requirements with the Purchaser’s Service Manager. The Service Provider may be able to work 
remotely subject to agreement, and in line with appropriate working policies and only where full 
adherence to Scottish Government’s Baseline Personnel Security Standard (BPSS) 
requirements can be demonstrated. 

 

15. DATA PROTECTION & INFORMATION SECURITY 

 

15.1 The data that the Service Provider will handle under this Contract will be classed as Official’ or 
‘Official – Sensitive’ and must be treated with care, taking into account relevant legislation, at all 
times. Further information on Government Security Classifications and Contracts can be found 
at: 

 

https://www.gov.uk/government/publications/government-security-classifications The Service 
Provider will ensure the confidentiality of the data stored and/or communicated as part of this 
Contract, including both electronic and paper-based data. 

 

15.2 The Service Provider will ensure procedures and processes are in place to ensure security of 
client data, enabling them to work with SSP with high Information Technology (IT) security 
requirements to deliver services, ensuring continuity and protection against cyber-attacks. This 
must include commercial grade full disk encryption for all data and secure e-mail for data in 
transit. 

 

15.3 The Service Provider will employ effective administration and record control processes in order 
to underpin service delivery whilst also ensuring data is protected in compliance with the 
requirements of the Data Protection Laws. 

 

15.4 The Service Provider will ensure access to protectively marked information is correctly managed 
and safeguarded. 

15.5 The Service Provider will not transfer data being handled under this Contract outside the 
European Economic Area. 

 

15.6 The Data Protection Register is a register of data controllers held by the ICO and can be found 
at https://ico.org.uk. 

 

15.7 The Service Provider and their staff and sub-Service Providers must comply with the security 
requirements notified by each SSP which may include signature of a non-disclosure agreement 
or other measures as required. 

 

15.8 Information on the Scottish Government Cyber Resilience Strategy can be found by following 
this link: A Cyber Resilience Strategy for Scotland. 

 

16. INCIDENT REPORTING 
 

16.1 As soon as the Service Provider becomes aware, it shall immediately report any Incident 
affecting the delivery of the Service(s) to SSP. The Service Provider will undertake an immediate 
investigation and will provide feedback in writing on findings, including corrective actions 
required and trends observed, to the SSP within 24 hours of the Incident being reported by 
telephone/e-mail. 

 

16.2 Serious incidents can be categorised as but not limited to: 

http://www.gov.uk/government/publications/government-security-classifications
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▪ Any breach of security which may affect the security of data supplied by the SSP to the 
Service Provider, 

▪ Failure to deliver the required Services due to any type of service disruption. 
 
16.3 The Service Provider shall, in the event of a serious Incident, provide from within the Service 

Provider’s senior management, a single point of contact person within 1 hour of notification. 

16.4 It shall be the responsibility of the contact person to pursue the investigation and mitigation of 
the Incident to the satisfaction of the SSP and shall be required to provide progress updates to 
the SSP on request. 

 

16.5 Schedule 13 (Security Management) sets out the Purchaser’s requirements in this regard. 

 

17. CONTINUOUS IMPROVEMENT 
 

17.1 The Service Provider will implement a system of continuous improvement over the period of the 
Contract. By continuous improvement it is meant that improvements are to be delivered for one 
or more of the following Deliverables on an ongoing basis: 

 

17.1.1 Quality (reliability, delivery, etc.) 
 

17.1.2 The facilitation or promotion of best practice 

 

18. FURTHER OBLIGATIONS 

 

Community Benefits 
 
Refer to Schedule 20 (Community Benefits) 

 
 
19. Fair Work 

 
Refer to Schedule 20 (Community Benefits) 

 
20. COVID -19 

 
In the event the Parties agree that COVID-19 restrictions impact the location requirements of this 
Contract any alternative working arrangements that the Parties agree to will be set out in Appendix D to 
this Schedule. For the avoidance of doubt, this will include any additional responsibilities for both Parties 
or statement of requirements not set out in this Schedule e.g. additional security requirements the 
Service Provider will be required to adhere to. 

 

All SOWs impacted by COVID-19 must contain a specific statement of the impacts (including any 
impacts on the SOW Charges), the alternative arrangements that will apply from Appendix D of this 
Schedule and the duration these will apply throughout the SOW. 

 
The Parties agree that they will follow the Change Control Procedure as set out in Schedule 12 (Change 
Control Procedures) to update Appendix D periodically in line with the UK /Scottish Government 
amendments to the COVID-19 restrictions in order to record any changes to the alternative working 
arrangements after the Commencement Date for the purposes of the delivery of 
the Services. 
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APPENDIX A 

 

Additional information 

 

The following additional information must be taken into consideration by the Service Provider: 
 
The Scottish Government operates an equal opportunities policy and the Service Provider must ensure 
they operate similar policies when recruiting staff or contractors. 

 
The Service Provider must ensure that their staff or contractors are suitably qualified to carry out the 
work required and must inform the SSP if any concerns arise regarding the capacity of Service Provider 
Representatives to deliver the work 

 

In the event that any assigned resource applies for (and is successful in securing) a Scottish 
Government externally advertised under a fair and open process, no finder’s fee or transfer commission 
would be payable to the Service Provider. 

 
 

Digital First Service Standard 

 

The Service Provider will align service design to the Digital First Service Standard mandated for all new 
public services in Scotland. https://resources.mygov.scot/standards/digital-first/ This will include 
undertaking Digital First Service Assessments at key points. 

 
The Service Provider will work collaboratively with the Assessments Service Design and Implementation 
supplier (Deloitte) to ensure the Digital First Service standard mandated for all new public services in 
Scotland are met. 

 
The Service Provider will design services so that they can be shared and reused to deliver common 
business capabilities across the Scottish public sector 

 
All services, internal and external, must be designed in an inclusive manner for people with disabilities 
and in accordance with accessibility technical requirements. 

 
The Service Provider must ensure that the user needs identified through service design are fully and 
continually reflected in the iterative development and configuration of the benefit service delivery. 

 
Accessibility Guidance 

 
 

The Social Security (Scotland) Act places a legal duty on us to ensure we communicate in and 
accessible and inclusive way and Social Security Scotland is committed to working with all stakeholder 
organisations to become an exemplar public service in this regard. Within a delivery context Inclusion 
means: 

 

• We have an ethos and culture that ensures people are not excluded from accessing our services. 

• Any client from any background or any ability can do what they need to do in a similar amount of 
time and effort as someone that does not have any additional needs. 

• People are empowered to engage with the service independently, and they will not be frustrated 
by something that is poorly designed or implemented. 

 
Digital Accessibility Standards 

 

On 23 September 2018 new regulations on the accessibility of websites and mobile applications of 
public sector bodies came into force in the UK. This regulation aims to ensure that all new digital 
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interfaces, internal and external, and mobile apps must comply with all Level A and AA Success Criteria 
of the W3C Web Content Accessibility Guidelines (WCAG) version 2.1. 

 
Any newly developed system will need to work with assistive technologies (see table below for 
examples). This technology ensures that clients and staff from any background or any ability can do 
what they need to do and not be disadvantaged in comparison to someone who does not have any 
additional needs. 

 
Software Version Type Browser 

JAWS 15 or later screen reader Internet Explorer 11 

ZoomText 10.11 or later screen magnifier Internet Explorer 11 

Dragon 
NaturallySpeaking 

11 or later speech recognition Internet Explorer 11 

NVDA 2016 or later screen reader Mozilla Firefox (latest versions) 

VoiceOver 7.0 or later screen reader Safari on iOS 10 and OS X 

 
Testing with assistive technology must also be included as part of the overall accessibility testing for 
your service. The Government Digital Service provides documentation on testing for accessibility. 
Please also refer to the document on testing with assistive technologies. 

 

3rd party providers are required to provide evidence of either their ability meet these standards or any 
gaps in their provision which would require the Social Security Programme to put in place contingency 
processes.. 

 
Guidance on the delivery of non-digital Accessibility and Inclusion 

Background 

Equalities Act 2010 - Section 29 of the Act details the responsibilities of service providers: 

 
1. A person (a “service provider”) concerned with the provision of a service to the public or a section 

of the public (for payment or not) must not discriminate against a person requiring the service 
by not providing the person with the service. 

 
2. A service provider (A) must not, in providing the service, discriminate against a person (B)— 

 
(a) as to the terms on which A provides the service to B; 
(b) by terminating the provision of the service to B; 
(c) by subjecting B to any other detriment. 

 
Regarding point 2 above: 

 
• Discrimination in the terms of service could include charging more for the service or imposing 

extra conditions for using a service; 

• ‘Detriment’ is not defined by the Act and is a very broad term. Generally, a detriment is anything 
which the service user might reasonably consider put them at a disadvantage. This is regardless 
of whether the service provider thinks they are operating in the best interest of the person. 

 
The Social Security Programme will ensure services do not directly or indirectly discriminate against 
clients. To Note: indirect discrimination arises as a result of a service which applies equally and neutrally 
to all clients but puts people sharing a protected characteristic at a particular disadvantage. 

 
We will ensure that all clients, whether they are internal staff, external clients, partners, stakeholders or 
suppliers will uphold these values and will support the delivery of the commitments defined in the Social 
Security Charter. 



22 
 

Data Strategy 

 

The purpose of the Data Strategy is to set out the aims for the management of data in the design and 
development of services by the Programme for use by Social Security Scotland and how these aims 
could be achieved. 

 

Data is one of the major assets of Social Security Scotland and must, therefore, be managed as an 
organisational asset. Having a data-focussed business plan and aligning business and data strategy 
with digital and end to end service design and development ensures investment in the right data 
capabilities and technologies for the Agency. 

 
Mission for Data 

 

Social Security data must be trusted, of the right quality, be protected and always add value – to support 
decision-making, to ensure clients receive the benefits they are entitled, to achieve broader outcomes 
for social security, to satisfy legislative requirements for reporting and to enable continuous 
improvement. 

 
Drivers for the Data Strategy 

 

1. Demonstrate and continually improve effectiveness of Social Security Scotland 
2. Compliance to privacy and data protection legislation 
3. Placing the individual at the heart of all activity, and engaging with them on their terms 
4. All citizens are aware of and can access benefits to which they have entitlement 
5. Utilising resources, including available funds to optimal end effect 
6. Working closely with Scottish Local Authorities and other third parties in Scotland in delivering 

benefits and support 
7. Working effectively with DWP and other government departments or agencies 
8. Making relevant data available under Open Data initiative 
9. Ability to stand up to public and audit scrutiny 

 
Vision for Data 

 

• Enterprise Data - We will manage and coordinate data and information across the Agency in an 
integrated and holistic way; 

 

• Citizen-centric data - By focussing on the end user experience, the data will support effective, 
efficient and consistent interaction with citizens. The citizen will be the source of truth regarding 
their circumstance and – subject to verification – we will utilise this source of truth in all our activity; 

 

• Privacy and Openness by Design - The Agency will ensure that all system, service and information 
design considers privacy as a fundamental concern and can coherently separate non-sensitive data 
which remains accessible to all eligible users. 

 

• Clear Information Provenance - Whenever we exchange, integrate or aggregate information we 
always understand its provenance; 

 

• Single Source, Multiple Uses - We maintain information that is immediately available to support all 
business operations and may be readily integrated, aggregated and combined across business 
areas and the extended enterprise to inform critical business decisions and provide meaningful and 
actionable insight to drive continual business improvement. 
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Principles to be followed 

 

1. Information and data are corporate assets and must be actively managed with a view to realising 
business value. 

2. Information and data pertaining to clients must be appropriately protected at all phases of the 
information and data lifecycle. 

3. There must be an agreed single version of truth (data minimisation), which is made available for all 
entitled users and activities. 

4. Coherent structures and standards will be adopted for all data to facilitate effective exchange and 
management. 

5. All information will be effectively owned by appropriately enabled custodians who ensure all end 
user information needs are met. 

6. The quality, relevance and timeliness of data is everyone’s concern and responsibility. 
7. Social Security Scotland need their own copy of the data they are collecting, processing and storing 

during end-to-end operations at an enterprise level. This data need to be provided as a single, 
consistent, integrated view across the enterprise (i.e. Agency). This will assist in the client 
experience, reduce error and deliver efficiencies in terms of processing time and cost. 

8. Where data is being held in a distributed nature, due to the different systems being used with some 
in different organisations, the Programme must deliver a means by which a single view can be 
realised. 

9. Any data held within proprietary systems procured via the Programme must be available to this 
single view and under the governance of the Programme and then the Agency moving forwards 

10. Reusing existing data must be preferred over generating new data. 

 
 

Enterprise architecture 

Enterprise architecture view allows for developing capabilities required to manage data as an enterprise 
asset over the longer term. By managing its aspects centrally and coherently, the quality, security and 
integrity of data used in all activities can be maintained at appropriate levels. There will be three layers 
of architecture: conceptual, logical and physical. 

 
 

The SPM Design team 

The SPM Design Team oversees the development of the processes and systems that will be required 
to administer the devolved benefits. The Service Design Team oversees the development of SPM across 
all scrum teams. The teams’ role is to help design and deliver solutions liaising with cross functional 
teams and drive business solutions that can be used across the board. 

 
The team will be responsible for overseeing the work of the Core resources, this will be to ensure that 
any changes made to the inner intrinsic working of SPM which will impact all teams and benefits is taken 
forward in co-ordinated and centralised manner. 

 
The team is responsible for ensuring that different scrums teams adhere to the code merge strategy, 
our service design principles and standards. This is in order to protect SPM performance and minimise 
customisation and ensure smooth code merges between teams. They are also responsible for carrying 
out code reviews and impacting product upgrades. 



24 
 

APPENDIX B - AUDIT REQUIREMENTS CHECKLIST 
 

Tenderers must complete the core audit requirements checklist to support sufficient and effective 
controls within any system developed. 

 

Audit control requirement Yes/No 
n/a 

The ability to control access using role based controls which can be monitored and 
managed through extraction and dissemination of regular reports to the Agency 
nominated staff. This will allow monitoring and effective management of these i.e. 
change of staff or their role amendment/out of hours/unsuccessful access attempts etc. 

 

Provision of a complete audit history of all permission assignments, revocations and 
will record who changed the permissions, detail of what was changed, and a 
date/timestamp of the change. These audit records will be available for monitoring and 
review by managers or auditors. 

 

The ability to record and report a full Audit trail relating to all and any views/actions 
taken within the system by individual (including date and timestamp). The supplier will 
be required to provide the Agency nominated staff with the record/reports in an 
accessible format as and when required. 

 

The solution should have the ability to embed a range of controls and reports which 
can be adapted throughout the contract period. 

 

The solution must have the ability to anonymise a contact and not associate it to a 
client account. 

 

The solution must ensure full business resilience through back-up support and efficient 
recovery should an adverse event occur preventing business as usual measures. 

 

The Service Provider is required to supply details of their organisational approach to 
Cyber and Information Security and their ability to meet the security requirements 
detailed in the Security Baseline Standard 

 

The Purchaser requires annual audit reports from the supplier to provide assurance on 
effectiveness of related internal controls. 
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APPENDIX C – DEFINITION OF ROLES 
 
 

Role Definition 

Scrum Master The Scrum Master will be considered an Agile subject-matter expert, have 
excellent logic and problem solving skills, and the drive to make a difference. 
They will be responsible for participating proactively in developing and 
maintaining team standards, tools, and best practices, identifying and removing 
impediments, and preventing distractions. Facilitate discussion and conflict 
resolution, empower the team to self-organise, serve as liaison between 
technical and non-technical departments and communicate with other 
management, developers, product managers, and technical support specialists 
on product issues. 

 
Relevant project management experience and Scrum Master experience. 
Thorough understanding of agile software development methodologies, 
values, and procedures. Thorough understanding of technical issues. 

 
Relevant practical experience working on large-scale complex programmes 
and spanning a wide range of applications and technologies. 

 
Desirable to have a background in public sector IT delivery and ideally 
experience in leading technical teams. 

SPM Business 
Architect 

The SPM Business Architect must have previous and extensive IBM Social 
Program Management (SPM) business-related architecture experience. 

 
Relevant practical experience as a Business Architect working in large 
organisations and on large-scale complex programmes. Must be accomplished 
in translating strategy, the purpose of the organisation and constraints (legal, 
financial and otherwise) into a set of business-level designs. 

 
Must have well developed skills in stakeholder engagement at all levels, with 
people from business and technical backgrounds, internal and public facing. 
Including multi-channel service design, process design and business 
information architecture. 

 
Experience in the practicalities of organisational change management is highly 
desirable. 

 
A background in the public sector and ideally in the social welfare domain is 
desirable. 

 
Experience of creating business architecture models demonstrating how 
products, operations and systems inter-operate within organisations. 

 
Must be able to conduct analysis to determine best path for solving business 
problems/opportunities that may include process improvement, systems 
enhancement, user training, and/or software procurement. 

 
Ensure SPM solutions developed are aligned to enterprise architecture 
standards and principles, leverage common solutions and services, and meet 
financial targets (cost and benefits). 
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Role Definition 

 Evaluate project impacts and escalate issues and risk appropriately. 

 
Provide overall direction, guidance and definition of business architecture to 
effectively support business strategy. 

 
Lead Senior Management through the development of a SPM business 
architecture plan. Evaluate and present information that will facilitate effective 
and timely decision-making through written and oral communication materials 
that effectively summarise findings with recommendations. 

 
Work with the business to integrate capability planning and SPM roadmaps into 
their strategic planning and project implementations. 

 
Identify planning and initiative needs and ensure proposed initiatives fit with 
business capability road-maps. 

 
Lead the effort to identify and document capability and initiative needs and 
strategic prioritisation into SPM business architecture deliverables 

SPM Business 
Analyst 

The SPM Business Analyst must have hands-on experience of IBM Social 
Programme Management (SPM) software 

 
Experience with SPM business analysis, design, development, architecture, 
integration, production support, and project leadership 

 
Agile Business Analyst with practical experience working across various 
methodologies such as Scrum, Kanban, SAFe 

 
Experience of functional analysis, software design, Process modelling, 
business process flow diagram. 

 
Extensive experience developing business cases, eliciting and managing 
requirements, documenting use cases, and testing implementation of product. 

 
A background in the public sector and ideally in the social welfare domain is 
desirable. 

SPM Developer The SPM Developers must have significant hands-on experience of IBM Social 
Programme Management (SPM) software 

 
Extensive experience with SPM business analysis, design, development, 
architecture, integration, production support, and project leadership 

 
Deep understanding of the SPM Enterprise Framework (CEF) 

 
Application proficiencies and experience in IBM WebSphere, Eclipse, Rational 
Software Architect, IBM DB2, Linux, CVS, Subversion, Tomcat, JIRA, Axure. 

 
Awareness of standard technical practices including unit testing, version 
control, continuous integration, coding standards, design patterns & 
refactoring. 
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Role Definition 

 Familiar with design work and graphics manipulation as well as realising static 
mock-ups in CSS and HTML with high fidelity. 

 
Experience of working in agile projects/programmes. In particular they must be 
proficient in iterative software development and understand the associated 
responsibilities, practices and artefacts. 

 
A background in the public sector and ideally in the social welfare domain is 
desirable. 

Quality 
Assurance 
Analyst 

Working as part of a testing team within an agile development environment, 
the QA Analyst will: 

 
Review and input to requirements and design documents from the perspective 
of testability 

 
Develop, document (within the test management tool) and maintain functional 
test cases (manual and automated) and other artefacts, for end to end and 
integration testing, using appropriate test basis as input 

 
Execute tests/retests and document results and evidence; isolating and logging 
defects where appropriate 

 
Support the Business users in test planning and execution of end to end testing 

 
Hold and participate in test plan/case reviews with team members and other 
stakeholders 

 
Accurately report progress, and raise any issues, dependencies, risks to the 
Test Lead/Manager 

 
Strive for continuous improvement; input to test improvements roadmap; Be an 
active participant in the Testing Practice and Testing forums; 

 
The Quality Assurance Analysts must have significant hands-on experience of 
IBM Social Programme Management (SPM) software 

 
Experience of working in agile projects/programmes. 

 
Demonstrable experience of working as a tester as part of an Agile Delivery 
Team with involvement in integration and end to end testing. 

 
Good understanding and experience of testing processes and procedures, test 
analysis, test design, test execution, diagnostics, recording and reporting 

 
Demonstrable experience in collaborating in design and User Story refinement, 
and determining and implementing Risk Based Test Approaches 

 
Experience of testing on IBM WebSphere,JAVA, JSON, XML and in API testing 
using tools such as Postman, RestAssured 
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Role Definition 

 Working knowledge of DB2/SQL 

 
Some experience with the use of automation tools and frameworks within an 
Agile delivery environment – especially Serenity BDD, Selenium, Cucumber, 
Gherkin, JMeter 

 
Experience of configuration management and deployment tools such as GIT 
and Jenkins 

 
Working knowledge of JIRA Writing and delivering robust tests at each level of 
the software development cycle. Experience of Analysing and reporting on test 
results. Working alongside the development team to embed automated testing 
into the development 

 
Experience of Test Management tools such as QTest, Quality Center 

 
A background in the public sector and ideally in the social welfare domain is 
desirable. 

Senior Service 
Designer 

Design the end-to-end journey of a service. This helps a user complete their 
goal and government deliver a policy intent. Their work may involve the creation 
of, or change to, transactions, products and content across both digital and 
offline channels provided by different parts of government. 

 
Other Main Duties 
Support the design and implementation of services, strategies, and policies to 
ensure business requirements and user needs are being met. 

Advocate for inclusive, collaborative, user centred service design practices and 
embed them into service design and delivery. 

Advise on which service design tools and methods to use. 

Work with user researchers to understand and meet the needs of users across 
a variety 
of channels 
Champion design for users for whom assisted digital and / or accessibility 
technologies are required to access a service. 

Facilitate co-design with design teams, citizens services users, and other 
stakeholders. 

Prototype and validate proposed design solutions using a variety of prototyping 
tools. 

Identify and understand constraints, communicate these and work within them 
(including challenging the validity of constraints where appropriate whilst 
ensuring standards are being met). 

Make and guide on design decisions and communicate how decisions have 
been reached. 

 
Experience 
Experience in a digital service design setting, designing and delivering a wide 
range of service design activities including: support team members to 
understand the value of design, negotiating design briefs and service 
developments, leading service design activates, and delivering service 
outcomes based on user, staff and organisational needs. 

 
Ability to choose and apply appropriate user-centred design methods (from data 
gathering, idea &concept generation, and prototyping) for different design life 
cycle phases and situations. 
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Role Definition 

 Ability to communicate design approaches and insights effectively in such a way 
as to stimulate conversation and collaboration. 

 
Knowledge of other user centred design practices and experience of 
collaborating with them for service delivery. 

Service Designer Designs the end-to-end journey of a service helping users 
complete their goals. Their work may involve the creation of, or 
change to, transactions, products and content across both digital 
and offline channels provided by different parts of government. 
able to develop designs based on evidence of user needs and organisational 
outcomes. 

 
They can be trusted to make good decisions and can recognize when to ask for 
further guidance and support. They will contribute to the development of design 
concepts, they must be able to interpret evidence-based research and 
incorporate this into their work. 

 
Main duties include: 

 
Support the design and implementation of services, strategies, and policies to 
ensure business requirements and user needs are being met. 
Advocate for inclusive, collaborative, user centred service design 
practices and embed them into service design and delivery. 
Use service design tools and methods as directed. 
Work with user researchers and senior service design colleagues to action user 
insights. 
Champion design for users for whom assisted digital and / or accessibility 
technologies are required to access a service. 
Assist the facilitation of co-design with design teams, citizens services users, 
and other stakeholders. 
Contribute to prototyping and work with senior colleagues to validate proposed 
design solutions using a variety of prototyping tools. 
Work with senior colleagues to understand and work within constraints. 
Inform design decision making and support communicating how decisions have 
been reached. 

 
Knowledge 
Experience in a service design setting, delivering a range of service design 
activities including: support team members to understand the value of design, 
negotiating design briefs and service developments, leading service design 
activates, and delivering service outcomes based on user, staff and 
organisational needs. 

 
Demonstrates the ability to choose and apply appropriate user-centred design 
methods (from data gathering, idea & concept generation, and prototyping) for 
different design life cycle phases and situations. 
Ability to communicate design approaches and insights effectively. 
Knowledge of other user centred design practices. 

User Researcher Conduct User Research activities with service users to identify 
actionable insights that represent those users. 
Take a collaborative approach across development, design, and 
broad range of stakeholders to evaluate current and upcoming 
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Role Definition 

 user research needs to improve the product definition and 
achieve business goals. 

 

Main Duties Include: 
Develop and implement research plans with clear objectives. 
Recruit end-users to conduct research activities with and create 
discussion guides in line with Scottish Government standards. 
Help develop and implement surveys and conduct stakeholder 
and user interviews. 
Extract insights about user behaviours and translate these 
insights into actionable recommendations for product teams. 
Create personas to communicate insights across design and 
development teams and present research findings to teams in a 
clear and transparent manner. 
Work closely with the product teams to identify research 
objectives. 
Establish and implement an overall research strategy. 

 

Knowledge: 
Experience in a research and service design setting, delivering a 
broad range of research activities in a fast-paced and complex 
environment. Understand the broader interactions across the 
User Centred Design practice and service delivery environment. 

Delivery Manager Leading project teams to deliver development solutions, planning 
to deliver and achieve project goals/milestones as agreed with 
Service Managers. 

 
Experience of working and delivering in large scale Agile projects, 
ideally with a background in public sector IT delivery projects and 
strong dependency management skills. 

 
Being responsible for client relationship management and 
interactions within designated work-streams and providing 
reporting and service updates to the purchaser. 

 
Provide expert coaching to delivery teams in Agile ways of 
working and design thinking. 

 
Work closely with programme Delivery Managers to manage the 
projects, lifecycle, commercials, reporting, resource, 
dependencies and risks. 

 
Be able to identify and provide service improvements within 
designated work-streams whilst being able to influence and feed 
into the broader programme delivery landscape to provide 
strategic insights and improvement ideas to delivery, structure 
and ways of working. 

 

Focused on effective delivery of development services providing 
assurance of consistency and quality of service for the client. 

Incident Manager To work in the Programme Live Running Service with 
responsibility for the management and co-ordination of defect 
management and resolution prior to services being handed over 
to the Social Security Scotland. 
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Role Definition 

  

Experience of working in IT incident environment. 
 

Strong stakeholder engagement experience to work with multiple 
business areas within programme and Social Security Scotland 
to establish and improve effective processes and ways of working 
to reduce impact to users of the services. 

 
Managing development teams to capture and analyse defects 
raised through existing processes, working closely with the 
Service Desk and teams to triage defects and conduct analysis 
to identify severity of defects, area of responsibility and actions to 
resolve. 

 

Define reporting metrics, build and improve reports to ensure 
oversight and performance is delivering to agreed goals. 

 
Lead activity to successfully deliver a package of defect fixes 
aligned to release schedules with the relevant approvals, 
documentation and governance completed. 

SPM Technical 
Architect 

The SPM technical architect must have significant previous experience of 
designing and implementing robust, scalable and secure SPM services. 

 
The technical architect will take responsibility for ensuring that systems 
architectures balance functional and non-functional (e.g. service quality and 
systems management) requirements. Candidates for the role must be able to 
demonstrate the practice of sustainable, secure, maintainable and efficient 
design across multiple projects in a wider programme of work. 

 
The technical architect will be expected to provide direction, guidance and 
definition of technical architecture to others across the Social Security 
Programme and Chief Digital Officer division. 

 
Application proficiencies and experience in IBM WebSphere, Rational Software 
Architect, IBM DB2, Linux, Gitlab are essential. A deep understanding of the 
SPM Enterprise Framework is also needed. 

 
Experience of working in agile projects/programmes, including the use of Jira 
and Confluence, is a must 

 
The technical architect must have an working knowledge of standard technical 
practices including unit testing, version control, continuous integration, coding 
standards, design patterns & refactoring. 

 
Experience of working in agile projects/programmes is a must. In particular, 
candidates must be proficient in iterative software development and understand 
the associated responsibilities, practices and artefacts. 

 
A background in the public sector, ideally in the social welfare domain, is 
desirable. 

Dev Ops Relevant experience of deploying and supporting services and code for large, 
complex solutions on Amazon Web Services (AWS). Will have a deep 
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Role Definition 

 understanding of the AWS platform and deep experience with Infrastructure as 
Code for automation and configuration management. 

 
Solid and demonstrable understanding of Continuous Integration and 
Continuous Delivery methodologies. 

 
Ability to work within an agile development and DevOps approach is essential. 

 
Candidates must have good knowledge of standards, architectures and best 
practices for infrastructure, network and systems security and service 
availability. A good knowledge of performance tuning, setting up system 
monitoring, of capacity planning, business continuity, system support and 
failure diagnosis is also required. 

 
Relevant experience of using tools such as Cloud Formation, Terraform and 
Ansible is a must. 

 
Knowledge and experience (including in the application) of cloud infrastructure 
automation tools is desirable. 

Integration 
Architect 

Relevant practical experience as an Integration Architect, leading the design 
and implementation of robust, scalable, open and secure integration services 
ensuring delivery to the highest standard. This must include experience 
collaborating with external suppliers to ensure that their system architectures 
meet Social Security’s requirements around integration points. 

 
Will have proven knowledge and experience of integration design using the 
following:- 

• System integration patterns (SOA, MicroServices, ETL, ESB, File 
Transfer) 

• HTTP, XML and JSON 

• API Gateways and SOAP / RESTful web services 
 
Desirable to have knowledge of Identity Federation and Authentication using 
oAuth2, OpenID Connect or SAML. 

Service Designer Designs the end-to-end journey of a service helping users 
complete their goals. Their work may involve the creation of, or 
change to, transactions, products and content across both digital 
and offline channels provided by different parts of government. 
able to develop designs based on evidence of user needs and organisational 
outcomes. 

 
They can be trusted to make good decisions and can recognize when to ask for 
further guidance and support. They will contribute to the development of design 
concepts, they must be able to interpret evidence-based research and 
incorporate this into their work. 

 
Main duties include: 

 
Support the design and implementation of services, strategies, and policies to 
ensure business requirements and user needs are being met. 
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Role Definition 

 Advocate for inclusive, collaborative, user centred service design 
practices and embed them into service design and delivery. 
Use service design tools and methods as directed. 
Work with user researchers and senior service design colleagues to action user 
insights. 
Champion design for users for whom assisted digital and / or accessibility 
technologies are required to access a service. 
Assist the facilitation of co-design with design teams, citizens services users, 
and other stakeholders. 
Contribute to prototyping and work with senior colleagues to validate proposed 
design solutions using a variety of prototyping tools. 
Work with senior colleagues to understand and work within constraints. 
Inform design decision making and support communicating how decisions have 
been reached. 

 
Knowledge 
Experience in a service design setting, delivering a range of service design 
activities including: support team members to understand the value of design, 
negotiating design briefs and service developments, leading service design 
activates, and delivering service outcomes based on user, staff and 
organisational needs. 

 
Demonstrates the ability to choose and apply appropriate user-centred design 
methods (from data gathering, idea & concept generation, and prototyping) for 
different design life cycle phases and situations. 
Ability to communicate design approaches and insights effectively. 
Knowledge of other user centred design practices. 
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APPENDIX D – COVID 19 – ALTERNATIVE WORKING ARRANGEMENTS 
 

NOT USED 
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APPENDIX E – SECURITY NON-FUNCTIONAL REQUIREMENTS 
 

The following non-functional requirements are listed for reference only, they are outside the Supplier 
scope of this Contract. 

 

Legal and Regulatory Compliance 

SNFR01 The solution must comply with relevant legal and regulatory requirements. 

SNFR02 The solution must comply with Social Security Scotland policy and standard 
requirements. 

 

Information Classification and Privacy 

 

 

System Configuration 

 

 

System Development 

SNFR05 Any application, code or configuration management must follow secure 
development practices. 

SNFR06 All application code must undergo source code scanning in-order to detect any malicious 
libraries or insecure coding prior to production promotion. 

SNFR07 Live or production data must not be used in lower environments for testing or other 
purposes. 

SNFR08 Live or production systems must not be integrated with lower environment for testing or 
other purposes. 

The solution must identity and classify information assets and ensure they are 
handled in accordance with defined standards. 

SNFR03 

Any platform processing Social Security Scotland information must have defined 
security hardened configuration baselines and associated measures must be in 
place to manage compliance. 

SNFR04 
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Network and Communications 

SNFR09 All ingress network connections to systems hosting Social Security Scotland 
services must be screened by perimeter security controls such as DDoS 
Protection, Web Application Firewall, and Network Firewall. 

SNFR10 All ingress API connections from untrusted networks must be mediated by an 
API gateway which will perform access control and threat protection. 

SNFR11 All egress internet connections must use an internet connection layer which will 
provide web gateway security controls. 

SNFR12 All Ingress and egress file transfers to/from external networks must be routed 
through the Social Security Scotland file transfer platform. 

SNFR13 Any platform that processes Social Security Scotland information must apply 
logical segregation and, where appropriate, network segregation for high risk 
workloads. 

SNFR14 External network access to privileged management interfaces must be 
restricted to trusted devices and controlled through a jump/bastion host which 
prevents direct access to the destination system. 

 

Supply Chain Management 

 

 

System Access 

SNFR16 All user and system interfaces introduced by the solution must enforce access 
control via authentication and authorisation. 

SNFR17 The solution must utilise federated identity authentication using modern open 
standard protocols. The federated protocols should also support user 
authorization by the Service Provider (SP) to enforce RBAC respectively. 

SNFR18 The solution must integrate with the Social Security Scotland or SCOTS Identity 
Provider (IdP) platform for authentication of internal/staff users. 

SNFR19 If federated identity authentication and authorisation is not available, Multi Factor 
Authentication (MFA) must be enabled. 

SNFR20 All solutions must adhere to the Social Security Scotland Password Management 
standards regarding strength, handling and storage. 

SNFR21 Remote access to networks, systems, and applications must be restricted to 
Social Security Scotland trusted devices and users must be authenticated using 
MFA. 

All externally procured products and services must be assured and certified 
proportionately with the associated level of security and information risk. 

SNFR15 
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SNFR22 The solution must enforce access authorisation using role based access control. 
It must be possible to create unique user roles which restrict user permissions to 
provide only the functionality required and to ensure access is granted in 
accordance with the principal of Least Privilege and provide segregation of duties. 

SNFR23 The solution design must clearly articulate which application/system role will be 
assigned to each business or IT job function that will be utilising the solution 

SNFR24 The solution must ensure that all internal user access requests and provisioning 
adheres with the Social Security Scotland Joiner, Movers, and Leavers (JML) 
process. 

SNFR25 All privileged user roles being introduced by the solution must be documented 
along with associated processes for privileged credential and access 
management. 

SNFR26 The solution should be able to generate user access control information to 
support access entitlement reviews and system audits. 

 

Technical Security Management 

SNFR27 All ingress file transfers must undergo content threat inspection, filtering and, 
where appropriate, sanitisation 

SNFR28 Data in transit must utilise encrypted channels for internal and external 
communications using secure cryptographic protocols. 

SNFR29 Data at rest must be protected by using encryption or hashing which utilise secure 
cryptographic protocols. 

SNFR30 Cryptographic keys and certificates must be securely generated, issued, stored 
and managed with defined responsibilities and procedures 

 

Threat and Incident Management 

SNFR31 Vulnerability and patch management processes must be fully operational and 
documented for all hosting environments to ensure exposures are identified and 
remediated in accordance with defined risk appetite. 

SNFR32 Emergency fixes and critical security patches for information, business applications 
and technical infrastructure must be tested, reviewed and applied rapidly and 
effectively in accordance with documented standards/procedures. 

SNFR33 The solution must audit and log all user, security and system events to provide an 
attributable account of all activity in order to support business, systems and security 
monitoring use cases defined specifically for the solution. 

SNFR34 Audit log information must 
manipulation. 

be securely stored to prevent tampering and 
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SNFR35 Security logs must be securely transmitted to a security information and event 
management platform where events will be correlated, monitored and alerts 
triggered based on defined monitoring use cases. 

SNFR36 A security team must be operational 24/7 to support security event monitoring,  
alerting and incident response activities. 

 

Business Continuity 

SNFR37 The solution should utilise high availability and fault tolerant methods to ensure 
business applications and underlying infrastructure to operate on robust and resilient 
hardware and software platforms. 

SNFR38 All solutions must consider data backup requirements and, where appropriate, 
should utilise a backup and restore capability which is both secure and routinely 
tested. 

 

Security Assurance 

SNFR39 The completed solution must be assessed by a 3rd party penetration testing 
company as part of an IT Health Check exercise and all material findings must be 
remediated before service go-live. 

SNFR40 Any solution Information Security risks must be identified, assessed and under 
management before service go-live. 
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Appendix F – List of Scottish Government Public & Privilege Holidays 

 

 
Please note that public & privilege holidays beyond 2nd Jan 24 have not yet been published, however 

notification shall be provided by the end of January 24 for the following year. The tables below illustrate 

holidays which need to be observed throughout the year. 

Glasgow 2023-24 
 

Holiday Date 

Good Friday Friday, 7 April 2023 

Easter Monday Monday, 10 April 2023 

May Day Holiday Monday, 1 May 2023 

The King's Coronation* Monday, 8 May 2023 

Spring Holiday* Monday, 29 May 2023 

Glasgow Fair Monday* Monday, 17 July 2023 

Autumn Holiday (pm)* Friday, 22 September 2023 (pm only) 

Autumn Holiday* Monday, 25 September 2023 

St Andrew's Day Holiday* Friday, 1 December 2023 

Christmas Day Holiday Monday, 25 December 2023 

Boxing Day Holiday Tuesday, 26 December 2023 

New Year's Day Monday, 1 January 2024 

New Year's Day Holiday Tuesday, 2 January 2024 
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SCOTTISH PROCUREMENT 
 
 

CONTRACT FOR THE PROVISION OF 
 

TESTING SERVICES 
 
 
 

SCHEDULE 1 - SPECIFICATION 
 
 
 
 
 

  



1. Background 
 
The Scottish Government’s vision for social security is an approach which puts respect for 
the dignity of the individual at the heart of our policies, processes and systems. To support 
this, our approach to digital and technology solutions is one which is ‘benefit neutral’, with an 
expectation that solutions will support multiple benefits irrespective of their type, entitlement, 
or payment frequency.  
 
The Social Security (Scotland) Act received Royal Assent in June 2018. Since then, the 
Scottish Government has established the Social Security Scotland (Agency) with its Head 
Office in Dundee, and an office in Glasgow. 
 
A single, integrated benefit platform is a key guiding principle of the Social Security Digital 
and Technology Strategy, which is aimed at providing a citizen-centric, evidence based 
approach to benefit processing. We have invested in the IBM Social Programme 
Management (SPM) system as our core benefits platform.  Via SPM the Social Security 
Directorate has successfully launched a range of Low Income Benefits during Phase 1 of the 
Programme:  
 

Live Benefits  Go Live Date 

Carer's Allowance (Supplement) (CAS)   14/09/18 

Best Start Grant Baby 10/12/18 

Best Start Grant Early Learning  15/04/19 

Best Start Grant School 03/06/19 

Best Start Food  12/08/19 

Funeral Support Payment (FSP)  (formerly FEA) 16/09/19 

Young Carer Grant (YCG)  21/10/19 

 
Phase 2 of the Programme will comprise benefits for people with disabilities and for carers.    
The scale of delivery for the phase 2 benefits is significantly more complex than for those 
benefits delivered during phase 1. The number of applicants will be much greater, with more 
complex cases to be managed and a significant increase in the number of staff users.  Once 
we have introduced the capabilities to generate new claims, the Programme will look to 
manage the transfer of existing Scottish clients from DWP to Social Security Scotland.  
 
The table below includes indicative dates to be used as planning assumptions in your 
response:   
 

Future Benefit  Planning Date 

Job Start Payment (formerly Job Grant)  CONFIDENTIAL 

Scottish Child Payment  CONFIDENTIAL 

Disability Assistance for Children and Young People  (formerly 
DLA Child)  

CONFIDENTIAL 

Winter Heating Assistance for Children (Winter Fuel Payments)
  

CONFIDENTIAL 

Adult Disability Payment (formerly Personal Independence 
Payment (PIP)   

CONFIDENTIAL 

Pension Age Disability Payment (formerly Attendance Allowance 
(AA) 

CONFIDENTIAL 

Winter Heating Assistance for Pension Age Recipients (WFP) CONFIDENTIAL 

Cold Spell Heating Assistance (Cold Weather Payments) 
  
Scottish Carer's Assistance (Carer's Allowance)  

CONFIDENTIAL 

Employment Injury Assistance (Industrial Industries Disablement 
Benefit)  

CONFIDENTIAL 



Scottish Child Payment (Under 16s)  CONFIDENTIAL 

 
2. Purpose of this ITT 
 
Social Security Scotland is looking to appoint a partner who can build, develop, enhance and 
deliver the existing testing service, which has been independently verified (See Annex C) as 
industry leading across multiple areas of testing functionality. 
 
This specification outlines the services that the Testing Service Provider will provide - an 
immediate testing service for the Social Security Programme and a requirement to define 
and implement a fit-for-future testing strategy across the programme and into the Social 
Security Scotland Agency to leave a lasting legacy.  
 
The primary focus will be working with the Programme Management and Delivery (PM&D) 
Division and the Chief Digital Office (CDO) Division, working closely with the SG Social 
Security Directorate and other partners as required. 
 
The successful Testing Service Provider will be required to deliver in two core areas as part 
of the Social Security Scotland programme’s strategy in delivering a sustainable, scalable 
and best-in-class service: 
 
2.1 Future Testing Practice Function for the Agency 
 
The successful provider will develop and deliver a strategy, in partnership with the Agency, 
to create and embed a testing service that is suitable for the future needs of the 
organisation. This will look to build on the successes of the existing testing service, creating 
a testing service model that is flexible and adaptable to the changing needs of the Agency as 
it continues to mature, aligning closely to the delivery the needs of the Social Security 
Scotland strategy. 
 
There is an expectation that this strategy would allow the Testing Service (see 2.2) to be 
seamlessly migrated to this new testing model.  
 
 
2.2 Provision of the Interim Testing Service 
 
The successful provider will provide an interim testing service to support the delivery of 
defined testing deliverables as outlined in this document. These will be required to support 
the implementation of the Social Security Scotland programme over the defined period until 
the strategic internal testing function has been set-up and established. 
 
The provider will be responsible for ensuring that the following activities are delivered in line 
with Digital Assurance Office practices which have been included in the test strategy: 
 

• Testing Analysis & Planning 

• Test Design 

• Test Execution 

• Test Metrics and Reporting 

• Test Closure 

• Test Continuous Improvement 
 
This testing service will be required to deliver a number of testing phases and the outputs 
across the different of benefit areas and ongoing Continuous Improvement releases (see 
Table 1 for a more detailed overview of deliverables). The phases will include: 



 

• In-sprint testing: Provide support and quality and assurance working with the 
suppliers 

• Integration Testing: Include Integration Testing with 3rd parties and internal 
applications 

• Release Testing: End to end testing of the solution covering the Business processes 

• Automation: Covering In-sprint, Integration and Release testing to ensure full 
coverage of the solution 

• Non-Functional Testing: Including areas such as aspects of Performance testing, 
security 

 
 
Table 1: Testing phases and the services to be covered 
 

 
 
 
The testing service will be required to support the delivery of multiple releases over the 
duration of the four year period that this award will cover. Annually, it is anticipated that there 
will be the need to provide the testing service for: 
 

• 2 System/Major Releases 

• 4 Interim Releases 

• 12 Mini-Releases 
 
Full descriptions on the scale and scope of these releases types can be found in Section 4.  
 
 
The testing service will be required to deliver a number of core deliverables and tasks, which 
may be subject to change through the maturing of the project or the deployment of the new 
testing strategy. 
 
The following example RACI (Testing RACI Matrix) is intended to provide an overview of the 
teams involved in the different testing tasks and deliverables and is aligned to the 
Programme Testing Strategy. The successful testing supplier will be expected to provide an 
expert team that is able to deliver this service to all deliverables across the programme. 
 
The Service Provider will be responsible for the delivery of the “Programme Test Team”. The 
CDO Testing and Supplier Scrum Teams will be provided by the Purchaser. 



 

Testing RACI Matrix Roles and Responsibilities
Responsible, Accountable, Consulted, Informed

Te
st

 M
an

ag
er

Te
st

 L
ea

d

Te
st

 A
n

al
ys

t 

A
u

to
m

at
io

n
 L

ea
d

A
u

to
m

at
io

n
 

A
n

al
ys

t

N
FT

 M
an

ag
er

N
FT

 A
n

al
ys

t

M
o

d
el

 O
ff

ic
e 

M
an

ag
er

M
o

d
el

 O
ff

ic
e 

A
n

al
ys

t 

O
A

T 
Te

am
 

IT
H

C
 T

ea
m

Te
st

 M
an

ag
er

Fu
n

ct
io

n
al

 T
es

t 

Le
ad

Fu
n

ct
io

n
al

 T
es

t 

En
gi

n
ee

r

In
te

gr
at

io
n

 T
es

t 

En
gi

n
ee

r

N
FT

/A
u

to
m

at
io

n
 

Te
st

 L
ea

d

A
u

to
m

at
io

n
 T

es
t 

En
gi

n
ee

r

D
ev

el
o

p
er

s 

ID Deliverable or Task

Test Management
TM01 Master Test Plan R I I C I C I C I C C C I I I I I I
TM02 In-Sprint Test Approach A I I I I I I C I NA NA R C I I C I I
TM03 Integration Test Plan R R I C I I I I I I I C C I I C I I
TM04 Release Test Plan R R I C I I I C I NA NA C C I I C I I
TM05 Operational Acceptance Test Plan C I NA NA NA NA NA NA NA R NA I NA NA NA NA NA NA
TM06 IT Health Check Plan C I NA NA NA NA NA NA NA NA R I NA NA NA NA NA NA
TM07 Defect Management R R I I I I I I I I I R C I I C I C

TM08
Programme Test Resource and 

Timelines
R C I C I C I I I NA NA I C I I C I I

TM09 Test Environment Planning R C I C I C I I I C I R C C C C I C

Test Reporting
TR01 In-Sprint JIRA Dashboards I I I NA NA NA NA I I NA NA A R C C R C I

TR02
Daily Test Reports - Service 

Release/Integration Testing
A C R I I I I I I NA NA NA NA NA NA NA NA NA

TR03
Daily Test Reports - E2E 

Integration/Release Testing
A R C I I I I I I NA NA C I I I I I I

TR04
Programme Testing Weekly Test Status 

Report
R C I C I C I C I NA NA I I I I I I I

TR05
Integration/Release Combined Test 

Completion Report
R C I C I I I C I NA NA I I I I I I I

TR06 Non-Functional Test Completion Report I I I I I R C I I NA NA I I I I I I I

TR07 Operational Acceptance Test Plan C I NA NA NA NA NA NA NA R NA I NA NA NA NA NA NA
TR08 IT Health Check Plan C I NA NA NA NA NA NA NA NA R I NA NA NA NA NA NA
TR09 Defect Reporting A I R A R A R A R NA NA A I R R R R I
TR10 Programme Testing Lessons Learnt R C C C C C C C C NA NA C C C C C C C

Test Preparation

TP01 Test Data Requirements A R I R I A I R I NA NA A R A C C C I

TP02 Test Data Generation A I R A R A R I R NA NA A R A C R C C

TP03 Functional Testing Requirements A R R I I NA NA I R NA NA I I I I I I I

TP04 Exploratory Testing Requirements A R R I I NA NA I R NA NA I I I I I I I

TP05 Compatibility Testing Requirements A R R I I NA NA I R NA NA I I I I I I I

TP06 Performance Testing Requirements I I I I I A R I I NA NA I I I I I I I

TP07 Accessibility Testing Requirements I I I I I NA NA A R NA NA I I I I I I I

TP08 User Acceptance Testing Requirements I I I I I NA NA A R NA NA I I I I I I I

TP09
Manual Regression Testing 

Requirements
A C R C I A R A R NA NA I I I I I I I

TP10 Test Automation Requirements I I I A R NA NA I I NA NA I I I I A R I

TP11 Operational Acceptance Requirements C I NA NA NA NA NA NA NA R NA I NA NA NA NA NA NA

TP12 IT Health Check Plan Requirements C I NA NA NA NA NA NA NA NA R I NA NA NA NA NA NA

Test Execution

TE01 Functional Test Execution A R R I I NA NA I R NA NA A R R R R R C

TE02 Exploratory Test Execution A R R I I NA NA I R NA NA A R R R R R C

TE03 Compatibility Test Execution A I R I I NA NA I R NA NA NA NA NA NA NA NA NA

TE04 Performance Test Execution I I I I I A R I I NA NA NA NA NA NA NA NA NA

TE05 Accessibility Test Execution I I I I I NA NA A R NA NA C I I I I I C

TE06 User Acceptance Test Execution I I I I I NA NA A R NA NA A NA NA NA NA NA NA

TE07 Manual Regression Test Execution A I R I I NA NA A R NA NA A R R R NA NA I

TE08 Test Automation Execution I I I A R NA NA I I NA NA A I I I R R I

TE09 Unit and Component Testing I NA NA NA NA NA NA NA NA NA NA I I I I I I A

TE10 Code Quality Assurance (code reviews) I NA NA NA NA NA NA NA NA NA NA I I I I I I A

TP11 Operational Acceptance Requirements C I NA NA NA NA NA NA NA R NA I NA NA NA NA NA NA

TP12 IT Health Check Plan Requirements C I NA NA NA NA NA NA NA NA R I NA NA NA NA NA NA

Insert new rows above this one

KEY

R Responsible Assigned to complete the task or deliverable, can be collaboratively completed.

A Accountable Has final decision-making authority, accountability for completion and approvers.

C Consulted An adviser, stakeholder, or subject matter expert who is consulted.

I Informed Must be informed.

NA Not Applicable Not applicable to this role.

Programme Test Team CDO Testing Supplier Scrum Team



 
A core part in the delivery of the testing service will be the deliverables that will support and 
demonstrate that the service is operating correctly and on a continuous improvement path. 
Examples of these deliverables that would be expected as part of the testing service have 
been outlined below. We would look for suppliers to provide a complete list of deliverables 
that would be developed in the delivery of the service. 
 

▪ Test Practice Proposal 
▪ Test Training Proposal 
▪ Test Strategy Continuous Improvement Report 
▪ Test Practice Continuous Improvement Report  
▪ Test Resource Proposal and Plan 
▪ Testing Recruitment and Training Plan 

 
Descriptions of the Key Deliverables are outlined in section 4.3 Key Deliverables.   
 
  



3. Capability Required  
 
The Purchaser is looking to award a single supplier to deliver in two key capability areas: 
 

▪ Provide a Core Team to define the future testing practice function for the programme 
to hand over to the Agency 

o initially manage and improve the testing practice; 
o provide support and guidance in designing and establishing the future testing 

practice including the creation of a permanent in-house testing capability; and, 
o transition of management responsibility from the Service Provider to in-house 

staff. 
 

• Provide a Testing Service to support all programme deliverables. The testing service 
will be required to support the key benefits and then also provide the flexibility to ramp 
the services up and down to support ad-hoc or additional releases required across the 
Programme outside of the defined testing scale ( 2 System Releases, 4 Interim 
Releases, 12 Mini-Releases) 
 

 
3.1 Executive responsibility for the execution of the Test Strategy will remain with the 
Purchaser, the Service Provider will support the Purchaser in ensuring that all test activities 
support the Programme Delivery Plans and Objectives.  This is a dynamic environment 
subject to continual change, the Service Provider will be comfortable and experienced in 
working in such a changing fast paced programme.  The Service Provider will be required to 
provide a fully resourced test plan (Test Resource Plan) for the duration of the agreement. 
 
3.2 The Purchaser plans to establish an in-house testing practice staffed by civil 
servants. This practice will last beyond the duration of the programme as it transitions the 
services produced from development into production for ongoing support and enhancement.  
During the lifetime of this agreement the Service Provider will be required to provide support 
and guidance in designing and establishing the testing practice, bringing experience of best 
practice and approaches to testing for a large programme that will transition into a normal 
digital operation. Such experience and approaches must set out how capability can be 
developed over a period of time that will lower the dependency on the Service Provider but 
would see them retained for complex areas of work or periods of significant activity that 
would require additional expertise or capacity.  
  
3.3 The Service Provider will provide expertise, guidance and best practice in the field of 
testing to ensure that the Test Strategy (see Annex B – Programme Test Strategy) and its 
practical implementation allow the Programme to meet the fast paced and challenging 
deadlines.  The Service Provider will take the lead in the continuous improvement, they will 
be required to undertake a major review of the Test Strategy and our test activities in the first 
3 months of service and periodic reviews every 6 months thereafter and present these in 
regular Test Strategy Continuous Improvement Reports for approval by the Purchaser 
(contents to be agreed between the parties).  The main themes of the review will be 
increasing test automation and service transition arrangements to an in-house customer test 
practice.  
 
3.4 The Service Provider will undertake regular reviews of the test practice no less than 
every 6 months to provide assurance to the Programme that it remains fit for purpose and 
under a continuous improvement regime.  These will be presented in regular Test Practice 
Continuous Improvement Reports for approval by the Purchaser (contents to be agreed 
between the parties). 
 



3.5 The Purchaser may require additional client side support from the Service Provider 
on a variety of testing specific challenges and topics that may arise throughout the lifetime of 
the programme. The Service Provider will be contacted with reasonable notice to provide 
testing specific client side support as required. i.e. access to a testing centre of excellence 
 
3.6 The Service Provider will supply a testing service to support the ongoing testing 
needs of the Purchaser. An outline of the roles required to support the testing service have 
been detailed in Annex A - Testing Job Descriptions.  
 
3.7 The Purchaser may also require ad-hoc testing services to meet peaks or changes in 
demand.  Any additional testing requirements will be discussed with the Service Provider as 
they emerge. For example if specialist testing tooling support is required. The technologies 
referenced in this specification are not an exhaustive list but are anticipated to cover the 
large majority of the roles required. 
 
3.8 For context, the current Test Team is operating at circa 70 full time resources 
covering Programme Testing inclusive of Model Office. The volume of work that the team will 
be supporting is likely to grow through 2020 and peak in early 2021. From that point forward 
the work programme starts, gradually, to reduce over the following few years. 
 
3.9 We are currently considering how to incentivise suppliers while ensuring value for 

money. Our current thinking is that pricing will be based on a maximum price basis. 
Suppliers will be required to provide their price based on fully inclusive day rates to 
support and underpin the pricing structure.  
 

3.10 Evaluation will be based on delivery of the following anticipated annual test service 
requirements over a 4 year period.   

 

• 2 Main Benefit/System Releases 

• 4 Interim Releases 

• 12 Mini-Releases 
 

Cost must include all overheads including management costs; equipment and profit) 
 
 

 
 



To provide context around the scale of the releases, we have assessed the complexity of the 
testing service required for each as follows: 
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Test Management

TM01 Master Test Plan Yes
Yes or Test 

Approach

MR Scope 

Document
TM02 In-Sprint Test Approach Yes Yes No 
TM03 Integration Test Plan Yes No N/A
TM04 Release Test Plan Yes No N/A
TM05 Operational Acceptance Test Plan Yes Yes N/A
TM06 IT Health Check Plan Yes Yes N/A
TM07 Defect Management Yes Yes Yes
TM09 Test Environment Planning Yes Yes No 

Test Reporting
TR01 In-Sprint JIRA Dashboards Yes Yes Yes
TR02 Daily Test Reports - Integration Testing Yes Yes N/A
TR03 Daily Test Reports - Release Testing Yes Yes N/A
TR04 Daily Test Reports - MR No No Yes

TR05
Programme Testing Weekly Test Status 

Report
Yes Yes N/A

TR06
Integration/Release Combined Test 

Completion Report
Yes Yes N/A

TR07 Non-Functional Test Completion Report Yes Yes N/A

TR08 Operational Acceptance Test Plan Yes Yes / No N/A
TR09 IT Health Check Plan Yes Yes / No N/A
TR10 MR Closure Report No No Yes
TR11 Defect Reporting Yes Yes Yes
TR12 Programme Testing Lessons Learnt Yes Yes N/A

Test Preparation
TP01 Test Data Requirements Yes Yes Yes

TP02 Test Data Generation Yes Yes Yes
TP03 Functional Testing Requirements Yes Yes Yes
TP04 Exploratory Testing Requirements Yes Yes No

TP05 Compatibility Testing Requirements Yes Yes / No No
TP06 Performance Testing Requirements Yes Yes / No N/A

TP07 Accessibility Testing Requirements Yes Yes / No No 
TP08 User Acceptance Testing Requirements Yes Yes Yes / No 

TP09
Manual Regression Testing 

Requirements
Yes Yes Yes

TP10 Test Automation Requirements Yes Yes Yes

TP11 Operational Acceptance Requirements Yes Yes / No N/A
TP12 IT Health Check Plan Requirements Yes Yes / No N/A

Complexity



4. Requirements  
 
4.1 Core Services 
 
4.1.1 The Service Provider must work in partnership with the Purchaser as part of a large 
and complex programme to deliver a broad range of testing services outlined in Section 2.3. 
 
4.1.2 The Service Provider will work alongside the exiting incumbent supplier to ensure a 
comprehensive and complete transition takes place as part of the initial deployment of 
testing services. 
    
4.1.3 The Service Provider will work with the Purchaser during the implementation period 
to agree a detailed delivery plan for the service aligned to the deliverables outlined as 
follows: 

• Testing Analysis & Planning 

• Test Design 

• Test Execution 

• Test Metrics and Reporting 

• Test Closure 

• Test Continuous Improvement 
 

4.1.4 The Service Provider must work alongside the Purchaser to develop an in-house 
testing practice.  Key areas will include; Design of the testing service, knowledge transfer, 
recruitment approach, training approach (both onboarding and development), continuous 
improvement and promoting industry best practice.   
 
4.1.5 The Service Provider must work with the Purchaser to transition the Testing Practice 
from the Service Provider to an in-house capability. 
 
4.1.6 The Purchaser will provide the appropriate testing environments and the tooling to 
support the test execution. Any additional tools required will be full evaluated by the Scottish 
Government to ensure they meet usability and security requirements. 
 
 
 
4.2 Testing Services 
 
4.2.1 The Service Provider must be capable of supplying, a service as per 4.1.2 covering 
a diverse range of skills for the full testing lifecycle i.e. strategy through to completion. 
 
4.2.2 The services will be measured at each stage of these deliverables once completed.  
 
4.2.3 All resources part of this service must also be eligible to work in the United Kingdom.  
 
4.2.4 The Service Provider must be able to provide coverage across Glasgow, Edinburgh 
and Dundee with consistent levels of service for varied assignment types and terms as 
required on a cost effective and best value basis.  
 
4.2.5 The Service Provider must ensure sufficient numbers of pre cleared and suitably 
qualified candidates are available to provide testing services at these locations as and when 
required.  
 



4.2.6 While the Purchaser will normally be able to give notice in advance of the need for a 
change to the services being delivered, the Service Provider must be able to deliver 
appropriately vetted and security cleared resources at 5 days’ notice to fulfil these services.  
 
As the Purchaser successfully recruit candidates for the various permanent positions and 
fixed-term appointments it is envisioned that the resource requirements  under the Contract 
will reduce although we will require a 1 month handover period to assist in business 
continuity and knowledge transfer.  
 
4.3 Key Deliverables  
 
4.3.1 Test Practice Proposal 
 
The Test Practice Proposal will contain details of how the Test Practice will be established. 
Including the structure of the core team to deliver the Programme Test Strategy attached in 
Annex B – Programme Test Strategy.  
 
Additionally the Test Practice Proposal will include the approach that the Service Provider 
will undertake to deliver a testing practice that will be handed over to the Social Security 
Programme at an appropriate point in the Programme Lifecycle.  
 
This includes a centralised Programme Test Management capability, Defect Management 
processes, Automation, Non Functional Test, and Continuous Service Improvement 
processes. As well as the teams responsible for delivering the phases of the Programme 
Test Strategy that are the responsibility of the Programme Testing Practice (e.g. Integration 
and Release Test).  
 
The Proposal will also articulate how the Test Practice will transition from the Programme to 
Social Security Agency.  
 
4.3.2 Test Training Proposal 
 
Key to the development of the Test Practice is to establish a permanent Purchaser testing 
resource pool alongside processes and tooling. This includes the establishment of a 
recruitment and training programme for QA and Testing professionals.  
 
The Social Security Testing Practice will be focussed on utilising automation where practical 
and so the Test Training Proposal will include the appropriate upskilling on the Programme 
Test Tools as well as Testing processes in general. 
 
4.3.3 Test Strategy Continuous Improvement Report 
 
The Test Strategy Continuous Improvement Report will be a key driver behind the 
enhancement of the service while supporting the ambitious timelines that the programme is 
operating to. This will align to the Testing Review which was undertaken and other 
improvements for Ways of Working across the programme. 
 
The report will contain identified Continuous improvements, plan to implement the 
improvements and completion of each activity.  
 
It must cover the scope of the testing, the testing phases themselves and any changes in 
responsibility. Also, supporting processes such as Defect Management must be included in 
the scope of any continuous improvement and metrics supporting this.  
 
This report will be produced on a regular basis no less frequently than quarterly.  



 
4.3.4 Test Practice Continuous Improvement Report 
 
Alongside an approach to Continuous Improvement of the Strategy is a report looking for 
improvements in the Practice itself. This must be wide ranging in coverage including 
resourcing and recruitment, organisation responsibilities, communications and engagements 
with wider teams.  
 
As per 4.3.3, the report will contain identified Continuous improvements, plan to implement 
the improvements and completion of each activity.  
 
This report will be produced on a regular basis no less frequently than quarterly.  
 
4.3.5 Test Resource Proposal and Plan 
 
As part of the service, the supplier will articulate the Test Resource Proposal that will be 
required to support the delivery of the Test Practice, including articulating how the 
permanent capability will be established over time.  
 
The Test proposal will demonstrate the timelines and level of resourcing required to support 
the Testing Practice and the Testing activities of the Programme.  
 
4.4 Management of the Services 
 
4.4.1 The Service Provider will provide additional services in response to requests from 
the Purchaser nominated contact to support the flex required with additional releases where 
required.  Requests to the Service Provider from any other representatives within the 
organisation must be redirected to the Purchaser Contract Manager.  
 
4.4.2 Once a request has been raised by the Purchaser for a particular service it is the 
responsibility of the Service Provider to obtain all necessary information about the service to 
help identify the most suitable approach for delivery.  
 
4.4.3 The Service Provider will be solely responsible for the management of all resources 
provided as part of this agreement. 
 
4.4.4 The Service Provider establish and maintain methods for business continuity and 
disaster recovery to ensure the Service Provider’s ability to service the Contract throughout 
its life cycle. 
 
4.4.5 The Service Provider must provide comprehensive management information at all 
stages throughout the process to the Purchaser 
 
4.4.6 The Service Provider will provide suitable replacements to cover absence through 
holidays and sickness etc. Replacement resources must meet the same standards as those 
resources that they replace without any interruption to the service delivery plan. 
 
 
4.5 Deliverables 
 
The following deliverables will be delivered by the suppliers on a release based approach 
throughout the duration of the programme delivery. Deliverables will be clearly defined and 
agreed as part of the service provisioning process. 
 



For each phase of the testing the following key deliveries will be required to be monitored 
and reported on. These should be regarded as a minimum, with the purchaser willing to 
develop these with the supplier to meet new ways-of-working that are developed. 
 

Testing Analysis & Planning 
 
The following plans will be required for each Release 

• Master Test Plan, where this is a major Benefit or complex release 

• Test Plan, this will cover each phase of the testing 
 

Test Design 

• Scenario definition and approval 

• Test script completion 
 

Test Execution 

• Test execution schedule 

• Test Metrics and Daily Reporting 
 

Test Closure 

• Test Closure reporting in line with the Digital Office Requirements. 
 

Test Continuous Improvement 
▪ Test Continuous Improvements Identified 
▪ Plan for implementation  
▪ Progress status report. 

 
An outline of the key deliverables aligned with release type is shown on the following 
table: 
 
 
 
  



The following highlights the deliverables per release type as agreed with the 
Digital Assurance Office and as per the Testing Strategy: 
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Test Management

TM01 Master Test Plan Yes
Yes or Test 

Approach

MR Scope 

Document
TM02 In-Sprint Test Approach Yes Yes No 
TM03 Integration Test Plan Yes No N/A
TM04 Release Test Plan Yes No N/A
TM05 Operational Acceptance Test Plan Yes Yes N/A
TM06 IT Health Check Plan Yes Yes N/A
TM07 Defect Management Yes Yes Yes
TM09 Test Environment Planning Yes Yes No 

Test Reporting
TR01 In-Sprint JIRA Dashboards Yes Yes Yes
TR02 Daily Test Reports - Integration Testing Yes Yes N/A
TR03 Daily Test Reports - Release Testing Yes Yes N/A
TR04 Daily Test Reports - MR No No Yes

TR05
Programme Testing Weekly Test Status 

Report
Yes Yes N/A

TR06
Integration/Release Combined Test 

Completion Report
Yes Yes N/A

TR07 Non-Functional Test Completion Report Yes Yes N/A

TR08 Operational Acceptance Test Plan Yes Yes / No N/A
TR09 IT Health Check Plan Yes Yes / No N/A
TR10 MR Closure Report No No Yes
TR11 Defect Reporting Yes Yes Yes
TR12 Programme Testing Lessons Learnt Yes Yes N/A

Test Preparation
TP01 Test Data Requirements Yes Yes Yes

TP02 Test Data Generation Yes Yes Yes
TP03 Functional Testing Requirements Yes Yes Yes
TP04 Exploratory Testing Requirements Yes Yes No

TP05 Compatibility Testing Requirements Yes Yes / No No
TP06 Performance Testing Requirements Yes Yes / No N/A

TP07 Accessibility Testing Requirements Yes Yes / No No 
TP08 User Acceptance Testing Requirements Yes Yes Yes / No 

TP09
Manual Regression Testing 

Requirements
Yes Yes Yes

TP10 Test Automation Requirements Yes Yes Yes

TP11 Operational Acceptance Requirements Yes Yes / No N/A
TP12 IT Health Check Plan Requirements Yes Yes / No N/A

Complexity



 

5. Technology Landscape 
 
The technology required to build and sustain the payment of benefits is on a scale that has 
not been attempted previously in Scotland. The safe and secure transition of 11 devolved 
benefits, through the programme and into the remit of the new Social Security Agency, have 
been driving factors behind the selection and delivery of our technology solutions.  
 
Solutions have been designed and implemented with our Clients at their core.  Social 
Security Directorate have involved those with real experience of previous welfare systems in 
the design, usability and testing of systems.  A multi-channel technology approach has been 
pursued to ensure that those who cannot, or choose not to adopt digital methods will not 
become isolated through technology. 
 
Learning from other major ICT initiatives in recent times, the focus is on Reuse, before Buy, 
before Build, to ensure the most cost effective approach is taken and to minimise 
implementation risk.  In line with Scottish Government’s Digital Strategy, Social Security 
Directorate have adopted a Cloud First approach, with data being stored within secure UK 
facilities.  
 
Finally, secure by design is at the heart of all digital and technology solutions that are and 
will be introduced and maintained. By embedding security and cyber protection into the 
fabric of architecture and design, Social Security Directorate seek to gain the confidence of 
our Clients, and their trust in the Scottish Government, to deliver the devolved benefits on 
time. 
 
The new Social Security system will be the largest, most complex IT programme of change 
since devolution. This programme consists of multiple supplier and internal delivery 
resources, deploying the service in controlled phases over the next 3 years. 
 
  



6. Technology stack 
 
6.1 The Service Provider will be required to provide resources with experience working 
with the following technologies, tools and methods:  
 

6.1.1 Selenium and Cucumber 
6.1.2 NeoLoad 
6.1.3 Jira and confluence 
6.1.4 Qtest 
6.1.5 GitLab 
6.1.6 JMeter 
6.1.7 Kibana & ElasticSearch (querying logs) 
6.1.8 Jenkins 
6.1.9 DBeaver 
6.1.10 JUnit 
6.1.11 SonarQube 
6.1.12 Zaproxy 
6.1.13 Postman 
6.1.14 Serenity BDD 
6.1.15 IntelliJ 
 
 

6.2 The above technology stack and methodologies is not exhaustive and may evolve 
over time. The Service Provider must maintain the capacity to provide interim resources with 
relevant experience throughout the period of the Contract and review the current stack on an 
ongoing basis. 
 
 
6.3 As part of the testing strategy development and continuous improvement initiatives, 
we would welcome any proposals for the introduction of new tools to improve quality and 
efficiency across the testing service 
 
  



7. Project and Delivery Methodology 
 
7.1 Experience of working in an SAFe/Agile (Scrum) and project environment is 
essential. The Service must be proficient in testing services operating within iterative 
software development methodologies and understand the associated responsibilities, 
practices and artefacts expected in agile delivery. 
 
7.2 Testing delivery needs to be aligned to the Scottish Government Agile methodology 
with the suppliers and  are required to play an active role in regular meetings in place for the 
delivery of Social Security, namely daily stand-up ceremonies within teams, show & tells, 
sprint planning and retrospective sessions.  
 
 
  



8. Location  
 
8.1 The testing service has historically been delivered onsite alongside one of our co-
located teams in Glasgow. Edinburgh or Dundee: 
 

▪ Scottish Government Glasgow building at 4 Atlantic Quay, 70 York Street, Glasgow, 
G2 8AE; 

▪ Scottish Government Edinburgh building at Victoria Quay,    Commercial Street, 
Edinburgh, EH6 6QQ. 

▪ Dundee House, 50 North Lindsay Street, Dundee, DD1 1QA  
 

8.2 Due to the restrictions placed on the programme through the Scottish Government 
Covid-19 working regulations, the current testing service is carried out remotely. The 
Programme will review it’s working practices and locations once the Covid-19 restrictions 
have started to lift. It is anticipated that a return to office based working will occur to some 
extent but the timing of this is not yet clear. 
 
8.3 We invite suppliers to propose an adaptable working model that could deliver the 
testing service into this uncertain scenario. While we believe there will always be a need to 
provide face-to-face services when required, we are open to a blended model of 
remote/onsite working if this can be demonstrated to be effective and adaptable. 
 
8.4 The testing resources will normally be assigned to one of these locations but specific 
tasks may involve travel between these locations. Travel and Subsistence (T&S) will not be 
paid for travel between the resource’s home and assigned location nor for journeys between 
Glasgow, Edinburgh and Dundee. 
 
8.5 Some roles/assignments may occasionally involve meetings and workshops in other 
locations in the UK (e.g. DWP or HMRC locations). T&S will not be paid for these journeys. 
 
 
  



9. Continuous Improvement 
 
9.1 The Service Provider will implement a system of continuous improvement over the 
period of the Contract. By continuous improvement it is meant that improvements are to be 
delivered for one or more of the following outputs on an ongoing basis: 
 

▪ Reduction in whole life costs and day rates 
▪ Quality (e.g. defect levels post implementation, defect analysis demonstrating earlier 

identification of defects) 
▪ Knowledge transfer to in-house practice 
▪ Specified contract services levels 
▪ The facilitation or promotion of best practice 
▪ Transition to a blended testing service of permanent and contingent resource 
▪ Defined training and development path for permanent staff development 

 
 
  



10. Supplier Management 
 
10.1 Reporting 
 
10.1.1 The Service Provider must provide a monthly status report this must be provided by 
the last working day of each month prior to the supplier management meeting. A draft 
template will be provided by the Purchaser. This report will include but not be limited to: 

 
▪ an executive level summary of the progress to date against, including resource used 

and budget management  
▪ Current activity and progress against the Key Deliverables including RAG status 
▪ an updated mobilisation and test plan, detailing the status of all activities including 

delays and changes from previous plan  
▪ a list of unresolved risks and issues and any actual and anticipated problems, including 

those for which the Purchaser has primary responsibility, along with due date, priority, 
responsible party and assessment of potential and actual business impact to the 
project plan 

▪ Monthly and cumulative spend totals with a value/percentage comparison to how the 
cumulative spend total correlates to the overall Contract Price   

  
10.1.2 The purpose of these meetings will be to monitor progress and performance across 
the contract as a whole.  
 
10.1.3 The Purchaser may request additional Management Information at any time. 
Management Information reports must be supplied in a format that allows the Purchaser to 
develop and produce ad-hoc Reports for review. All costs associated with the provision of 
management information shall be the responsibility of the Service Provider.  
 
10.1.4 The Service Provider, in conjunction with the Purchaser, will review the suitability of 
the reporting throughout the Contract (which may include the provision of new reports and/or 
additional breakdown within reports as reasonably requested by the Purchaser).  
 
10.1.5 The Service Provider will update and maintain a Risk Register which will be 
available to the Purchaser to access.   
 
10.2 Meetings 
 
10.2.1 The Service Provider will be required to meet with the Purchaser at monthly 
supplier management meetings. 
 
10.2.2 The Service Provider may be required to undertake other ad hoc visits to the 
Purchaser and other third parties that are relevant to the Services to discuss the operation of 
this Contract.  
 
10.2.3 The Service Provider, in conjunction with the Purchaser, will review the suitability of 
meeting frequency and purpose throughout the Term.  
 
10.2.4 All costs incurred by the Service Provider in attending such meetings will be the 
responsibility of the Service Provider.  



11. Data Management 
 
11.1 The Service Provider shall ensure that all information held or obtained by the Service 
Provider in connection with the operation of the Contract is securely and sensitively 
managed at all times and in accordance with Schedule 9 (Model Contract regarding Data 
Protection Directive 95/94/EC). 

  



12. Exit Strategy  
 
12.1 The Service Provider shall develop and maintain plans and procedures for the 
orderly transition of the Services to an in-house team(s). 

  



13. Business Continuity & Disaster Recovery 
 
13.1 The Service Provider shall have in place and maintain appropriate and relevant 
Business Continuity and Disaster Recovery plans, policies and procedures in respect of the 
Services in accordance with Schedule 11 (Business Continuity and Disaster Recovery 
(BCDR)). 

  



14. Storage of Data  
 
14.1 The Service Provider must store all data relevant to this Contract (whether personal 
data or otherwise) in a secure data storage environment which must be located within the 
UK only unless explicit written permission is given by Head of Digital Risk & Security in 
CDO. 
 
14.2 This data must be stored in a manner that allows only authorised persons to easily 
access and retrieve data. 

  



15. Risk 
 
15.1 The Service Provider shall, at all times, have in place an appropriate risk 
management strategy (including a suitable risk management plan and risk logs) for the 
delivery and support of Services to be provided under the Contract. 
 
15.2 The Service Provider must inform the Scottish Government immediately of any 
known or foreseeable risks which may have an impact on the operation of the Contract 
and/or the performance of the Services. 

 
  



16. Sustainability, Environmental and Community Benefits  
 
16.1 The Service Provider shall comply with the Scottish Government’s sustainable 
development strategy and ethical policy with respect to the delivery of this Contract. 
 
16.2 The Service Provider’s policies and processes will support the Scottish Government’s 
‘Greener Scotland’ strategic objective including: a proactive approach to sustainable 
consumption and the efficient use of resources; consideration given to social and 
environmental consequences; policies which ensure that business activities have a direct 
positive impact on climate change and energy; and policies which encourage natural 
resource protection and environmental enhancement. 

 
16.3 The Scottish Government is committed to sustainable procurement and to this end 
the Service Provider is required to comply with all social and environmental policies in the 
delivery of Services during the period of the Contract.  
 
16.4 The Service Provider will be required to report to the Scottish Government within 
their monthly management information reporting, details of any sustainability and 
environmental measures and achievements. 
 
16.5 ‘Community Benefits' are social considerations which include not only targeted 
recruitment & training, but also equal opportunities, training for the existing workforce, 
supply-chain initiatives, community consultation, 'considerate Supplier' schemes, 
contributions to education, the promotion of social enterprises and resources for community 
initiatives. 
 
16.6 The Service Provider shall embrace the Scottish Government’s requirement for 
delivering Community Benefits through the Contract. To assist the Scottish Government in 
understanding what opportunities exist to deliver benefits to the community through the 
Contract, the Service Provider shall report to the Scottish Government as part of their 
monthly management information reporting, details of any Community Benefit measures and 
achievements such as Targeted Recruitment and Training, skills development, employment, 
apprenticeships, etc. 
 
16.7 For this contract there is a minimum requirement to create 3 apprenticeship 
positions registered with a relevant sector skills body at the Modern Apprentice level. 
  

▪ Where possible recruitment of apprentices will be targeted in postcodes within the 10% 
most deprived in Scotland. Information on these areas can be accessed via the 
attached link https://www2.gov.scot/Topics/Statistics/SIMD 

 
and/or   
 

▪ targeted to encourage applications from disabled or disadvantaged job-seekers 
through engagement with providers delivering Fair Start Scotland Programme : 
http://www.employabilityinscotland.com/devolved-employment-services/fair-start-
scotland/-about-fair-start-scotland/ 

 
  

https://www2.gov.scot/Topics/Statistics/SIMD
http://www.employabilityinscotland.com/devolved-employment-services/fair-start-scotland/-about-fair-start-scotland/
http://www.employabilityinscotland.com/devolved-employment-services/fair-start-scotland/-about-fair-start-scotland/


17. Fair Work 
 
17.1 The Public Sector in Scotland is committed to the delivery of high quality public 
services, and recognises that this is critically dependent on a workforce that is well 
rewarded, well-motivated, well-led, has access to appropriate opportunities for training and 
skills development, are diverse and is engaged in decision making. These factors are also 
important for workforce recruitment and retention, and thus continuity of service. Public 
Bodies in Scotland are adopting Fair Work practices, which include: 

 
▪ a fair and equal pay policy that includes a commitment to supporting the Living 

Wage, including, for example being a Living Wage Accredited Employer; 
 

▪ clear managerial responsibility to nurture talent and help individuals fulfil their 
potential, including for example, a strong commitment to Modern 
Apprenticeships and the development of Scotland’s young workforce; 

 
▪ promoting equality of opportunity and developing a workforce which reflects the 

population of Scotland in terms of characteristics such as age, gender, 
religion or belief, race, sexual orientation and disability; 

 
▪ support for learning and development; 

 
▪ stability of employment and hours of work, and avoiding exploitative 

employment practices, including for example no inappropriate use of zero 
hours contracts; 

 
▪ flexible working (including for example practices such as flexi-time and career 

breaks) and support for family friendly working and wider work life balance; 
and 

 
▪ support progressive workforce engagement, for example Trade Union 

recognition and representation where possible, otherwise alternative 
arrangements to give staff an effective voice. 

 
17.2 In order to ensure the highest standards of service quality in this Contract, the 
Service Provider shall take a similarly positive approach to Fair Work practices as part of a 
fair and equitable employment and reward package. 

  



18. Physical Data Security  
 
18.1 The Service Provider shall ensure robust and layered physical security measures are 
in place at all sites where data is stored.  This must include, but not be limited to: 

 
▪ limited access to server room (authorised personnel only); 
▪ low key appearance; 
▪ limited entry points to server room; 
▪ door control system, including Fire Doors. 

 
 
 



Annex A - Testing Job Descriptions 
 
The following descriptions are provided as a reference point for the types of skills and experience that would be expected to support the 
delivery of the testing service provided by the supplier. 
 

Role  Definition 

Programme Test 
Manager 

A proven expert in managing large scale testing practices, the Programme Test Manager will bring many years of 
experience with them. 
 
The Programme Test Manager will have clear evidence of setting, implementing and communicating complex 
Test Strategies. 
 
Demonstrable track record of operating at a senior level and experience of both Agile at scale and waterfall 
methodologies.  
 
Public Sector experience a significant advantage but not an essential requirement.  
 

Test Manager Relevant experience of testing, including experience of managing test teams in an agile delivery environment.   
 
Evidence of leading investigative work into problems and opportunities in existing processes, driving the 
collection of information and creation of recommendations for improvements. 
 
An ability to design and execute a wide range of testing techniques and to communicate test results to both 
technical and non-technical stakeholders is essential. 
 
Awareness of functional and non-functional testing techniques, including an ability to execute functional and non-
functional test scenarios is necessary. The role will Anticipate a requirement for a sound understanding of a 
range of standard testing techniques. 
 

Test Engineer Relevant experience of testing in an agile delivery environment.   
 
Demonstrable experience of designing and executing functional and non-functional test cases using standard 
testing techniques is required. 
 



The role will involve running and managing appropriate tests to ensure that requirements have been fully met.  
Candidates will be required to understand and identify the most effective techniques, data sets and tools to use.  
They will also be able to communicate defects or trends clearly to software developers, outlining how defects are 
identified and the possible causes (and solutions for remediating). 
 

Test Lead Proven experience in a Test Automation role across multiple clients/ projects. 
 
Direct experience in creating and executing Test Automation Strategies, Automation Frameworks and of driving 
and supporting test automation within complex IT solution architectures.  
 
Must be comfortable working with Purchaser representatives and other IT project team members, whilst 
communicating key test automation principles throughout an organisation.  
 
Trained (and qualified) in the testing methodologies relevant to the required services including appropriate 
programming knowledge and experience of a variety of automation test tools. 
 

Manual Test Analyst Proven experience in a Test Analyst role across multiple clients / projects. 
 
Direct experience in creating and executing testing, reporting defects and identifying key issues within a testing 
environment.  
 
Must be comfortable working with Purchaser representatives and other senior project team members, whilst 
communicating key software testing principles throughout an organisation.  
 
Trained (and qualified) in the testing methodologies relevant to the required services. 
 

Defect 
Analyst/Continuous 
improvement  

Previous experience in a Defect Analyst role with experience of root cause analysis process 
 
Experience working in an agile development environment with knowledge of the agile testing methodology and 
ceremonies 
 
Solid experience of JIRA   
 
Excellent communication and inter-personal skills  
 



Ability to influence and inspire desire for continuous improvement  
 
Experience of Confluence desirable  

Performance Test 
Analyst 

Previous experience in a Performance Test role on both internet facing and “internal” applications. 
 
Experienced in a number of tools including JMeter and NeoLoad as the primary performance test tools utilised on 
the programme.  
 
Experience of working in an agile development environment with knowledge of the agile testing methodology and 
ceremonies. 
 
Proven previous use of JIRA.  

Automation Test Analyst Previous experience of operating as an Automation Tester/QA within an agile environment, preferably scrum.  
 
Solid experience of multiple toolsets but most specifically Selenium and Cucumber.  
 
Solid experience of JIRA. 
 
Ability to work within multidisciplinary teams utilising excellent communication and inter-personal skills. 

 
  



Annex B – Programme Test Strategy 
 
 
Annex C – Independent Test Review 
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