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Note of Meeting 

Board Name: National Cyber Resilience Advisory Board 
Date: Tuesday 17 September 2019 Time: 10:00 – 14:00 

Venue: Conference Room D&E, St Andrew’s House, Edinburgh  

 

Attendees  
Ministerial: Kate Forbes, Minister for Public Finance and Digital Economy (from 12 – 1).   
Board attendees: David Ferbrache (DF)/Chair, Dave McClure (DMcC), Gordon McGuinness 

(GMcG), [redacted], David McNeill (DM), [redacted], David Aspinall (DA), Keith Nicholson 
(KN), Louise McDonald (LM), [redacted].  
Also in attendance: [redacted]- Head of Cyber Cluster, ScotlandIS, [redacted], [redacted], 

[redacted] (Secretariat), [redacted], [redacted] & [redacted] (Secretariat support).  
Apologies 
Robert Hayes, Anne Moises, Damien Yeates and Linda Hamilton. 
 

MINUTES 

NO. ITEM ACTION OWNER 

1. Welcome, minutes and actions from previous meeting  

 David Ferbrache (Chair) welcomed everyone to the meeting and noted 
apologies.  
Actions from previous meeting complete/some delayed until next 

meeting 
Minutes from previous meeting approved.  
[See Action Summary below for full list]. 
 

 
 

2. Overview of current threat environment  

 [redacted] gave a verbal update from NCSC on the current cyber 

threat.  Whilst the trends across sectors remain the same as the 
update in June, Sept saw an unusual spike in incidents reported to 
the NCSC.   
 

With regard to NCSC products, [redacted] advised that Exercise in a Box 
had been very well received, and NCSC are now developing other 
scenarios to add to the current four. There will be a series of CEO 

engagement sessions planned for early 2020.  
[redacted] advised the Board of a cross sectoral event CRU are running 
on the 8th October. NCSC will present their products at this event.  

Invitations to this will be sent to Board Members. 
[redacted] added NCSC are still reviewing methods to refine their 
statistics to provide a more detailed breakdown for Scotland.  
NB from Police Scotland offered to work with NCSC to deliver a cyber 

threat “deep dive” at a future meeting. This would be done on an annual 
basis.  
 

Action Point 1: CRU to send invitation to cross-sector event on 8th 
October to NCRAB 
Action Point 2: [redacted] to liaise with [redacted] to prepare for a cyber 

threat deep dive presentation and to inform CRU when ready.  
 

  

 
 
 

 
 
 
 

CRU 
 
 

 
 
[redacted]/[redacted] 
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3. Programme overview   

 [redacted] provided members with the programme overview which 
covered highlights, key risks and challenges.  
[redacted] ran through the proposed Key Performance Indicators in the 
programme overview, explaining that the intention is to build these into 

the performance measurement work currently being developed.  
The Board discussed the value and evolution of self-assessment within 
the Public Sector v. the assurance provided by audit. The audit 

requirements placed on the Health and Water sectors by the NIS 
Regulations, which would begin to produce results in 2020, may provide 
some insight as to the extent to which the pictures provided by self-

reporting and independent audit differ. 
[redacted] indicated that the CRU were working with Cabinet Office to try 
and align and complement work around the development of a security 

and resilience self-assessment tool. [redacted] observed that whilst there 
were similarities in approach, the Cabinet Office appeared to have a 
compliance focus rather than the ’support’ focus being prioritised in 

Scotland, which may require us to push ahead on a slightly different tack. 
 
The Board were content with the KPIs, though there was some discussion 
on the robustness of statistics, and the aspiration to develop some form 

of automated reporting that is not open to the interpretation of 
organisations submitting the information. 
[redacted] also advised the Board of sessions planned with CEOs in the 

new year – further details on this will be provided.  
 
[redacted] highlighted the potential impacts on CRU resourcing of a No 

Deal Brexit as a specific risk to the programme’s progress. Board 
members acknowledged this risk. 
 

Action Point 3: CRU to inform NCRAB of CEO engagement sessions 
planned for early next year 
 

 
 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 
 

 
CRU 

4. Programme benchmarking, measurement and evaluation    

 
 

[redacted] updated on progress developing the performance 
measurement piece and presented a draft infographic prepared by SG 

analytical colleagues which set out progress toward one of the outcomes 
of the strategy. There was broad agreement that the format presented 
was a strong one. However, suggestions were made around taking advice 

on the presentation content and what could be made public without 
exacerbating cyber risks, the inclusion of a prevention message on each 
update, and comparing methodology with DCMS who are also currently 

developing work on performance measurement. 
[redacted] advised that work was ongoing to collate progress, by year, for 
each action on the Cyber Resilience Action plans, which will inform these 
infographics.   Progress on this will be presented at the next meeting. The 

Chair said that it will be important to have a fuller set of stats available in 
the ‘back office’, in order to facilitate more detailed analysis if need be.   
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Action Point 4: [redacted] to explore DCMS connection with 
performance measures and to provide an update of progress/revised 
drafts at the next meeting 

 

CRU/[redacted] 

5. Board next steps  

 DF presented the revised Terms of Reference paper, which included a 
proposal to change the board name to the National Cyber Resilience 
Advisory Board.  The Board were content with proposals, however 
[redacted] requested that information on how members came to be part 

of the board, how the chair is selected and other similar matters should 
be included.   
 

DF reminded members that he agreed to write to the DFM on the Board’s 
development and sought final views for inclusion. 
 

Action Point 5: CRU to provide DF with information on Board 
membership processes to be included in the Terms of Reference 
document. [redacted] to be added to list of attendees.  

Action Point 6: Board members to send DF final feedback on points for 
inclusion on the letter to Deputy First Minister 

 
 
 
 

 
 
 

 
 
 

 
CRU/[redacted] 
 

NCRAB 

6. Private Sector – next steps  

 [redacted] outlined the challenges in the current private sector model . He 
presented a paper setting out a proposed change of approach to delivery 
of PRIVSAP, focusing on engaging key influencers and testing approaches 

with a key sub sector. The Tourism sector had been identified as a key 
sector of importance to Scotland and one that, due to the number of 
small businesses, was particularly vulnerable to cyber disruption. It was 

proposed that this sector be engaged specifically to measure the 
effectiveness of the proposed revised approach. 
The Group discussed the paper and its proposals, including the 

vulnerability of SMEs and assumptions made around managed IT 
providers with regard to cyber security issues.  
The Board spoke about which messages should be prioritised for which 

sectors and their customers– is action to address cyber threats 
worthwhile because it can prevent risk, generate money, save money, 
can it reduce business insurance by 10%, what national support is there if 
a catastrophe happens? 

[redacted] recommended that this work be connected with Digital Boost.  
DF also agreed that opportunities should be taken to identify how 
Ministers could best support & influence the PRIVSAP agenda. 

The Board were broadly supportive of the proposed approach, including 
the pilot with the tourism sector and a stronger focus on managed IT 
services. 

The Board endorsed the paper setting out the Revised PrivSap Delivery 
Model. 
Action Point 7: CRU/[redacted] to explore stronger connection with 

Digital Boost on PRIVSAP work.  
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 
 

 
 
 

 
 
 

 
 
CRU/[redacted] 
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7. Arrival of Kate Forbes, Minister for Public Finance and Digital Economy  

 The Minister outlined her aspiration to work collaboratively with 
organisations to drive progress in cyber resilience and security. She made 
clear that she sees the NCRLB (now NCRAB) as invaluable in taking this 
aim forward. 

 

8. Developing Scotland’s Cyber Proposition   

 [redacted] presented on the proposition being developed to promote 

Scotland as an attractive place for cyber security inward investment.  
In discussion, the possibility of presenting Scotland as a “digitally ethical” 
or “fair” nation was raised. [redacted] advised that the University of 

Edinburgh has introduced privacy and private data sharing to its 
programmes, and that all related degrees will be in “cyber security, 
privacy and trust”. LMcD said we should also consider how we look at 

being world leading around gender equality in cyber security. 
The Board saw the Global Scot Network as a useful sounding board 
alongside senior industrialists.  
Documents are still being developed, but feedback will be sought and DF 

advised that some Board members will be required for this.  [redacted] 
agreed to lead a sub-group of members for these purposes, with other 
members invited to volunteer their names to DF following the meeting. 

Dave McClure volunteered to support this work. 
Action Point 8: DF to identify further Board members and a non-Board 
member to support the review of the Proposition 

 

 
 
 

 
 
 

 
 
 
 

 
 
 

 
DF 

9. Cyber incident preparedness  

 [redacted] presented on the NCC Group Cyber Incident Readiness and 

Improvement Report and its recommendations and 12 high level Actions. 
The next step is to develop an action plan based around the NCC 
recommendations.  [redacted] will update the Board on progress at the 
next meeting. 

 
Action Point 9: CRU ([redacted]) to develop a Cyber Incident Readiness 
and Improvement Action Plan from the NCC report. 

 

 
 
 
 

 
[redacted] 

10. Cyber Scotland Week 2020  

 [redacted] provided an update on the success of last year’s Cyber 

Scotland Week, confirmed the dates for next year as 17 – 23 February 
2020, and asked for the Board’s assistance in growing and promoting the 
event.  The programme plan for the week is in its very early stages, but 
the Deputy First Minister has indicated that he would like to see more 

industry/schools engagement with a view to attracting more students, 
increasing teachers’ confidence in delivering cyber lessons, and getting 
more cyber professionals into industry. 

The Board agreed to endorse the proposals for Cyber Scotland Week 
2020, and consider how they can contribute to its success. 
Action Point 10: Board members to consider how they can support 

Cyber Scotland Week 
 
 

 

NCRAB- [redacted] 
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11. Action summary Action Owner 

CF/1 [redacted] to clarify which SG department has policy lead before 
discussing with [redacted] how to ensure appropriate SG Cyber Resilience 
representation on the proposed SG Digital Economy coordination group.  

[redacted]/ 
[redacted] 

CF/2 To consider future NCRAB agenda items on NCSC threat update. This 
should cover landscape overview with an opportunity for any specific 

deep dive topics and should be presented jointly with Police Scotland.  

Chair/ 
[redacted]/ 

[redacted] 

CF/3 CRU to produce one page paper on supply chain engagement and 
awareness raising plans. 

[redacted] 

CF/4 [redacted] to finalise strategic milestones slide pack following input at 
the June board and from any post-meeting feedback.  

[redacted] to NCRAB 

AP1 CRU to send invitation to cross-sector event on 8th October to NCRAB CRU/[redacted] – 
complete 

AP2 [redacted] (Police Scotland) to liaise with [redacted] to prepare for a 

cyber threat deep dive presentation and to inform CRU when ready.  
 

[redacted]/ 

[redacted] 

AP3 CRU to inform NCRAB of CEO engagement sessions planned for early next 
year. 

CRU 

AP4 [redacted] to explore DCMS connection with performance measures and 

to provide an update of progress/revised drafts at the next meeting 

[redacted] 

AP5 [redacted] to provide DF with information on Board membership 

processes to be included in the Terms of Reference document. 
[redacted]to be added to list of members. 

[redacted] to Chair 

AP6 Board members to send DF final feedback on points for inclusion on the 
letter to Deputy First Minister, by 1 October 2019.  

NCRAB 

AP7 [redacted] to explore stronger connection with Digital Boost. [redacted] 

AP8 DF to identify another Board member and another non-Board member to 

support the review of the Proposition 

DF 

AP9 CRU ([redacted]) to develop a Cyber Incident Readiness and 

Improvement  Action Plan from the NCC report. 

[redacted] 

AP10 Board members to consider how they can support Cyber Scotland Week NCRAB 

12. Date of Next Meeting  

 The Chair thanked everyone for their attendance. 
 
Next meeting is on Tuesday 10 December 2019 in Atlantic Quay, 
Glasgow  

(10-2) 
 

 

 
 



 

1 
 

Note of Meeting 

Board Name: National Cyber Resilience Advisory Board 
Date: Tuesday 10 December 2019 Time: 10:00 – 14:00 

Venue: Fleming B, 5 Atlantic Quay, Glasgow  

 

Attendees  
Ministerial: N/A   
Board attendees: David Ferbrache (DF)/Chair, Dave McClure (DMcC), Gordon McGuinness 

(GMcG), Malcolm Graham (MG), David McNeill (DM), [redacted], [redacted], Helen Nisbet 
(HN), Bob Hayes (BH), [redacted],  and [redacted]. 
 

Also in attendance: [redacted]- Head of Cyber Cluster, ScotlandIS, [redacted] (Head of Cyber 
Resilience Unit/Secretariat), [redacted], [redacted] (Secretariat Support), [redacted], 
[redacted] (replacing [redacted]). 
 

Apologies 
David Aspinall (DA), Keith Nicholson (KN), Louise Macdonald (LM). 
 

MINUTES 

NO. ITEM ACTION 
OWNER 

1. Welcome, minutes and actions from previous meeting  

 David Ferbrache (Chair) welcomed everyone to the meeting and noted 
apologies.  
Actions from previous meeting complete/some delayed until next meeting 

Minutes from previous meeting approved.  
[See Action Summary below for full list]. 
 

 
 

2. Overview of current threat environment  

 [redacted] gave a verbal update from NCSC on the current cyber threat and 

highlighted the  3rd NCSC Annual Review.   
 
[redacted] highlighted that NCSC is in election mode and that requests for 
support during events for next year should be made early due to multiple 

resource commitments. Active Cyber Defence is to be actively promoted in 
sessions along with some new tools.  
 

[redacted] also reported that  the Cyber First Girls’ competition is now active 
with a Scottish semi-final. 
 

[redacted] was asked whether there would be a refresh of Cyber Aware but 
advised that it is still under review.  
 

Action: CRU to circulate NCSC Annual Review to board members (link above) 
 
 

 
 

  

 
 
 
 

 
 
 

 
 
 

 
 
 

CRU 
 
 

 

https://www.ncsc.gov.uk/annual-review/2019/ncsc/docs/ncsc_2019-annual-review.pdf
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3. Incident Response/Incident Management Action Plan   

 [redacted] provided a general incidents update and presented his paper 
updating the board on the preparations for a Cyber Incident Management, 
Exercising and Testing Action Plan. 
 

Action: CRU/[redacted] to set a date in the diary for cyber exercise and 
identify methods for further integrating cyber into existing business 
continuity exercising.  

 

 
 
 
 

CRU/[redacted] 

4. Cyber Resilience Programme Update   

 
 

[redacted] reported that the Phase 1 Self-Assessment and Framework tools will 
launch on 13th January 2020 and will be followed by an online platform which 
will be part of Phase 2 development.  

 
[redacted] indicated that CRU are looking at either funding the Phase II of the 
self-assessment tool or looking at funding UK Gov work on a similar UK wide 
project. Question sets from tools will be published and are available for 

comment and use by others. 
 
A discussion took place around developing performance indicators for future 

meetings and [redacted] advised that the CRU were undertaking work in this 
area .  
 

ACTION: CRU to produce a plan which will demonstrate how we will roll out 
the Supply Chain and Framework tool and produce a report on measurement 
of improvement. 

 
ACTION: Chair, BH and [redacted] to discuss performance indicators. 
 

 
ACTION to only include High Risks in future NCRAB papers and for Risk 2 to be 
expanded to specifically include UK NCSP funding. 
 

 

 
 
 

 
 
 
 

 
 
 

 
 
 

CRU/[redacted] 
 
 

 
Chair/ 
[redacted]/BH 

 
CRU/[redacted] 

5. Response from DFM to Chair’s Letter  

 The Board discussed the Deputy First Minister’s response to the Chair’s letter.  
 
 

[redacted] offered suggestions on how to improve engagement with the 
private sector and both [redacted] and [redacted] would provide examples of 
how they have recruited people with the potential for a cyber career.  
 

There was also some discussion on how we move the SOC services on. Anne 
Moises agreed to meet with CRU to discuss. 
 

Action: AM to meet  with CRU to look at how to move the SOC report 
forward. 
 

 
 
 

 
[redacted]/ 
[redacted] to 
CRU 

 
 
 

AM to 
CRU/[redacted] 
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Action: [redacted] to discuss with interested members about how to improve 
private sector engagement. 
 

6. Private Sector Update  

 [redacted] provided a summary of activities agreed to move forward on the 
revised PrivSAP discussed at the previous meeting. DMcC updated on 

additional observations and considerations with [redacted] and [redacted]. 
 
Action: [redacted] to provide update on PrivSAP for discussion at a future 

meeting. 

 
 

 
 
[redacted]/CRU 

7. Performance Indicator Update   

 Discussion on the performance indicators led by [redacted].  [redacted] 
suggested that consideration be given to the use of social media data analytics 
as an addition to identifying whether Scotland’s reputation has been enhanced 
by the activities. Board agreed that the initial strategy measures were right 

given there was no baseline but, as we move forward to consider the strategy 
refresh, we should think carefully about the measures so we get them right. 
 

Action: Discuss with ASD with the aim of getting them to look at different 
methods of measuring strategy outcomes  

 
 
 
 

 
 
 

CRU 

8. Cyber Scotland Week  

 Members discussed Cyber Scotland Week and were asked to contribute to the 
week. More info: https://cyberscotlandweek.scot/  

 

9. Cyber Cluster Update  

 [redacted], head of ScotlandIS Cyber Cluster, provided an update on the work 
of the cluster.  

 
ACTION: CRU to circulate slides from ScotlandIS Cyber Cluster presentation to 
board members and [redacted] to provide update at the next meeting. 

 
 

 
CRU/[redacted] 

10. AOB  

 Action: CRU to identify timescales for the Cyber Strategy Refresh. CRU 

11. Action summary Action Owner 

CF/1 [redacted] to clarify which SG department has policy lead before discussing 
with IB how to ensure appropriate SG Cyber Resilience representation on the 

proposed SG Digital Economy coordination group. [redacted] will pick up. 

[redacted] 

CF/2 To consider future NCRAB agenda items on NCSC threat update. This should 
cover landscape overview with an opportunity for any specific deep dive topics 
and should be presented jointly with Police Scotland.  

Chair/ 
[redacted]/MG 

CF/3 [redacted] to liaise with Chair to explore DCMS connection with performance 
measures and to provide an update of progress at the next meeting 

[redacted]/ 
Chair 

CF/4 [redacted] to provide DF with information on Board membership processes to 

be included in the Terms of Reference document.  

[redacted] to 

Chair 

AP1 CRU/[redacted] to set a date in the diary for cyber exercise and identify 
methods for further integrating cyber into existing business continuity 
exercising. 

CRU/[redacted] 

AP2 CRU/[redacted] to produce a plan to roll out  the Supply Chain and Framework 

tool and produce a report on measurement of improvement. 
 

CRU/[redacted] 

https://cyberscotlandweek.scot/
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AP3 Chair, BH and [redacted] to meet to discuss performance indicators. CHAIR/BH/ 
[redacted] 

AP4 CRU to only include High Risks in future NCRAB papers and for Risk 2 to be 
expanded to specifically include UK NCSP funding. 

CRU 

AP5 AM to meet  with CRU to look at how we move the SOC report forward.  AM & CRU 

AP6 [redacted] to discuss with interested members about how to improve private 
sector engagement. 

[redacted] 

AP7 [redacted] to provide update on PrivSAP for discussion at a future meeting.  [redacted] 

AP8 Discuss with ASD with the aim of getting them to look at different methods of 

measuring strategy outcomes. 

CRU 

AP9 CRU to circulate slides from ScotlandIS Cyber Cluster presentation to board 

members and [redacted] to provide update at the next meeting. 

CRU/[redacted] 

AP10 CRU to identify timescales for the Cyber Strategy Refresh. CRU 

12. Date of Next Meeting  

 The Chair thanked everyone for their attendance. 
 
Next meeting is on Tuesday 10 March 2019 in St Andrew’s House, Edinburgh  

(10-2) 
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Note of Meeting 

Board Name: National Cyber Resilience Advisory Board 
Date: Tuesday 10 March 2019 Time: 10:00 – 13:00 

Venue: Teleconference call  

 

Attendees  
Board attendees: Bob Hayes (Acting Chair), David Ferbrache (DF), [redacted], David McNeil 
(DMcN), Dave McClure (DmcC), David Aspinall (DA), [redacted], Gordon McGuinness (GM),  

Louise Macdonald (LMacd), Keith Nicholson (KN), Anne Moises (AM)  
 
Also in attendance: [redacted]- Head of Cyber Cluster, ScotlandIS, [redacted] (SG Head of 

Cyber Resilience Unit/Secretariat), [redacted], [redacted] (Secretariat Support), [redacted],  
DSU Raymond Higgins (RH) (covering for DCC Malcolm Graham), [redacted], [redacted] – 
Justice Analytical Division. 
  

Apologies 
DCC Malcolm Graham (MG), [redacted], Damien Yeates (DY), Helen Nisbet (HN), [redacted] 
 

MINUTES 

NO. ITEM ACTION 
OWNER 

1. Welcome, minutes and actions from previous meeting  

 Acting Chair, Bob Hayes welcomed everyone to the meeting and noted 
apologies.  
Actions from previous meeting complete/some delayed until next meeting 

Minutes from previous meeting approved.  
 
CF/1: CRU to continue connecting into SG's cross government Digital Economy 

Group 
CF/2: To consider future NCRAB agenda items on NCSC threat update. This 
should cover landscape overview with an opportunity for any specific deep 

dive topics and should be presented jointly with Police Scotland. To be put on 
the agenda at next meeting.  
CF/3: [redacted] to contact [redacted]at DCMS regarding strategy 

performance measures to align with our work on metrics. 
CF/4: AM to meet  with CRU to look at how we move the SOC report forward. 
 
AP1: [redacted] to circulate TOR paper for approval at next meeting  

 
 
 

 
 
[redacted] 

 
[redacted] 
/MG/Chair 

 
 
[redacted] 

 
AM/ 
[redacted] 
[redacted] 

 

2. Ministerial Reshuffle  

 [redacted] updated the Board on recent changes as a result of the Ministerial 
reshuffle. The Deputy First Minister retains overarching responsibility for 
resilience and Kate Forbes Cabinet Secretary for Finance will continue with her 

interest in cyber resilience 
Ben Macpherson MSP will likely attend future engagements as Kate Forbes’ 
availability will be limited in her new role.   The Board expressed concerns that 

the recent changes had the potential of reducing the Ministerial focus on Cyber 
Resilience and asked CRU to clarify this.  

  
 
 

 
 
[redacted] 
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AP2: [redacted] to meet with KF/BM to clarify relationship to policy and brief 
board on Ministerial responsibility, set up meeting/call with Chair.  

3. Update on NCSC’ work in Scotland and any notable changes to threat 
landscape  

 

 [redacted] put in apologies and [redacted] and DF delivered a brief update on 

the threat landscape. Recent developments included RYUK and scams on 
Coronavirus. RH reported that there has been an increase in sophistication of 
attacks which include infiltration of backups.  Phishing and harvesting of 

credentials still remain key threats.   
 
AP3: CRU/[redacted] to circulate report from Public Sector Cyber Leaders 

Event 

 

 
 
 

 
 
[redacted] 

4. Cyber Resilience Programme Update   
 

 

[redacted] provided outline of actions with input from [redacted] and 

[redacted].  The Board asked about funding for 2020/21. DMcN advised that 
the SCVO CE voucher scheme was on track.   
 

AP4: CRU/[redacted] to provide note at next meeting on main spending 
commitments for 20/21. 
AP5: CRU/[redacted] to bring L&S research work including heatmap to 

September meeting. 
AP6: DA to meet with GMcG and [redacted] regarding graduate 
apprenticeships.  

AP7: CRU to circulate finalised economic proposition document. 

 

 
 
 

[redacted] 
 
[redacted] 

 
DA/GMcG/ 
[redacted] 

[redacted] 

5. Incident Management  
 [redacted] updated the Board on preparations for a cyber exercise at the end of 

April -  but this may be subject to change as a result of Covid19.  BH asked 
about funding attached to this and [redacted] stated that any figure would be 
an estimate and dependent on scale. 

 
AP8: CEA/[redacted] to provide clarification on IM funding ahead of next 
meeting. 

 

 
 
 

 
CEA/ 
[redacted] 

6. Strategy refresh  

 [redacted] informed the Board that the current Cyber Resilience strategy ends 
in December 2020.  [redacted] presented a timeline for the development of a 

new strategy and stressed that the strategy must align with the UK Cyber 
Security Strategy being developed  just as the current one was.  A new CRU 
colleague, [redacted], will be leading on developing the strategy with an 

expectation for it to be launched during Cyber Scotland Week 2021. 
 
AP9: [redacted] to update board on balance of work between current action 

plans and future strategy/action plan development at next meeting. 

 
 

 
 
 

 
 
[redacted] 

7. Strategy measurement   

 [redacted] gave a presentation on how we are going to measure the 
performance of the existing strategy, stating that we will focus on the 
deliverables coming out of the action plans to help demonstrate the thread 
going to the 6 outcomes of the strategy.  We are doing this through logic 
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modelling. LMacd recommended that we also demonstrate other external 
factors that may impact on the metrics.  
 

AP10: [redacted] to incorporate external factors in the logic models. 

 
 
 

[redacted] 
8. Comms and external engagement  

 [redacted] updated the Board on latest comms and engagement activity.  Cyber 

Scotland Week 2020 took place in February. Board and [redacted] thanked 
colleagues and partners for the success of CSW2020. 

 

9. Private Sector Update  

 [redacted] delivered an update on the progress of the Private Sector Action 
Plan.  The Board noted the update and looked forward to future engagement in 

the process of creating the next plan to ensure impact is measurable  and that 
we can see progress 

 
 

10. Cyber cluster progress  

 [redacted] provided an update on the Scottish Cyber Cluster and that she is 
currently gathering information on similar clusters in other countries and is 
engaging with DCMS. Board thanked her for her input and would welcome 

future inputs to include measurable outcomes.  
 
AP11: Future updates on the cyber cluster to include metrics  

 
 
 

 
 
[redacted] 

11. Supply chain and framework tool update  

 [redacted] updated the Board on AP2 highlighting that the framework and tool 
were issued to public sector leads and working contacts on 15 January 2020. 

They are currently undergoing familiarisation and user testing. Currently 
gathering feedback to inform changes and updates. Feedback from the CEO 
Public Sector Cyber Leader events has highlighted the need for staff awareness 

training so CRU are looking to hold further events this year.  Procurement at 
Cabinet Office is delayed for the online version of the tool and will not likely be 
started until the next financial year.  

 

12. Update on SOC  

 [redacted] advised that the SOC work will need to be carried forward to a 

future meeting.  
 
AP12: [redacted] to work with AM on developing SOC further and bring to 
board for discussion.  

 

 
 
[redacted]/AM 

13.  AOB  

 LMacd made the suggestion that future papers should have a cover note and 

link to strategy and plan and will send through an example to the Secretariat. 
BH also asked CRU to consider teleconferencing arrangements that allow for 
video and live sharing of presentations.  

 
AP13: CRU to make changes to papers to include cover note 
 
AP14: CRU to identify teleconference solution - possibly using Skype for 

business - for future board meeting 
 
 

 

 

 
 
 

 
[redacted]/CRU 
 
[redacted] 
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14. Action summary Action Owner 

 CF/1: CRU to continue connecting into SG's cross government Digital Economy 

Group 

[redacted] 

 CF/2: To consider future NCRAB agenda items on NCSC threat update. This 
should cover landscape overview with an opportunity for any specific deep 
dive topics and should be presented jointly with Police Scotland. To be put on 

the agenda at next meeting.  

[redacted] 
/MG/Chair 

 CF/3: [redacted] to contact [redacted] at DCMS regarding strategy 
performance measures to align with our work on metrics. 

[redacted] 

 CF/4: AM to meet  with CRU to look at how we move the SOC report forward. AM 

 AP1: [redacted] to circulate TOR paper for approval at next meeting. [redacted] 

 AP2: [redacted] to meet with KF/BM to clarify relationship to policy and brief 
board on Ministerial responsibility, set up meeting/call with Chair. 

[redacted] 

 AP3: CRU/[redacted] to circulate report from Public Sector Cyber Leaders 
Event. 

[redacted] 

 AP4: CRU/[redacted]to provide note at next meeting on main spending  

commitments for 20/21. 

[redacted] 

 AP5: CRU/[redacted] to bring L&S research work including heatmap to 
September meeting. 

[redacted] 

 AP6: DA to meet with GMcG and [redacted] regarding graduate 
apprenticeships.  

DA/GMcG/ 
[redacted] 

 AP7: CRU to circulate finalised economic proposition document. [redacted] 

 AP8: [redacted]/[redacted] to provide clarification on IM funding ahead of 
next meeting 

[redacted]/ 
[redacted] 

 AP9: [redacted] to update board on balance of work between current action 

plans and future strategy/action plan development at next meeting. 

[redacted] 

 AP10: [redacted] to incorporate external factors in the logic models. [redacted] 

 AP11: Future updates on the cyber cluster to include metrics. [redacted] 
 AP12: [redacted] to work with AM on developing SOC further and bring to 

board for discussion.  

[redacted]/AM 

 AP13: CRU to make changes to papers to include cover note. [redacted]/CRU 

 AP14: CRU to identify teleconference solution - possibly using Skype for 
business - for future board meeting. 

[redacted] 

12. Date of Next Meeting  

 The Chair thanked everyone for their attendance. 
 
9th June 2020 – Fleming B, Atlantic Quay* Via SKYPE 

15th September 2020 -  D+E St Andrews House*  
8th December 2020 – Baird A + B Atlantic Quay*  
9th March 2021 D+E, St Andrews House* 
 

*Meeting may take place via teleconference  
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Note of Meeting 
Board Name: National Cyber Resilience Advisory Board 

Date: Tuesday 9 June 2020 Time: 10:00 – 13:00 
Venue: Teleconference call  

 
Attendees  

Board attendees: David Ferbrache (DF)(Chair), Bob Hayes (BH), [redacted], David 

McNeil (DMcN), Dave McClure (DmcC), David Aspinall (DA), Gordon McGuinness 
(GM),  Louise Macdonald (LMacd), Keith Nicholson (KN), Anne Moises (AM), DCC 
Malcolm Graham (MG),), Helen Nisbet (HN), [redacted]. 

 
Also in attendance: [redacted]- Head of Cyber Cluster, ScotlandIS, [redacted] (SG 

Head of Cyber Resilience Unit), [redacted], [redacted] (Secretariat), [redacted] 
(Secretariat), [redacted], [redacted]   

 
Apologies 

[redacted] 
 

MINUTES 
NO. ITEM ACTION 

OWNER 

1. Welcome, minutes and actions from previous meeting  
 The Chair welcomed everyone to the meeting.  

[redacted] presented actions and explained the new action log to the 
Board.  
Actions were approved, with outstanding actions as follows: 
MAR20/06: Action to be kept open so that an further information can 

be brought to the Board on Graduate Apprenticeships. 
MAR20/08: [redacted] to provide clarification on incident 
management exercise funding ahead of next meeting. 
MAR20/12 AM/[redacted] discussions to be on agenda at next 

meeting regarding further development of the SOC.  
JUN20/01: [redacted] to be added to the Board’s Terms of Reference  
as an invited guest. 
JUN20/02: [redacted] to circulate further spending information 

following the circulation of main spending commitments for 20/21 
(MAR20/04). 
JUN20/03: [redacted] to provide note and update for agenda item at 
next NCRAB meeting on the Cyber Security Proposition and the 

Economic Opportunity Action Plan. 
 

 

 
 
 
DA 

 

[redacted] 
 
AM/[redacted] 

 

[redacted] 
 

[redacted] 
 
 
[redacted]/ 

[redacted] 

2. Strategy session approach  
 DF and LM described to the Board how the strategy session would be 

run.  
  
 
 

3. Setting the Scene  
 Short reflection on impact of COVID-19 on CRU’s work 

[redacted] provided the Board with an update on how the COVID-19 
pandemic is impacting on the Cyber Resilience Unit’s work and staff 

resource, and the response to the changes in the threat landscape which 
has included the production of a  weekly Cyber Resilience COVID-19 
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Bulletin which is a collaboration between the Scottish Government, 
SBRC, SCVO and Police Scotland. In addition the CRU are providing 
regular briefings to Ministers on current attacks and the ever-changing 
threats to the likes of the health sector, schools and  particularly around 

scams, working from home and teleconferencing. 
 
KN referred to a stakeholder who had suggested that we need a 
centralised source of messaging perhaps led by the Scottish 

Government.  It was also raised that messaging that mentions Scotland 
aspiring to be a ‘leader by 2020’ should be updated as it is now 2020.  
JUN20/04: The CRU will consider this going forward.  

 

Overview of key data extracted from draft strategy progress report. 
[redacted] provided an overview of sample key data extracted from the 
draft progress report and a discussion took place. 
BH suggested that the focus on the progress report needs to 

demonstrate both positives and negatives. [redacted] confirmed this to be 
the case and Board members will be sent a draft of the report for 
comment.  
 
JUN20/05: CRU to send out draft strategy progress report to Board 
Members in July.  
 

Update on the UK’s National Cyber Security Strategy 

[redacted] provided an update on the progress of the UK National Cyber 
Security Strategy and highlighted that she would keep the Board updated 
on developments. 
 
JUN20/06 [redacted] to provide a further update on UK strategy 
progress 

 
Strategy Options 

[redacted] presented options to the Board on next steps. (The Board 
discussed the options after the ‘PEST’ exercise described at 4 below) 
  

 
 

[redacted] 
 
 
 
 
 

 
 
CRU 
 

 
 
 
 

 
 
 
 

CRU/ 

[redacted] 
 
 

 
 
 
 

[redacted] 

4. External Factors affecting future strategy – PEST exercise  

 

 

Board members discussed the external factors, trends and drivers that 

may have impacted the cyber agenda..  
 
Social 
LM led the discussion on the social drivers affecting Cyber. One common 

theme was that COVID-19 is leading to greater exposure of existing 
social differences. Also discussed was the effect of cyber security policy 
and decisions for organisations that have had to rapidly switch to an 
online environment. Concerns were raised that some organisations were 

putting up barriers by having strict corporate policies which limited the 
services that could be used; however, these services are often not the 
ones used by the audience they are trying to reach. An example relates 
to youth workers employed by local authorities being unable to engage 

with young people through platforms such as Zoom. To address this, the 
Board’s view was that organisations need to take a more proportionate 
approach to risk and that a framework could be developed to understand 
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the levels of risks. Without that, there is a risk that cyber security 
becomes a social barrier.  
 
It was also raised that there needs to be greater attention to gender, 

racial/ethnic and social background in the development of cyber security 
skills and search for future talent.  
 
Political 

DF led on the discussion on the political drivers, which included the 
potential impacts of EU Exit, possible Scottish Independence and what 
Scotland could do to differentiate itself as a small and agile nation.  One 
suggestion was that Scotland could promote itself as an ethical digital 

nation.  
 
Economic 

LM led the discussion on the economic drivers. This raised concerns that 

within the context of the sharpest economic contraction in modern 
history, cyber security might be overlooked by firms running low on cash 
reserves. Concerns were also raised about the impact on young people 
in terms of their education and career prospects. Another issue raised 

was the impact of skills shortages and the potentially immense cost of 
fixing this.  
 
Technological 

Common themes raised in the technological discussion was the wider 
adoption of cloud providers which are squeezing out anti-virus vendors, 
and the rate of acceleration in digital transformation due to COVID-19, 
particularly in the healthcare sector.  

 
5. Summary and Next Steps  

 The Board discussed the next steps for the strategy where a number of 
options were considered, ranging from the production of a new strategy, 
an incremental update and a bridging strategy. It was decided that not 

enough is known about the ‘new normal’ to develop a full strategy but 
also that there was a  risk of cyber falling off the political agenda if there 
were only piecemeal increments.  The Board decided that the best option 
would be to publish a refreshed vision for cyber resilience, including what 

we have learned  through our Covid response and the importance of a 
secure digital infrastructure moving forward. Added to this would be an 
extension and revision to the existing action plans.  
 
JUN20/07: DF to write note outlining the Board’s position to be 
included in the CRU submission to DFM. 

 
JUN20/08 will keep the board updated on Ministerial consent to this 

approach and the revised vision paper once developed.  
 

 
 
 

 
 
 
 

 
 
 
 

DF/CRU 
 
 

[redacted] 

 AOB  

 [redacted] invited the Board to consider contributing to the Scottish 
Government’s Economic Recovery Board (ERB). 
JUN20/09: [redacted] to send letter from Board to ERB Secretariat 
and COSLA 

 
 

[redacted] 
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12. Date of Next Meeting  

 The Chair thanked everyone for their attendance. 

 
15th September 2020 -  Video Call/D+E St Andrews House*  
8th December 2020 – Baird A + B Atlantic Quay*  
9th March 2021 D+E, St Andrews House* 

 
*Meeting may take place via teleconference only 
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