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Note of Meeting 

Board Name: National Cyber Resilience Leaders’ Board  
Date: Tuesday 11 December 2018 Time: 13:00 – 16:00 

Venue: Committee Room 2, Scottish Parliament  
 

Attendees  

Board attendees: Hugh Aitken (HA)/Chair, [redacted], Linda Hamilton (LH), [redacted], Bob Hayes 

(BH), [redacted]), Dave McClure (DMcC), Gordon McGuinness (GMcG), David McNeill (DMcN), Anne 

Moises (AM), Keith Nicholson (KN), [redacted] – deputising for [redacted], [redacted] 

 
Also in attendance: Deputy First Minister and Cabinet Secretary for Education and Skills (DFM) (for 

agenda slot), [redacted]  , [redacted] (Secretariat[redacted], [redacted] & [redacted](Secretariat 
support)   
 
Apologies 

[redacted], David Ferbrache (DF), Louise MacDonald (LMaC), Gillian Russell (GR), Damien Yeates (DY) 
 
 
MINUTES 

NO. ITEM ACTION OWNER 
1. WELCOME AND INTRODUCTIONS  

 Hugh Aitken (Chair) welcomed everyone to the meeting, advising members we would be 
joined by the Deputy First Minister for the later part. Apologies received were noted.  
 

 
 

2. UPDATE ON ACTIONS FROM PREVIOUS MEETING  
 Actions from previous meeting complete / some additional follow-ups 

Minutes from previous meeting approved.  
[See Action Summary for full list] 
 

 

3. Cyber and Digital Narrative  
 [redacted]  set out a first draft version of a Cyber and Digital Narrative (Paper 3), as 

requested by the Board. Initial views were sought, with further feedback welcomed by 
email.    
 
Generally, members welcomed this common narrative.  
 
[redacted]  suggested that the narrative could be made a public document when 
finalised. SJ noted that cyber enabled crime is one of the biggest growth areas of 
criminality, and recommended that the links with the Serious Organised Crime Strategy 
should be made explicit in the document, along with greater emphasis on the threats we 
are seeking to address. 
 
HA suggested that an executive summary should be included and BH suggested that it 
should also include a brief summary of the action plans on cyber resilience.  
 
Action Point 1 -  NCRLB to provide any further comments by email to CRU by end 
February. CRU will send a revised version back to NCRLB before next meeting March 
2019. 
 
 
 
 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
NCRLB/ CRU 
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4. Overview of current threat environment  

 [redacted]  gave a verbal update from the NCSC on the current cyber threat. 
 
BH asked about learnings from recent breaches/incidents. [redacted]  outlined SG’s role 
in disseminating  NCSC advice through its networks.   
 
[redacted]  added the importance of using existing mechanisms for such 
communications, including resilience partnerships at local, regional and national level 
(particularly due to the legal requirement for resilience partnerships to manage cyber 
risk). [redacted]  noted this was about both the formulation and delivery of the message, 
and making the link between resilience and cyber resilience. [redacted]  noted that a 
previous paper had been put to the NCRLB that outlined the links between resilience and 
cyber resilience. He agreed that embedding arrangements for dissemination of cyber-
related advice in existing resilience networks was important. 
 
BH added this could form part of a Communications strategy. [redacted]  noted CRU had 
worked up a Communications workstream plan that had been circulated in advance to 
the board, but this was focused more on proactive comms rather than reactive comms. 
 
Action Point 2 - CRU to produce a note for the next NCRLB, on private and third sector 
communication mechanisms in the event of a significant cyber incident/attack. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CRU 

5. Chair and Ambassador update  
 [redacted]  briefly updated the Board on work to appoint a new Chair. Four members had 

put themselves forward for the position, with a decision to be made by DFM in the new 
year. [redacted]  noted the Cyber Ambassador role might form part of the new chair’s 
remit and would be for discussion on their appointment.  
 
[redacted]  added that the Minister for Public Finance and Digital Economy (Kate Forbes) 
had indicated her interest in increasing her involvement in raising awareness around 
cyber resilience – having undertaken 6 events in the past 8 weeks – and could be a 
potential candidate as Scotland’s Cyber Ambassador. [redacted]  concluded by stating 
any decision would need to be confirmed by the Deputy First Minister.  
 
Action Point 3 – CRU will communicate DFM’s decision on the appointment of a new 
NCRLB chair to all members ahead of the next NCRLB in March 2019.  
 

 
 
 
 
 
 
 
 
 
 
 
CRU 

6. Programme overview   

 [redacted]  presented a headline summary of progress on each of the action plans. This 
had been developed to streamline reporting to members. [redacted]  noted that the 
document has been informed by the project management templates being used by the 
CRU workstream leads.  
 
Measurements work 
 
[redacted]  highlighted the work SICSA and Justice Analytical Services are carrying out to 
help identify key indicators that can be used to measure the progress of the cyber 
resilience strategy and action plans. [redacted] welcomed this, and raised a specific point 
with regard to the current challenges of police recording of cyber-crime and the need for 
this to be accurately recorded in order to be reflected appropriately in statistics and 
inform future spending and action. 
 
The main points raised in discussion about each action plan were as follows:- 
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Learning and Skills 
[redacted] asked board members to put forward names of any famous or inspirational 
women speakers linked to cyber, to speak at the final of the UK’s Cyber First Girls 
competition in Edinburgh in March 2019. DB asked members to help promote the 
competition in Scotland.  
 
[redacted] informed the board that the first Cyber Scotland Week would be held to 
coincide with the CyberUK 19 conference at Glasgow’s SEC (week of 22 April 2019), with 
the aim of establishing a legacy for Scotland on the back of the NCSC’s flagship event. 
[redacted]  asked members to let her know if they had any events planned which could 
coincide and be affiliated with Cyber Scotland Week. So far there are plans for a CBI 
Business Breakfast meeting, schools events at Glasgow Science Centre, a Professional 
Development event for college lecturers and a raft of cyber security industry events 
(organised through the CMO).  
 
[redacted]  advised the board that the UKG intend to publish their first Cyber Security 
Skills Strategy by the end of this year and that there will be a consultation day on 20 
February in Glasgow. The proposed strategy includes the appointment of a new UK Cyber 
Security Skills Ambassador to champion cyber security as a career. 
  
Third and Private Sector  
DMcN reported strong uptake to date of the Cyber Essentials Voucher Scheme, with a 
notable increase in the quality of applications received from third sector organisations 
compared to the previous pilot scheme. He added that the OSCR Cyber Season and 
Catalyst promotion had helped ensure that the first phase of the scheme (to 18 
December) would achieve its target for numbers of quality applications received.  
 
[redacted]  reported a high level of enquiries for the private sector voucher scheme being 
managed by Scottish Enterprise. The scheme was on track to reach expected targets. 
[redacted]  added that a lot of the interest had been driven through the trusted partners 
network, but agreed to carry out further analysis around the sources of referrals to the 
scheme and applicants’ reasons for interest.  
 
HA asked about further promotion avenues to the private sector via media and other 
partners and networks. DMcN noted that at the recent Catalyst workshop on leadership 
and awareness raising, catalysts had requested that communications be tailored and 
indicated that general messaging did not engage intended audiences. [redacted]  agreed 
that CRU would recirculate information on the voucher scheme to members, so that they 
could promote it via their networks.  
 
Economic Opportunity 

[redacted]  noted his thanks to [redacted]  for his role in facilitating SICSA’s leadership of 
a recent workshop on the 5th utility.  
 
 
Action Point 4 – NCRLB members to provide CRU with suggestions of any potential 
women speakers for the Cyber First Girls competition next year. 
 

Action Point 5 – NCRLB to advice CRU ([redacted]) if they wish to affiliate any events 
with Cyber Scotland Week. 
 

 
 
NCRLB  
 
 
 
 
NCRLB to 
[redacted] 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[redacted]  
 
 
 
 
CRU and NCRLB 
 
 
 
 
 
 
 
 
 
 
 
NCRLB 
 
 
NCRLB to 

[redacted] 
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Action Point 6 - CRU to provide update presentation to the board on PSAP monitoring 
and evaluation exercise next phase at the next NCRLB in March. 
 

Action Point 7– [redacted]  will carry out analysis on the Cyber Essentials Voucher 
Scheme, where organisations are being directed from and their reason for interest.  
 
Action Point 8 – CRU to provide a note on the Cyber Essentials Voucher Scheme, which 
can be used by members to further drive promotion for respective sectors. 
 

 

CRU/[redacted] 

 
 

[redacted]  
 
CRU and NCRLB 
 

7. Public Sector update presentation  

 [redacted]  presented an update on the progress of the Public Sector Action Plan as 
part of the monitoring and evaluation exercise, with a high level focus on the returns 
from local authorities and health boards.  
 

[redacted] noted the sensitivity of sharing such information with NCRLB, and asked that 
confidentiality be respected appropriately.  
 

[redacted] noted the second phase of the monitoring and evaluation exercise (related to 
achievement of Cyber Essentials/Plus) was underway, with an update to be provided at 
the next NCRLB.  
 

[redacted] emphasised the importance of the next phase of work on the PSAP, 

particularly around incident reporting. [redacted]  highlighted that the draft Scottish 
Public Sector Cyber Resilience Framework and Concept Self-Assessment Tool was issued 
today for consultation, with a request for comments by end January 2019. 
 
BH raised concerns around some of the evaluation findings regarding the Health sector’s 
exercising of incident management plans. This was an area of critical importance given 
Health as a key sector subject to the NIS directive. 
 

 
 
 
 
 
 

8. Communications and Ministerial engagements and key dates  

 This section was not covered due to timings.  
 
The CRU Communications workstream plan was circulated to members in advance of this 
meeting. Members are invited to provide any comments to CRU in advance of the next 
NCRLB.  
 
Action Point 9 – NCRLB to provide any initial comments on the Communications 
workstream plan in advance of the next NCRLB in March 2019.  
 

 
 
NCRLB 
 
 
 
NCRLB 

9. Research update  

 [redacted]  provided a verbal update on research developments, which included the 
successful Tay Cities Region deal, UHI and St Andrews University link-up and new 
research projects coming on board, together with the launch of the SICSA innovation 
scheme in January 2019.  
 
Some discussion followed around the recognition of the cyber security industry as a 
recognised industry in its own right, which could help create further inward investment 
and drive Scotland’s global ambition. [redacted]  volunteered to take this issue back to 
Scottish Enterprise for further discussion and update the board.  
 

 
 
 
 
 

 
 
[redacted]  
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Action Point 10 – [redacted]  to discuss with Scottish Enterprise the position of cyber 
security being recognised as a standalone industry, to help Scotland drive inward 
investment.  

[redacted]   
 

10. Ministerial DFM attendance  

 DFM joined the meeting from 14:50. He put on record his thanks to the NCRLB’s outgoing 
Chair for his commitment and dedication to the role, and for the progress made so far. 
Following his introductory remarks, DFM asked members for their views on the key 
challenges and opportunities for cyber resilience in Scotland. 
 
The following points were made in discussion:- 
 

 DFM acknowledged the contribution made by the outgoing Chair to the work of 
the Board and the cyber resilience agenda in Scotland. DFM was grateful to 
members who have expressed an interest in taking on the role of Chair and 
confirmed he would take a decision in early 2019.  
 

 There was broad agreement amongst members that significant progress on the 
cyber resilience agenda had been made, acknowledging the role of the Cyber 
Resilience Unit in Scottish Government.  
 

 Strengthening our approach to cyber resilience communications was vitally 
important. There was a need to ensure better integration of traditional resilience 
messaging and cyber resilience messaging, to help avoid duplication and 
confusion. Getting citizens to understand the threat was a vital first step.  
 

 The ability to respond to changing circumstances and cyber threats was 
important. Current issues with the recording of cyber-crime needed to be 
addressed to help inform and direct future police resourcing decisions.  
 

 There was an emphasis on the importance of maximising the economic 
opportunities for cyber resilience, with collaboration between the education and 
industry sectors viewed as key to helping advance this agenda. 
 

 
 
 
 
 
 
 
 

11. Action summary  

 C/F Action – A redrafted Ministerial letter to issue to Deputy First Minister, Cabinet 
Secretary for Justice and Cabinet Secretary for Finance, Economy and Fair Work.  
 
C/F Action - To share a distilled version of strategic risk register to NCRLB members.  
 
C/F Action – Terms of reference to be revised after new chair appointment   
 
C/F Action – CRU to provide NCRLB with slide pack on each of the action plans for  
cyber resilience- to support their engagement/awareness raising. 
 
Action Point 1 -  NCRLB to provide any further comments by email to CRU ahead of the 
next meeting. CRU will bring a revised version back to NCRLB in March 2019.  
 
Action Point 2 - CRU to produce a one page note for the next NCRLB, on private and third 
sector communication mechanisms in the event of a significant cyber incident/attack.  
 

[redacted] 
/HA/CRU 
 
 
CRU 
 
CRU 
 
CRU 
 
 
NCRLB/CRU 
 
 
CRU 
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Action Point 3 – CRU will communicate DFM’s decision on the appointment of a new 
NCRLB chair to all members ahead of the next meeting in March 2019.   
 
Action Point 4 – NCRLB members to provide CRU with suggestions of any potential 
women speakers for the Cyber First Girls competition next year.  
 

Action Point 5 – NCRLB to advise CRU ([redacted]) if they wish to affiliate any events 
with Cyber Scotland Week. 
 
Action Point 6 – CRU to provide update presentation to the board on PSAP monitoring 
and evaluation exercise next phase at the next NCRLB in March. 
 

Action Point 7 – [redacted]  will carry out analysis on the Cyber Essentials Voucher 
Scheme, where organisations are being directed from and their reason for interest.  
 
Action Point 8 – CRU to provide a note on the Cyber Essentials Voucher Scheme, which 
can be used by members to further drive promotion for respective sectors.  
 
Action Point 9– NCRLB to provide any initial comments on the Communications 
workstream plan in advance of the next NCRLB in March 2019.  
 

Action Point 10 – [redacted]  to discuss the position with Scottish Enterprise, as to the 
cyber industry being a standalone area to help Scotland drive inward investment, and 
update members on the future approach.  
 

CRU 
 
 
NCRLB 
 
 
NCRLB 
 
 
CRU/[redacted] 
 
 

[redacted]  
 
 
CRU and NCRLB 
 
 
NCRLB 
 
 

[redacted] 

12. Date of Next Meeting  

 The Chair thanked everyone for attending, their support and work over his tenure and 
wished all members well for the future. 
 
Next meeting is on 27th March 2019 in St Andrews House, EDINBURGH 
 
The following 2019 NCRLB dates are confirmed as the following:- 
 

 18th June, Atlantic Quay, GLASGOW 

 17th September, St Andrews House, EDINBURGH 

 10th December, Atlantic Quay, GLASGOW 
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Note of Meeting 
Board Name: National Cyber Resilience Leaders’ Board 
Date: Wednesday 27 March 2018 Time: 10:00 – 14:00 
Venue: 4ER, St Andrews House, Edinburgh  

 
Attendees  
Board attendees: David Ferbrache (DF)/Chair, [redacted], [redacted], Linda Hamilton (LH), Dave 
McClure (DMcC), Gordon McGuinness (GMcG), Keith Nicholson (KN), [redacted] 
 
Also in attendance: Deputy First Minister and Cabinet Secretary for Education and Skills (DFM) (for 
agenda slot), [redacted](Secretariat), [redacted], [redacted], [redacted] & [redacted](Secretariat 
support)   
 
Apologies 
[redacted], [redacted], Bob Hayes (BH), Louise MacDonald (LMaC), David McNeill (DMcN), Anne 
Moises (AM), Gillian Russell (GR), Damien Yeates (DY). 
 
 
MINUTES 

NO. ITEM ACTION OWNER 
1. WELCOME AND INTRODUCTIONS  
 David Ferbrache (Chair) welcomed everyone to the meeting, advising members we 

would be joined by the Deputy First Minister for the later part. Apologies received were 
noted. 
 

 
 

2. UPDATE ON ACTIONS FROM PREVIOUS MEETING  
 Actions from previous meeting complete / some additional follow-ups 

Minutes from previous meeting approved.  
[See Action Summary for full list] 
 

 

AP1 Action – Cyber incident preparedness and response for next NCRLB agenda item. CRU 
to produce roadmap paper for the NCRLB in June on cyber incident/ testing. 

CRU/ 
[redacted] 

AP2 Action – CRU to provide a discussion paper for the next NCRLB, covering support for 
the wider coordination and promotion of the newly released NCSC products including the 
Board Toolkit and Exercise in a Box, together with Cyber Essentials. 
 

CRU 

AP3 Action – To circulate the Scottish Enterprise papers to NCRLB members for their 
information on i) Cyber Essentials Voucher Scheme and; ii) Cyber Industry. 

CRU - complete 

3. Board vision and outline  
 DF, as new NCRLB chair, briefly set out his views to members on his own vision for the 

board. DF said it would be important for the board to continue to offer critical challenge to 
the programme of work on cyber resilience in Scotland, including delivery of the action 
plans on cyber resilience.  
 
DF added there had been significant progress made since the strategy launched in 2015. 
However, further work was required to embed cyber into the wider digital agenda and the 
core business activities of organisations. With the publication of the 5 action plans on 
cyber resilience complete, there was now a wider outreach and awareness-raising role 
for the Board to undertake with community networks. 
 
DF outlined the need to clarify and define the future role, purpose and objectives of the 
board. He asked that time be allocated at the next NCRLB meeting to consider these 
issues, as well as the potential for a Cyber Ambassador role to be established. DF added 
there was a greater opportunity for the board to involve Ministers more to promote this 
agenda, especially with the Minister for Public Finance and Digital Economy (Kate 
Forbes)m now in post. 
 
DF invited members to provide their own reflections on the way the board had operated 
to date. The following comments were made in discussion: 
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- There was broad consensus that there was a need to take stock of progress made, and 
ensure that appropriate metrics and performance outcomes were in place. [redacted] 
was considering work within Scottish Enterprise to strengthen these as they related to 
cluster building activities under the economic development action plan.  
 
- There was a need to ensure communications messaging was correctly pitched and 
targeted at the right level within key organisations, including catalysts, to ensure a 
suitable level of buy-in to supporting delivery of the action plans. There was also a need 
to better highlight and promote successes with Ministerial involvement, where 
appropriate. 
 
The importance and the challenges of mainstreaming cyber into other cross-government 
agendas including education, digital, health etc were highlighted. There was an 
opportunity to learn from international best practice in this area.  
 

AP4 Action – Agenda item for the next NCRLB to cover Board role, purpose, objectives.  CRU 

AP5 Action – CRU to share information on CRU/JAS/SICSA work on metrics/measurements 
with [redacted], to ensure appropriate join up. Metrics/measurements to be an agenda 
item for the next NCRLB 
 

CRU/ [redacted] 

AP6 Action – CRU to discuss with [redacted] how to ensure appropriate SG Cyber Resilience 
representation on the proposed SG Digital Economy coordination group. 
 

CRU/ [redacted] 

4. Overview of current threat environment  

 [redacted] gave a verbal update from the NCSC on the current cyber threat. 
 
[redacted] updated members on the success of the CyberFirst Girls competition held in 
Edinburgh with attendance from the Deputy First Minister. [redacted]  highlighted the 
new NCSC website, together with the recent launch of their board toolkit.  
 
[redacted] raised with members their preference for how NCSC threat updates might be 
best presented at future board meetings, given the board’s strategic focus. There was 
broad agreement that members found these threat updates helpful. It was suggested 
that the general updates could be complemented by a thematic focus for each meeting. 
 

 

AP7 Action - To consider future NCRLB agenda items on NCSC threat update. This should 
cover landscape overview with an opportunity for any specific deep dive topics. 
 

CRU/ CHAIR/ 
NCSC 

5. Programme overview   

 [redacted] provided members with the programme overview headlines, including 
addressing the key issues and challenges where advice/involvement was sought from 
the board. 
 
DF asked what the three key programme challenges were. [redacted] and CRU team 
members identified these as the Public Sector supply chain framework and guidance; 
Private Sector catalyst engagement; and wider work on communications and awareness-
raising. 
 
In discussion, members noted a potential need to highlight more proactively the 
successes of the programme of work in Scotland on cyber security.  
 
[redacted] asked members to recommend any private sector contact organisations who 
might be willing to test and provide feedback on the next iteration of the draft Supplier 
Cyber Assessment Service. 
 
The creation of a Centre for Doctoral Training was not covered at the meeting. It was 
agreed that this item would be covered once [redacted] is available.(To note [redacted] 
has had to relinquish his board position.) 

 
 
 
 
 

AP8  Action –To explore a private sector deep dive workshop by end May, on the future 
approach to the PRIVSAP catalyst scheme. 
 

CRU / CHAIR 
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AP9  Action – NCRLB members to provide names/contacts to CRU of any private sector 
organisations (large and small) willing to test/feedback on supply chain tool.  
 

CRU/ NCRLB 

6. Research update  

 [redacted] was unavailable on the day for this item. 
 

 

7. Public Sector update presentation  

 [redacted] presented an update on the second phase of the monitoring and evaluation 
exercise for the Public Sector Action Plan, with a high level focus on the returns 
related to achievement of Cyber Essentials/Plus.  
 
[redacted] noted the sensitivity of sharing such information with NCRLB, and asked that 
confidentiality be respected appropriately. [redacted] added this information had only 
recently been collected by CRU and as such would be shared with Ministers in due 
course. 
 
DF asked about a risk matrix against the presented PSAP results. [redacted] confirmed 
that mapping work is currently being undertaken to identify priorities from recent returns. 
 

 
 
 
 
 
 

8. Communications and Ministerial engagements and key dates  

 [redacted] updated members on progress with Cyber Scotland Week and CYBERUK, 
noting the potential for board members to participate and engage with CEOs, SMEs and 
charities across 22-28 April. CRU had produced an updated stakeholder 
communications resource toolkit, which would be shared with members and wider 
networks, to support Cyber Scotland Week.  
 
[redacted] noted CRU would produce standard Ministerial briefings available across 
portfolios to ensure our Ministers were sighted on Cyber Scotland Week.  
 
DF asked that SG consider how to maximise uptake of the NCSC products and 
resources, including Exercise in a Box, Board Toolkit and the new NCSC website. 
[redacted] said that CRU would work with NCSC to help engage the cross-sector 
catalysts with the new resources. 
 

 
 
 
 
 
 

AP10 Action – CRU to issue Cyber Scotland Week stakeholder communications and resource 
toolkit to NCRLB members, to support promotion including via social media. 
 

CRU / NCRLB 

9. Ministerial DFM attendance  

 DFM joined the meeting from 13:00. DFM made some initial introductory remarks to 
welcome the Chair and reiterate his strong support for the work of the Board.  
 
Two presentations were provided to the Board by suppliers delivering key projects under 
the Public Sector Action Plan: 
 
- Gartner presented the findings of a project on Cyber Threat Monitoring capabilities; 
- NCC Group presented the findings of an ongoing project on Cyber Incident 
Management. 
 
DFM welcomed the presentations. He noted that it was vital that the public sector had a 
robust level of preparedness for cyber incidents. While a coherent approach across the 
Scottish public sector to the issues covered was highly desirable, it was not possible for 
the SG to mandate this. It was therefore very important to continue to adopt the 
approach of encouraging and motivating the Scottish public sector to work towards 
common levels of assurance.  
 
The following points were made in discussion:- 
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 There was good progress being made on the cyber resilience agenda. The DFM 
acknowledged the important role of the NCRLB in maintaining momentum.  
 

 DFM noted that many of the issues that were core to good resilience 
arrangements were the same for all types of incident – these included clear lines 
of sight to what was happening, quick action to minimise damage and support 
recovery, and clarity around leadership and communications. The key difference 
with cyber resilience was the current lack of ability in many parts of the public 
sector to visualise and understand the immediate threat. The challenges this 
presented should not be underestimated. 
 

 Senior leadership buy-in and ownership was crucial across all sectors, and there 
was an expectation that the board would lead and set the standards. 
 

 It was important not to lose sight of the digital and economic opportunities 
presented by work on cyber resilience. The DFM was keen to ensure closer links 
between cyber resilience and the wider digital agenda, and noted that the 
Minister for Public Finance and Digital Economy was keen to take a more active 
role. 
 

10. Action summary Action Owner 

C/F C/F Action [Sept’ 18] - To share a distilled version of strategic risk register to NCRLB 
members. 

CRU [By June] 

C/F C/F Action [Sept’ 18] – Terms of reference to be revised after new chair appointment  CRU  

AP1 Action – Cyber incident preparedness and response to be an agenda item at the next 
NCRLB. CRU to produce roadmap paper for the NCRLB in June on cyber incident/ 
testing. 
 

CRU([redacted]) 

AP2 Action – CRU to provide a discussion paper for the next NCRLB, covering support for 
the wider coordination and promotion of the newly released NCSC products including the 
Board Toolkit and Exercise in a Box, together with Cyber Essentials. 
 

CRU 

AP3 Action – CRU to circulate the Scottish Enterprise papers to NCRLB members for their 
information on i) Cyber Essentials Voucher Scheme and; ii) Cyber Industry. 
 

CRU - complete 

AP4 Action – Agenda item for the next NCRLB to cover Board role, purpose, objectives. 
 

CRU 

AP5 Action – CRU to share information on CRU/JAS/SICSA work on metrics/measurements 
with [redacted], to ensure appropriate join up. Metrics/measurements to be an agenda 
item for the next NCRLB 
 

CRU/ [redacted] 

AP6 Action – CRU to discuss with [redacted] how to ensure appropriate SG Cyber Resilience 
representation on the proposed SG Digital Economy coordination group. 
 

CRU/ [redacted] 

AP7 Action – To consider future NCRLB agenda items on NCSC threat update. This should 
cover landscape overview with an opportunity for any specific deep dive topics. 
 

CRU/ CHAIR 

AP8 Action – To explore a private sector deep dive workshop by end May, on the future 
approach to the PRIVSAP catalyst scheme. 
 

CRU / CHAIR 

AP9 Action – NCRLB members to provide names/contacts to CRU of any private sector 
organisations (large and small) willing to test/feedback on supply chain tool.  
 

CRU / NCRLB 

AP10 Action – CRU to issue Cyber Scotland Week stakeholder communications and resource 
toolkit to NCRLB members, to support promotion including via social media. 
 

CRU / NCRLB - 
complete 

11. Date of Next Meeting  
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 The Chair thanked everyone for their attendance. 
 
Next meeting is on 18 June 2019 in Atlantic Quay, GLASGOW 
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Note of Meeting 

Board Name: National Cyber Resilience Leaders’ Board 
Date: Tuesday 18 June 2019 Time: 10:00 – 14:00 

Venue: Fleming B, 5 Atlantic Quay, Glasgow  

 

Attendees  
Board attendees: David Ferbrache (DF)/Chair, Linda Hamilton (LH), Dave McClure (DMcC), 
Gordon McGuinness (GMcG), [redacted], [redacted], Anne Moises (AM), Bob Hayes (BH), 

David McNeill (DM) 
 
Also in attendance: [redacted](Secretariat), [redacted] ,[redacted] (Secretariat), [redacted] & 

[redacted] (Secretariat support), [redacted] 
 
Apologies 
[redacted], Louise MacDonald (LM), Keith Nicholson (KN), Gillian Russell (GR), Damien Yeates 

(DY) 
 
MINUTES 

NO. ITEM ACTION OWNER 

1. Welcome, minutes and actions from previous meeting  

 David Ferbrache (Chair) welcomed everyone to the meeting and noted 

apologies. The Chair noted that [redacted] and [redacted] have resigned 
their positions from the board.   
 
The Chair advised members that due to unforeseen circumstances, we 

would not be joined by the Minister for Public Finance and Digital 
Economy at this meeting. 
 

Actions from previous meeting complete/some delayed until next 
meeting 
Minutes from previous meeting approved.  

[See Action Summary below for full list]. 
 

 

 

2. Overview of current threat environment  

 [redacted] gave a verbal update from NCSC on the current cyber threat. 
 
[redacted] noted that Police Scotland has produced a second cybercrime 

strategic threat assessment which identified 5 main cybercrime threats to 
Scotland.  
 

[redacted] added NCSC are reviewing methods to refine their statistics to 
provide a more detailed breakdown for Scotland.  
 

  
 
 

3. Programme overview   

 [redacted] provided members with the programme overview which 
covered highlights, key risks and challenges.  
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[redacted] highlighted that a number of deliverables within the Economic 
Opportunity Action Plan are dependent upon the successful recruitment of 
the Head of Cluster Management Organisation post (since the meeting 

[redacted] has now been appointed Head of the Cyber Cluster 
Management Organisation/ScotlandIS). 
 
[redacted] highlighted LSAP work is going forward to find alternative 

pathways for careers in cyber with a focus on inclusion and diversity.  
  

4. Programme benchmarking, measurement and evaluation    

 
 

[redacted] opened discussion for feedback from members on work  by 
Justice Analytical Services and SICSA Cyber Nexus to identify ways of 

measuring progress against “Safe, Secure and Prosperous: A Cyber 
Resilience Strategy for Scotland”.  The Board recommended that we use 
one or two indicators for each outcome.  

 

 
 

 
 
 

5. Private Sector next steps  

 [redacted] updated members on the challenges being faced in delivering 

the PRIVSAP including (i) the current lack of a strategic oversight group (or 
groups) with representation from organisations at the right level of 
seniority/influence, and (ii) pitching and landing key messages in a diverse 

and complex private sector landscape. 
 

 

6. Communications Update –  

 [redacted] presented to members on Cyber Scotland Week in April 2019. 
CEA confirmed  Ministerial approval has been received to run a Cyber 
Scotland Week 2020 (17-21 Feb) 

 

7 Cyber Resilience Strategy for Scotland – the next steps   

 The Chair presented to the Board on the strategic approach planned for 

the next three years, and invited feedback from members.  
 
Discussions then moved to why Scotland is an attractive place to invest 

and build a cyber business The potential weaknesses in Scotland’s cyber 
landscape from an investment viewpoint were also explored. [redacted] 
noted that she is currently working alongside Scottish Development 
International on a cyber proposition.   

 
Discussions also took place on the sectoral milestones of the five action 
plans with the Chair indicating that he was willing to take comments 

outwith the meeting on strategic milestones.  
 

 

9. Action summary Action Owner 

C/F1 Terms of Reference to form part of September 2019 NCRLB discussion.  CRU / Chair 

C/F2 Cyber incident preparedness and response as NCRLB agenda item. 
[redacted] to prepare written update on incident response project and 
plans for cyber incident exercising. 

[redacted] 

C/F3 CRU to circulate roadmap paper to NCRLB on cyber incident/ testing ahead 

of next meeting (Sept 2019).  

CRU/[redacted] 
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C/F4 CRU to provide a discussion paper for the next NCRLB, covering support for 
the wider coordination and promotion of the newly released NCSC 
products including the Board Toolkit and Exercise in a Box, together with 

Cyber Essentials. 

CRU/[redacted] 

CF/5 CRU to discuss with [redacted] how to ensure appropriate SG Cyber 

Resilience representation on the proposed SG Digital Economy 
coordination group.  

CRU/ 

[redacted]/[redacted] 

CF/6 To consider future NCRLB agenda items on NCSC threat update. This 
should cover landscape overview with an opportunity for any specific deep 

dive topics.  

Chair/ 
[redacted] 

AP1 [redacted] to produce paper setting out Government approach to risk 
management. 

[redacted] 

AP2 CRU to work with BH to agree upon a brief set of KPIs as a measurement 
guide that can be added to the programme overview paper. 

CRU/ BH 

AP3 [redacted] will provide a verbal update on strategic measurements 
progress at September meeting. 

[redacted] 

AP4 CRU to produce one pager paper on supply chain engagement and 

awareness raising plans.  

CRU 

AP5 [redacted] to send Chair the Terms of Reference (ToR) and incorporate his 
comments to finalise ahead of the September Board meeting. (done)  

[redacted] 

AP6 Chair will review ToR and write to the DFM to suggest repositioning of 
Board and revised ToR ahead of the September board. 
 

Chair 

AP7 CRU to act as point of contact with Chair as he works through recruitment 

of new board members. 

[redacted]/ 

CRU/Chair 

AP8 [redacted] to finalise strategic milestones slidepack following input at the 
June board and from any post-meeting feedback.  

[redacted]/ NCRLB 

AP9 [redacted], [redacted] and [redacted] to take stock of  Proposition 
development to propose  a way forward. 

CRU/[redacted]/Chair 

11. Date of Next Meeting  

 The Chair thanked everyone for their attendance. 
 

Next meeting is on Tuesday 17 September 2019 in St Andrews House, 
Edinburgh (10-2) 
 

Minister for Public Finance and Digital Economy will join this meeting. 
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