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recorded, and the people responsible for ensuring that these are recorded Agency.estate beyond the fact that ‘estates risk’ will be a

risk which will be managed via the strategy
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the process used to
the processes bywhich,
the escalation Toutés When risks require action or de

and assess the probability and impact of risks, Communications and:
ks are escalated, Presentation
cisions, and
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3. Conclusions

3.1. The Audit and Assurance Commitiee is invited to consider the attached
document and to indicate if it is content for the strategy to be rolled-out across
the Agency, or if it wishes the strategy to be changed in any way. Subject to the
Audit and Agsurance Committee being content, the strategy will, hereafter, be
forwarded to the Executive Advisory Body for their views before being
submitted to the Chief Executive for final approval.
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1. Risk Management Strategy

1.1, This document sets out the approach to managing risk within Social Security
Scotland {"the Agency"). It describes:

« the places where business unit-level risks, project risks and sirat ks are
recorded, and the people responsible for ensuring that thes
appropriately,
the process used to record and assess the probapility: nd impact of risks,
the processes by which risks and issues are escalate
the escalation routes when risks and issues requi

tior'or decisions, and

*«® & " b

2. Recording Risks

2.1. There are three éétego’ries f risk: ‘business unit risks’, risks’ and

‘strategic rifks’- ¥

+ business unit risks®

business unit level
» project risks aré‘recorded in project risk registers by projects reporting into the
i ange Board {the “Change Board”) and in the Change

e ecorded in concerns iogs, held and maintained at

fe collated by the Agency’s risk management function, which

e overnance and Strategy Unit, and are used to populate and

the Strategic Risk Register {("SRR") which is held and maintained at

© Agency Ghief Executive/Senior Leadership Team level.

the format of the SRR will reflect the Scotish Government Risk Register
emiplate®, which is based on an internationally recognised risk register model.

2.2.The Agency's Senior Leadership Team (*SLT") (with the support of the
Agency’s risk management function) are responsible for ensuring that:-

1 The reason for recording ‘business unit risks’ in ‘concerns jogs' {(which will be used to capturé
business unii issues, as well as risks) rather than risk logs is to ensure that the process by which risks
and issues are identified and captured at the operational level can be made as simple as possible and
can be carried out without the need for in-depth training

2“Agency Business Units” means any team with a team-ieader who reports directly to a member of the
Agency's Senior Leadership Team).

2 See;

htto:/isaltire/_layouts/ Sidownload.aspx?Sourcell 1=%2F Documenis%2EFinance %2520documents %2
FCorporate risk_register_template. xlsm&FidUn=&Source=http%3A%2F%2Fsaltire%2Fmy-
workplace%z2Ffinance%2F Pages%2F Risk-management aspx%3Fpageid % 3De4005ede-aedf-4719-
8291-e8¢362840c6d
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« concemns logs are in place in each business unit,

« business unit risks are captured in concerns logs and interrogated at business
unit level,

e concerns leads are idenfified, appropriate controls are in place, actions
required to mitigate are taken and produce the required outcomes, and

» concerns logs are updated as required and individual business units report to
the Agency’s risk management function, to enable the effective maintenance
of the SRR.

2.3. The Agency's risk management function will work with owners |
business units to assess business unit risks and countermeasure

2 4.The Agencys Tragarmatxcn and Change Team is respans 'bl
that-

vidua! projects report into the
anagement of risk at Change Board
level.

s7and supporf in relation to the escalation of Change Board risks to the SRR,

= r1isk action leads are agreed for each strategic risk, strategic risks are

“. interrogated and challenged, appropriate controls are in place, actions required
““termitigate/manage are taken and produce the required outcomes,

« the SRR is updated as required, and

* the Agency reports on risk effectively.

2.7. The Agency’s risk management function compiles and maintains the SRR.
Changes fo the SRR are reported to and considered by the Agency’s Senior
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Lesdership Team {"SLT") and Chief Executive, the Agency's Audit and
Assurance Committee (“AAC") and, thereafter (via the AAC's reports), the
Agency's Executive Advisory Body ("EAB”). The Agency’s Chief Executive, in
their role as Accountable Officer is the owner of the SRR.

2.8. For each meeting of the AAC, the Agency’s risk management:function will
provide a report designed to update members on the risk stat
the last meeting and the Top 10 risks for the Agency. The To
defined as the current highest scoring risks. The templates n how these
updates are presented may evolve over time.

2.9. Similar arrangements will exist at business unit leve

3. Assessing Strategic Risks

3.1. Strategic risks are assessed by fol[owmg : the standard SG approach to risk
management, as set out in the Scoftish Govemment’s Risk Guide*. Unless
specifically stated otherw

oncerns logs) — the document sef,
methodologies, tools etc. u i

Guide.

3.2. The probability of the
being rare. The im
a very high |mpacta
together jie] gwe -

a rediiction t either the likelihood rating or the impact ratmg and results in a
ne sed on action being taken.

Strategic Risks

ThesAgency will manage strategic risks in order to keep them within the limits
risk appetite’®. The Agency's risk management function wili camry out an
initial ‘baselining’ exercise, in order to establish the Agency's risk appetite for
agreement with the AAC, and the CE, as Accountable Officer,

4 See:
hitp:fisaltire/ layouts/15/download. aspx?Sourcell=%2F Documents%2F Finance%2520documents %2
FRisk management guide pdf&FidUr=&Source=http%3A%2F%2Fsaltire%2Fmy-

waorkplace%2Ffinance%2F Pages%2F Risk-management. aspx%3Fpageid%3De4C0bede-ae4f-4719-
8291-e5e362840c6d

% Risk appetite means the levels and types of risk the Agency is prepared to accept (and not accept)
in progressing towards the strategic cbjectives set out in its Corporate Plan.

Social Security Scotland
Tearalnteachd Shoisealta Alba

4.2. Once agreed, the Agency's risk appetite sets the risk boundary for the Agency
and provides the Agency's risk management function, the AAC, EAB, CE and
all staff involved in managing agency risk with a clear understanding of which
risks (and mitigation/management activity) to prioritise.

4.3, The Agency’s risk management function will work with the AAC to establish the
Agency’s risk appetiie, for ratification by the CE. When setting the Agency's
risk appetite, the Agency's risk management function will consider:

impact on individuzals of services not being delivered to the requtred standards
readiness and capacity for the Agency to take on change,
reputational impact of failure,

the ability of the Agency to deliver at the pace required, and
the risk management structures in place. '

4.4. The Agency’s risk appetite (along with the rest of thig
periodically.

tegy) will be reviewed

4.5, Managing the Agency’s strategic risks, and keepin rm within the boundaries
of the Agency's risk appetite, means managingia matrix of risks at three levels
- the Agency's sfrategic risk level, the Agency’s Transformation and Change
Board level and the Agency's individi inéss unit level.

4£.6.The Agency's risk managemen ‘will hold monthly meetings with the
risk action leads shown in the SRR where risks will be reviewed, scoring agreed
and any updates o mifigation and actions will be recorded. Risks may also be
revised on a more immediate basis when required. The updates and any
proposed changes to+ sconng are recorded in the SRR register for the attention
of the AAC. ™ :

4.7. At each AACT mee g,"the Agency's risk management function will provide a
detailed update and draw the Committee’s attention fo:

strategic risks which have been identified since the last Committee

ah'j':'(”m Qating actions which have occurred or should have occurred since the
last Committee meeting, and

ny proposed changes to risk scores since the last Committee meeting.

4.8 The Change Board will be responsible for govemning, monitoring and
supporting the progress of projects across the Agency, particularly those that
have an significant organisational impact and those that are part of the wider
Social Security Programme. The Change Board will also oversee management
of the risks relating to the projects reporting into the Change Board.

4.9.The Agency’s risk management function will hold monthly meetings with the
Change Board team, to agree whether Change Board risks should be escalated
to the SRR and, if 50, to agree scoring and record mitigating actions and
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controls. Thereafter, the Change Board risks which have been escalated will
be reviewed in the same way as all other risks in the SRR.

410

4.11.The Agency's SLT is responsible for arrangements to manage ¢
at individuat business unit level. It is suggested, though it is not ¢
that unit heads should meet regularly with the Concerns Le:
risk action leads within their respective units. (A Concermris.lead nd a Risk
Action Lead may, sometimes, be the same person, if: iskhas'been escatated
to the SRR and it has been agreed that the"relevant individual will be
responsible for ensuring that the necessary strateglc:\actlon is taken and
reported on.) i

4.12. Individual business units’ concerns logs:shi
each business unit as well as any new
business units’ risks will be escalat
Agency's risk management funiction:
challenge - and will be then

entify the top ten risks to
s, that‘have been raised. Individual
he'SRR - with the agreement of the
fter appropriate interrogation and
managed-at Agency level.

4.13.The Agency's risk management:
individual business units!
escalated to the SRRuan
and controls. Thereafte

ction will hold regular meetings with
concerns leads, to agree whether risks should be
if.g0, to agree scoring and record mitigating actions
e‘individual business units’ risks, which have been

sed by the AAC - and/or any change io strategic risk ratings as a
.AAC's consideration - which will then be submitted to the CE, in

I

6 See:
https://dgxmvziigkndr, cloudfront net/production/imanes/general/3830 Social Security, Scotland Re|
ort_Ontine. pdf




6. it and Assurance Committee

he AAC will meet on a quarterly basis to review the SRR and provide the CE
th the assurance that risks are being managed accordingly. The AAC
members consist of non-executive members of the EAB, and independent
external members). The AAC will be chaired by a non-executive member of the
Executive Adviscry Body or an independent member.,

6.2.The Agency's risk management function is responsible for providing the AAC
with sight of the SRR and any other required documentation ahead of each
meeting. Any proposed changes to mitigation and actions are reviewed, any
requests for changes to risk scoring are presented and agreed and any new
strateqgic risks that are considered as an Agency risk are discussed and

1
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agreement reached. The reports of the AAC ultirnately feed into the information
the EAB receive on risk.

7. Business Unit Risks

7.1. Business units’ risks will be recorded in the approptiate concerns log. The Unit
Head is the owner of the Business Unit's concerns log (though it is expected
that the Unit Head will delegate responsibility for maintaining and updating the
concemns log to another member of their Unit — their Concerns Lead).

7.2. The Agency’s risk management function will provide advice in
and countermeasures to each business unit.

risks

7.3. Concermns Leads will capture new risks and countermeastiies, and update the
concerns log accordingly, update the siatus ‘existing risks and
countermeasures, review the concerns log on a mo sis:and report fo the
Agency’s risk management function,

7.4. Concerns leads will also be responsible for thét the originater of the
risk (where this individual is not also the.Concems Lead) receive updates on
their risk and the countermeasures put.in place.

8.Template for Concerns Log

8.1. Individual business
sheet -

Governance »
Crganisational Strat

. icy’s risk management function will work with individuzl business
#"Units' “concerns leads to identify business unit risks which require to be
& escalated to the SRR. New risks raised o the SRR will be discussed at the
i, nextmeeting of the AAC. The Agency’s risk management function will provide
“individual business units with guidance on the procedure for raising risks to the
SRR.

10. Issue Management Strategy

10.1. This section outlines our approach to managing issues captured across the
Agency.

10.2. Issues are events or conditions that have negative consequences for the
Agency. It is usually assumed that issues are recoverable or that they can be

12
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mitigated in some way (though this may not always be the case). Issues differ
from risks in that risks will not have occurred at the ime at which they are
identified.

10.3. For example, a lack of resource which may impact on the agency’s ability to
deliver a future service is a risk. A lack of resource, which has arisen because
of ilness, and which is currently impacting on agency services is an issue. The
former needs to be managed, in order to prevent its materialising. The falter
needs to be managed immediately, in order to prevent it having an impact or
limit its impact.

10.4. Agency issues will, in many instances, derive from:-

e risks recorded in individual business units' concerns+logs; which have
materialised (‘materialised’ means that that the risk has ‘sccurred. When risks
materiafise, they will be closed as risks in -all® levant 1ogs.’reglsters and
captured as issues instead), 5,

« issues recorded in individual business units’ co igs, and

« strategic risks which have materialised.

nd come from within or outside the
. @ cross-Agency impact will be

10.5.However, issues can occur at any poi
Agency. Known issues which w
documented in the Agency's Issues

10.6. The Agency’s risk managé fﬁﬁction is responsible for maintaining the
lssues Log. This means, c:aptunng, examining and classifying Agency issues as
they occur. will be as aresult of interaction with SL.T and individual Business
Units. :

10.7. Issues will be “assessed by the Agency's risk management function. The
Agency's risk'man ement function will work with business unifs to agree the
classificatio flss__ es and whether they can be managed at business unit level
or it aspecificisslie requires notification to the SLT. If required, the Agency’s
r;sk: anagement functson will work w«th the busmess unit to draft the required

e Red: A significant issue which cannot be corrected by the Agency's risk
management function working with the individual business unit. The issue is
likely to have a serious impact on our ability to deliver and must be raised to the
SLT/AAC/EAB/CE immediately.

s Amber An issue which is likely to have a negative effect on the project or

programme, but can be dealt with by the Agency’s risk management function
working with the individual business unit, without intervention from the SLT His

13
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imperative however that the SLT/AAC/EAB and CE are made aware of the issue
via the Issues Log.

» Green: An issue which is considered to be minor and can be dealt with quickly
and effectively by the Agency’s risk management function working with the
individual business unit, without having any impact on project delivery timescale
or and/or cosis.

10.9. The Agency's risk management function will assess progress made on
outstanding issues at regular Issues Log meetings, to assess progress made
on outstanding issues.

10.10. At these meetings the [ssues Log will also be updated fo reflect
an issue has had on previously identified strategic rtsk
risks created as a result of the issue.

7 impact
andfor to capture new

10.11. SLT will discuss issues on a rolling monthly bagis
the Issues Log after each discussion and compate
the SRR, to ensure that adeguate progress™
achieved.

eg will be updated in
1o the pravious iteration of
rds resolution is being

Il be considered with the most
king this forward assigned.

10.12. All known possible courses of action
appropriate identified and responsnblE

10.13. The SLT will review progre made on all red and amber issues and will
propose corrective action where: this’is deemed necessary.

10.14. lrrespective of trend;jér‘ly:;ed or amber issue, which remains &t this status
for four consecutive weeks,. will have a detailed update compiled outlining ali
corrective action emg ufidertaken and planned and will be escalated io the

d Responsibilities
identification of risks and issues is the collective responsibility of everyone
ncy, however specific responsibilities will sit with the following roles:

1 2.7‘Sozéial Security Scotland Chief Executive {the Accountable Officer):

» is the owner of the Social Security Scotland Risk Register.

« has ownership of strategic risks and issues and will ensure that these are
managed effectively,

« authorises and initiates reviews of this strategy, and

« advises on overall organisational context and controls risks and issues which
may impact on overall Agency tevel objectives.

11.3. Audit and Assurance Committee Chair:

14
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« is responsible for scrutinising the adequacy of the Agency's processes for
strategic risk management,

« chairs the AAC meetings, with support from the Agency’s risk management
function and Corporate Assurance Lead, and

« initiates reviews of this strategy.

11.4. Agency Risk Management Function:

« is responsibie for ensuring that risks raised are properly recorded, and work
with Risk Action Leads to initially assess the impact and likelihood fthe risks,
proposed mitigation and actions,

» is responsible for reviewing risks with Risk Action Leads in, order
progress wath mltlgatmg acttons 7

documentation for the AAC, .
will hold monthly meetings with Risk Action l.eads,
ensures adherence to the Agency’s risk manag

maintains the Agency's SRR and Issues Logi‘an

*» & & 8 @

1

—_

.5. individuat Unit Heads:

+ will support the work K n leads and concemns leads within their
individual units,

« will facilitate robust
business units, and &

« will ensure that: risks “issues and countermeasures relating to individual
b%JSEDES' nits are; identified, captured, monitored, managed and reported

andiin.adherence to this strategy, and

ition of all items which will impact on individual

ads:

will agree (with the Agency's Risk Management Function) the controls required
0 mlt[gate/manage ‘their mdlwdual rlsk

being made towards the required cutcomes,
« will report on ‘their individual risks, to the Agency’s Risk Management Function,
and

11.7. Individual Business Units' Concerns Leads

15
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» wiil identify and capture new risks, issues and countermeasures and update
their individual business units' concerns log accordingly,

» will update the status of existing risks, issues and countermeasures, review the
concerns log on a monthly basis (with support from the Unit Head as/if required),
and

» will report to the Agency's risk management function.

12. Reviewing the Strategy

12.1.The Agency's risk management function will review the risk management
strategy (this document and any/all associated/dependant tools and.document
sets) after a period of no more than twelve months has passed since the
strategy was agreed by the EAB and, thereafier, atintepvalg of
unless the EAB decides otherwise.

16
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Executive Advisory Body
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Subject Risk Management Strategy
AgendaNo. B

Paper No. 2.3
Prepared By

Purpose Decide

1. Background

1.1. The Executive Advisory Body is invited to consider, dist
agree Social Security Scotland’s (“the Agency’s™) risk
roil-out across the Agency.

2.1. The document sets out the approach f 'managmg risk within the Agency. It
describes:

= the places where business
recorded, and the pedple resp
appropriately,
» the process used to dand assess the probability and impact of risks,
s the processes by whi s are escalated,
the escalationroutes when risks require action or decisicns, and

evelirisks, project risks and strategic risks are
ble for ensuring that these are recorded

3. Conclusions

3.1. The Executive Advisory Body is invited to consider the attached document and
to indicate if it is content for the strategy to be rolled-out across the Agency, or if
it wishes the strategy to be changed in any way. Subject to the Executive
Advisory Body being content, the sirategy will, hereafter, be forwarded to the
Chief Executive for final approval.
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GOVERNANCE CHECKLIST

Strategic Impact |
consideration %
Environment The strategy does not have any environmental
implications beyond the fact that environmental risk will be
a type of risk which will be managed via the strategy
Governance The strategy has been agreed by the Head of Governance
and Strategy, for her interests. it operates within the
Agency's existing governance framework — for agreement
Data
Finance
which will be manageci via the strat
Staff The strategy has implications for staff training which will be
managed, at [east initially, via'the currently agreed
resource envelope for:the Governance and Strategy Unit.
However, the staffing. impacts of the strategy will need to
be reviewed’in‘due course.
Equalities The strategy. do@s‘not have any egualities implications
Estates The strategy does fiot have any implications for the

Agericy estate'beyond the fact that ‘estates risk’ will be a
type.of risk which wili be managed via the strategy

Communications an
Presentation

iications plan, to explain and support the rofl-out
tegy will be developed in due course.




i Social Security Scotland
Tearainteachd Shoisealta Alba

Social Security Scotland:

Risk Management Strategy (incorporating

Risks & Issues)

Document History

Reason for change

26/05/1 7 | Updated versio or peer réview
1211048 cB

28/M10/2018 | CB

2/11/2018 | CB 12 | Updated for issue to SLT
6/11/2018 | CB 1.3 pdated for issue to AAC
26/11/2018 Updated for issue to EAB

Tabie of Contents:

Social Security Scotland
Tearainteachd Shaisealtz Alba

Introduction 5
2 Risk Management Strategy
3 Recording Risks
4 Audit and Assurance Cormmittee
5 Assessing Strategic Risks
8 Managing Risks
7
8 Business Unit Risks
9 Template for Concemns Log
10 Escalating Business Unit Risks"
11 lssue Management Straﬁz’iég: 14
12 Reviewing the Sgt(_a:tegy 16
Annex A | Roles & Respon ibilit 17




1.Introduction

1.1. Social Security Scotland (hereafter also referred to as, “the Agency™) exists for
a purpose, which is defined in the Agency’s interim_Corporate Plan® as follows,
“to administrate the Scottish social security system effectively, in accordance
with the principles in the Act and Charter”.

1.2. The delivery of this purpose, and the strategic objectives against which the
Agency will measure its progress, is surrounded by uncertamty whlch poses
threats to success. 4 .‘»

1.3. Risk is defined as this uncertainty of outcome. Risk has to:pe assessed in
respect of the combination of the likelihood of somethinghappening, and the
impact which arises if it does actually happen. Risk mansgement includes
identifying and assessing risks and then respondlng ta: them

1.4. The resources available to the Agency for managmg nsk are finite and so the
aim is to achieve an optimum response ricritised in accordance with
an evaluation of the risks. ‘

rigk in a way which |€ can justlfy level which is tolerable. The amount of

risk which is judged to be taler justifiable is the “risk appetite”.

1.6, Effective risk management needs to give full consideration fo the context in
which the Agency functions'and to the risk priorities of partner organisations.

1.7

“Fhe management of risk at business unit, project and strategic levels needs to
be integrated so that the levels of activity support each other. In this way the
risk management strategy of the Agency can be led from the top and embedded
he normal working routines and activities of the organisation.

1.9.All staff should be aware of the relevance of risk to the achievement of their
obiectives and this strategy assumes that, upon its rafification, the appropriate
level of training to support Agency staff in the management of risk will be made
avzilable.

* See;
hitps://daxmvzOtgkndr.cloudfront.net/production/images/general/3830 Social Security Scotland Rep
ort Online.pdf
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2.Risk Management Strategy

2.1. The application of this risk management strategy will enable Social Security
Scotland o obtain, maintain and respond tc a changing risk appetite.

2.2.The active, on-going commitment and full support of the Social Security
Scotland Executive Advisory Body (“the EAR") through the work of the Audit
and Assurance Committee (“the AAC™) and Social Security Scotland. Senior
Leadership Team (“the SLT") is an essential part of this strategy.. .

2.3.The Chief Executive and SLT will ensure that effectivi
for assessing, monitoring and responding to any-risk
retain ultimate responsibility for overseeing the straf gy. ;

ethanisms are in place
ing, whilst the EAB

2.4.This strategy sets out the approach o managin nsk within Social Security
Scotland (“the Agency™). It describes:

» the places where business unit-levelfigks, project risks and strategic risks are
recorded, and the people responsrb] for-ensuring that these are recorded
approprlately,

the process used to record and assess the probability and impact of risks,
the processes by which risks and.issues are escalated,
the escalation routes i risks and issues require action or decisions, and

. Annex’A sets ou key roles and responsibilities in relation to the delivery

¢ husiness unit risks? are recorded in concerns logs, held and maintained at
husiness unit leveP,

* projectrisks are recorded in project risk registers by projects reporting into the
Transformation and Change Board (the “Change Board”) and in the Change
Board Risk Register.

2 The reason for recording ‘business unit risks’ in ‘concerns logs’ (which will be used to capture
business unit issues, as well as risks) rather than risk logs is to ensure that the process by which risks
and issues are identified and captured at the operational level can be made as simple as possible and
can be cartied out without the need for in-depth training

3 “Agency Business Units” means any feam with a feam-leader who reports directly to a member of the
Agency’s Senior Leadership Team).

Social Security Scotland
Tearalnteschd Shoisealta Alba
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» strategic risks are collated by the Agency’s risk management function, which
is within the Govermnance and Strategy Unit, and are used to populate and
maintain the Strategic Risk Register ("SRR") which is held and maintained at
Agency Chief Executive/Senior Leadership Team level.

» the format of the SRR will reflect the Scottish Government Risk Register
Template?, which is based on an internationally recognised risk register model.

3.2. The Agency's SLT {with the support of the Agency’s risk management func'uon}
are responsible for ensuring that:-

» concerns fogs are in place in each business unit,

¢ business unit risks are captured in concerns logs- and terrogated at business
unit level,

s concerns leads are identified, appropriate ccmtrols are ln place, actions
required to mitigate are taken and produce the reqiired outcomes, and

¢ concerns logs are updated as required and‘individual business units report to
the Agency’s risk management funcilon to enabie the effective maintenance
of the SRR. e

3.3. The Agency's risk manageméh'f'fuh&ion?\‘:uill work with owners in individual
business units to assess business unit risks and countermeasures.

3.4.The Agency's Transfoi;ﬁﬁ ion aﬂ‘:ﬁd Change Team is responsible for ensuring

o risk wnegg are sden’uf ed, appropriate controls are in place, actions requured o
_,.:m.itigate aretaken and produce the required ouicomes, and

3.5. The Agency's risk management function is responsible for ensuring that.-

+ risk management culture is deeply embedded across the Agency, all Agency
staff understand the importance of risk management and have access to the
expertise, methodologies and tools to effectively manage risk in iheir
respective, local areas,

4 See:
hitp:#isaltire/_Tavouts/1S/download.aspx?Sourcetrl=%2F Documents%2F Finance%2520documents %2
FCorporate risk_register_template xism&FldUrl=&Sourcexhtip%3A%2F %2 Fsaltire%e2F my-
workpiace%2Ffinance%2F Pages%2F Risk-management.aspx%3Fpageid%3De4005ede-ae4f-4719-
8a91-e9e362840chd

4. Audit and Assurance Cornmltte '

« the SRR s in place and fit for purpose, strategic risks are captured on the basis
of evidence submitted via individual business units’ concemns logs,

+ the Agency’s Transformation and Change Team is given the necessary advice
and support, in relation to the escalation of Change Board risks to the SRR,

+« risk action leads are agreed for each sirategic risk, strategic risks are
interrogated and challenged, appropriate contrals are in place, actions required
to mitigate/manage are taken and produce the required outcomes,

+ the SRR is updated as required, and

» the Agency reports on risk effectively.

d“m. untalns the SRR.
b th ‘Agency's Senior

3.7. The Agency's risk management function cornpil
Changes to the SRR are reported to and considers
Leadership Team (“SLT"} and Chief Executive, gency’'s Audit and
Assurance Committee ("AAC™) and, thereafter {(via: AAC’s reporis), the
Agency's Executive Advisory Body ("EAB").:The Agency's Chief Executive, in

their role as Accountabie Officer ("AC") is:the 0 ner of the SRR.

3.8.Similar arrangements will exist at bus

4.1. The AAC will meet on aiquarterly bésis to review the SRR and provide the CE
with the assurance that “figks are being managed accordingly, (The AAC
members consist ecutive members of the EAB, and independent
external members) Th C will be chaired by a non-executive member of the
Executwe Adwso Body or an independent member.

e a report designed to update members on the risk status changes since

st meeting, the top risks for the Agency and any other related matters
which it believes should be brought to the AAC's attention. The fempiates on
how these updates are presented may evolve over time.

4.4 'Top’ risks are typically defined as the current highest scoring risks but there is
no fixed number of top’ risks in which the AAC may have an interest.

4.5. The Agency's risk management function: will exercise its discretion (in line with
the overarching requirement, to support the AAC in the full and effective
discharge of its responsibilities) when deciding on the number of ‘top’ risks to
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bring to the AAC’s attention and on any related matters on which it provides
reports.

4.6. Proposed changes to mitigation and actions in relation to the ‘top' risks will be
reviewed by the AAC, requests for changes to risk scoring will be presented
and agreed and new strategic risks, that are considered to be Agency risks, will
be discussed and agreement reached.

4.7 After each meeting of the AAC, the Agency's risk management funcnon wili
provide the EAB with a report on the AAC's dlscussmn of Agency figk.at its last
meeting. ‘

4.8. Reports will provide sufficient information to deliver on the ,AAC’s purpose,
defined in its Terms of Reference (“ToR”) as being, “to provide [the EAB] with
support in their responsibilities for issues of risk; conirol. and governance and
associated assurance through a process of ve challenge™,

4.9. These reports will be separate to the AA
and AQ after each of its meetings w
the form of a copy of the mmutes of
repori to the EAB will com

‘ormial report in writing to the EAB
: so stated in the ToR may take
_.eeting of the AAC. The AAC’s first

5.1. Strategic risks are
management, 'as s
specifically st ted

hefwise {e.g. concemns logs) — the document set,
fe. used in assessing Agency risk will be as per the Risk

a \.rery hlgh lmpact and 1 be;ng a negllgib[e impact. These scores are muitiplied
together to give a risk score. Actions to mitigate risks can either reduce the
ikelihood of the risk occurring, or the impact if the risk occurs; this is shown in
a reduction to either the likelinood rating or the impact rating and results in a
new rigk score based on action being taken.

5 See:

hitp:/saltive/ layoutsiiS/idownioad. aspx? Sourcelin=%2FDocuments%2F Finance%2520documents %2
FRisk_management_guide.pdf&FidUri=&Source=hitp%3A%2F %2Fsaitire%2Fmy-
workplace%2Efinance% 2F Pages%2F Risk-management. aspx%3Fpageid%3 De4005ede.aedf-4719.
8a891-9e362840c6d
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6.Managing Strategic Risks

8.1. The Agency will manage strategic risks in order to keep them within the fimits
of its 'risk appetite’. The Agency’s risk management function will carry out an
initial ‘baselining’ exercise, in order to establish the Agency’s risk appetite for
agreement with the AAC, the EAB and the CE, as Accountable Officer (*AQ").

6.2. Once agreed, the Agency’s risk appetite sets the risk boundary fo the Agency
and provides the Agency’s risk management function, the AAC,;E
all staff involved in managing agency risk with a clear understa
risks {and mitigation/management activity) to pricritise

lng\of which

6.3. The Agency’s risk management function will work-with'the AAC o establish the
Agency's risk appetite, for ratification by the EAB and CEi:as AO. When setting
the Agency's risk appetite, the Agency's rigk” management function will
consider: :

lveréd o the required standards,
fake:on change,

impact on individuals of services not being:
readiness and capacity for the Agency;
reputational impact of failure, .
the ability of the Agency to dehver at the,pace required, and
the risk management structurésin ‘plac

6.4. The Agency's risk appetlte (alen
periodically.

th the rest of this strategy) will be reviewed

6.5. Managing the Age cy's strategic risks, and keeping them within the boundaries
of the Agency's® ite, means managing a matrix of risks at three levels
- the Age strategic risk level, the Agency's Transformation and Change
Boayd:|evekand the Agency's individua! pusiness unit level.

6 6. The Agen y's risk management function will hold meonthly meetmgs with the

" nskiaction leads shown in the SRR where risks will be reviewed, scoring agreed

and any updates to mitigation and actions will be recorded. Risks may also be

i, revised on a more immediate basis when required. The updates and any

" proposed changes to scoring are recorded in the SRR register for the attention
of the AAC.

6.7. At each AAC meeting, the Agency’s risk management function will provide a
detaited update and draw the Committee’s attention to:

« any new strategic risks which have been identified since the last Committee
mesting,

5 Risk appetite means the levels and types of risk the Agency Is prepared to accept (and not accept)
in progressing towards the sirategic objectives set out in its Corporate Plan.

10
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+ any mitigating actions which have occurred or should have occurred since the result of the AAC’s consideration - which will then be submitted to the CE, in
last Committee meeting, and their role as Accountable Officer, for agreement.
+ any proposed changes to risk scores since the last Committee meeting.

7. QRN
6.8. The Change Board will be responsible for governing, monitoring and

supporting the progress of projects across the Agency, particularly those that
have a significant organisational impact and these that are part of the wider
Social Security Programme. The Change Board will aiso oversee management
of the risks relating to the projects reporting into the Change Board.

6.9.The Agency's risk management function will hold monthly meetmgs with the
Change Board team, to agree whether Change Board risks sho
to the SRR and, if s, 1o agree scoring and recerd mitiga
controls. Thereafier, the Change Board risks which havebe
be reviewed in the same way as all other risks in the SRR

6.10.

8.11.The Agency's SLT is respo
at individual business unit levéflt is suggested theugh it is not a requirement,
that unit heads should:meet regulardy with the Concerns Lead (or leads) and
risk action leads wrthsn their respective units. (A Concemns Lead and a Risk
Action Lead may, s0 eg, be the same person, if a risk has been escalated
to the SRR and it en agreed that the relevant individual will be
responsible for ‘eps that the necessary strategic action is taken and
reported on.

6.12. Individir s units’ concerns logs should identify the top ten risks to

mt as wall as any new risks that have been raised. Individuai

‘The Agency’s risk management function wilt hold regular meetings with
individual business units’ concerns leads, to agree whether risks should be
escalated to the SRR and, if so, to agree scoring and record mitigating actions
and controls. Thereafter, the individual business units’ risks, which have been
escalated to become strategic risks, wili be reviewed in the same way as all
other risks in the SRR.

6.14.The Agency's risk management function will record any further mitigating
action proposed by the AAC - and/or any change {o strategic risk ratings as a

(N 12




' s,ineés Unit Risks

8.1. Business units’ risks wilt be recorded in the appropriate concerns log. The Unit
Head is the owner of the Business Unit's concerns log (though it is expected
that the Unit Head will delegate responsibility for maintaining and updating the
concerns log to another member of their Unit — their Concerns Lead).

8.2. The Agency’s risk management function will provide advice in relation to risks
and countermeasures to each business unit.

13
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9.Template for Concerns Log

10.Escalating Business Unit Risks

8.3. Concerns Leads will capture new risks and countermessures and update the
concerns log accordingly, update the status of existing risks and
countermeasures, review the concerns iog on a monthiy basis and report to the
Agency’s risk management function.

8.4. Concerns leads will also be responsible for ensuring that the originator of the
risk (where this individual is not also the Concerns Lead) receive updates on
their risk and the countermeasures put in place.

9.1. Individual business units’ concerns fogs will be as per the

sheet:-

Governance -
Organisational Strai,

10.1. The Agency's risk management fur
units' concarns leads to idéntify busingss unit risks which require to be
escalated to the SRR. Newirisks'raised to the SRR will be discussed at the
next meeting of the AAC. The Agency’s risk management function will provide
individual business units.with guidance on the procedure for raising risks to the
SRR.

ift work with individual business

11. Issue Manager’ﬁ ‘ tégy

11.1. This sécti
Agen:

outlipes our approach to managing issues captured across the

afg, events or conditions that have negative consequences for the
vt is usually assumed that issues are recoverable or that they can be
ted in some way (though this may not always be the case). issues differ
mitisks in that risks will not have occurred at the time at which they are
entified.

11.3. For example, a lack of resource which may impact on the agency's ability fo
deliver a future service is a risk. A lack of resource, which has arisen because
of illness, and which is currently impacting on agency services is an issue. The
former needs tc be managed, in order to prevent its materialising. The latter
needs to be managed immediately, in order fo prevent it having an impact or
limit its impact.

11.4. Agency issues will, in many instances, derive from:-

14
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e risks recorded in individual business units’ concemns logs, which have
materialised ('materialised’ means that that the risk has occurred. When risks
materialise, they will be closed as risks in all relevant logs/registers and
capiured as issues instead),

* issues recorded in individual business units' concerns logs, and

» strategic risks which have materialised.

11.5. However, issues can occur at any point and come from within or outside the
Agency. Known issues which have a cross-Agency impact will be documented
in the Agency’s [ssues Log.

11.6. The Agency'’s risk management function is responsible for
issues Log. This means capturing, examining and classifying.Agency issues as
they cccur will be as a result of interaction with SL ndiindividual Business
tnits.

11.7. Issues will be assessed by the Agency's ris
Agency’s risk management function will wo
classification of issues and whether they
or if a specific issue requires notificat]

risk management functicn will work

notification. The SLT wili th :

gement function. The
siness units to agree the
; ged at business unit level
SLT ¥ required, the Agency's
2 basiness unit to draft the required

mg with the individual business unit. The issue is
act on cur ability to deliver and must be raised to the

management fih
likely to have a

e, can be deait with by the Agency’s risk management function

the individual business unit, without intervention from the SLT. ltis
ivé-however that the SLT/AAC/EAB and CE are made aware of the issue
‘Issues Log.

en: An issue which is considered to be minor and can be dealt with quickly
and effectively by the Agency’s risk management function working with the
individual business unit, without having any impact on project delivery timescale
or and/or costs.

11.9. The Agency’s risk management function will assess progress made on

outstanding issues at regular Issues Log meetings, to assess progress made
on outstanding issues.

15
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11.10. Af these meetings the Issues Log will aiso be updated to reflect the impact
an issue has had on previously identified strategic risks and/or to capture new
risks created as a result of the issue.

11.11. SLT will discuss issues on a rolling monthly basis, issues will be updatad in
the Issues Log after each discussion and compared to the previous iteration of
the SRR, to ensure that adequate progress towards resolution is being
achieved.

11.12. All known possible courses of action will be considered with the most
appropriate identified and responsibility for taking this forward assigned.

11.13. The SLT will review progress made on all red and amber S§
propose corrective action where this is deemed necessary‘

11.14. Irrespective of trend, any red or amber issue, whrch remains at this status
for four consecutive weeks, will have a detailed update compiled outlining all
corrective action being undertaken and planned and wili be escalated to the
AAC.

12. Reviewing the Strategy

12.1.The Agency's risk management fu will review the risk management
strategy (this document and:any/alFassociated/dependant tocls and document
sets) after a pericd of no more than twelve months has passed since the
strategy was agreed byithe EABand, thereafter, at intervals of the same period
unless the EAB decid herwise,

16
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ANNEX A
Key Roles and Responsibilities

1.1.The identification of risks and issues is the coflective responsibility of everyone
in the Agency, however specific responsibilities will sit with the following roles:

1.2. Social Security Scotland Chief Executive (the Accountable Officer):

= is the owner of the Social Security Scotiand Risk Register.

« has ownership of strategic risks and issues and will ensure
managed effectively, '
authorises and initiates reviews of this strategy, and

may impact on overall Agency level objectives.
1.3. Audit and Assurance Committee Chair;

+ s responsibie for scrutinising the adequaty
strategic risk management, .
= chairs the AAC meetings, with support

function and Corporate Assurapce Le:
+ initiates reviews of this strategy.

g that risks raised are properly recorded, and work
with Risk Action:Ledds toinitially assess the impact and likelihood of the risks,
proposed mitigati d_aictions,

is responsible for reviewing risks with Risk Action Leads in order to ensure
progresswith ry

Fproviding the agenda, risk summary and any other required
ientationifor the AAC,

-hold:méfithty meetings with Risk Action Leads,

enstres adherence to the Agency’s risk management strategy,

provides advice to wider team on management of risks and issues,

“inaintains the Agency’s SRR and Issues Log, and

» works with the Programme Risk Manager to implement any/all arrangements
necessary to ensure effective working across Programme and Agency risk
management structures.

1.5. Individual Unit Heads:

= will support the work of risk action leads and concems leads within their
individual units,

= will facilitate robust consideration of all items which will impact on individual
business units, and
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o will ensure that risks, issues and countermeasures relating to individual
business units are identified, captured, menitored, managed and reporied
effectively and in adherence to this strategy, and

1.8. Risk Action Leads:

» will agree (with the Agency’s Risk Management Function) the controls required
to mitigate/manage ‘their’ individuat risk,

= will ensure that actions required to mitigate/manage are taken and prograss is
being made towards the required outcomes,

= will repart on ‘their individual risks, to the Agency’s Risk ManagemsftFunction,
and

¢ communicate with their counterpart[s] in the Programme, in relatiorito their
individual risks and update the documentaticn, as require
updates by the Programme.

1.7. Individuat Business Units' Concerns Leads

+ will identify and capture new risks, issues ‘I;andr_c ermeasures and update
their individual business units’ concerns log accargingly,

« will update the status of existing risks, issues:and countermeasures, review the
concems log on a monthly basis (with:support from the Unit Head as/i reguired),
and -

» will report to the Agency’s risk. managk
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