staff, the opening of new offices, or the establishment of
new organisations;

- any new IT systems which will be required or any
existing systems to be changed significantly;

- discussions held or to be held with Digital colleagues ;
- what is getting in the way of making progress;

- what help and support would be useful .

How confident are you that you have scoped which (if - [REDACTED] s.30(b)(ii)
any) data or systems not currently hosted on Scottish
Government infrastructure or within the UK may be
affected by EU-Exit and that you know how to go about
accessing the relevant support organisations to discuss
necessary amendments? You may want to consider:

- cloud services in your business area which are hosted
within the EU and the potential implications for usage
and access as a result of EU-Exit;

- data hosted within the EU and the potential implication
for usage and access as a result of EU-Exit;

- risks associated with this.

1%

Risks

Over and above specific risks mentioned in previous - [REDACTED] s.30(b)(ii)
sections, how confident are you that you have identified
any operational risks {e.g. delays at ports, inability fora
function to operate) arising in your policy area? You may
want to consider:

- whether developments in reserved areas have any
impacts on devolved functions;

- the timescale in which any risks would materialise
(before, during or after EU-Exit;

- the prioritisation of risks;

- what is getting in the way of identifying risks;

OFFICIAL SENSITIVE
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- what help and support you would find useful.

9b | How confident are you of developing solutions to mitigate
operational risks? You may want to consider:

- whether you have identified who you need to work with - [REDACTED] s.30(b)(ii)
to mitigate risks;

- what is getting in the way of developing solutions to
mitigate risks;

- what help and support would you find useful.

RAG Criteria for Assessment

Capacity and Capability

° Green: “The roles and people required have been identified, articulated, and are affordable, with measures having been put
in place to mitigate against any delays in securing the right resource at the right time. Clear and achievable workforce plans
are in place which allow capability and capacity requirements to be met.”

° “The roles and people required have been identified and clearly articulated. Some work may exist to ensure these
are affordable with further prioritisation required: however plans exist to do so. Workforce plans indicate that filling these
roles will be achievable although work has not yet commenced. Further work is required to buy/build/borrow to meet the
capability requirements.”

10
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° Red: “The roles and people required have not been fully identified or articulated. Significant gaps with affordability exist where
prioritisation options within the target portfolio have been exhausted or are unlikely. There is a lack of clarity on the capability
requirements and/or these are not readily available.”

Legislative Consequences
o Green: “All legislation that will be affected by withdrawal has been identified, legislative solutions are being determined, and
a programme for proposal delivery has been scoped out and is being followed.”
° “All legislation that will be affected by withdrawal has been identified, with work on-going to explore possible
legislative solutions and a programme for proposal delivery.”
° Red: “Legislation that will be affected by withdrawal has not been identified, and/or legislative solutions and a programme for
proposal delivery have yet to be considered.”

Policy Implications and Delivery Risks
o Green: “Necessary and sufficient action is identified, resourced, and on track.”
° “The action required is not fully known, not fully resourced, or not on track, but plans are in place to remedy this.”
o Red: “It is not currently possible to assess what action is required, or to know that it can be achieved.”

Fiscal Implications

° Green: “All EU funding streams have been identified, robust cost analysis has been undertaken in relation to these streams
in the context of EU-Exit / a UK funding settlement, and mitigating actions have been identified to cover any fiscal shortfalls
that may arise.”

° “All EU funding streams have been identified, work is advanced on performing robust cost analysis in relation to
these streams in the context of EU-Exit / a UK funding settlement, and thought has been given to what mitigating actions
might be needed to cover any fiscal shortfalls that may arise.”

° Red: “EU funding streams have not all been identified, and/or work has not started on performing robust cost analysis in
relation to these streams in the context of EU-Exit / a UK funding settlement, and thought has not been given to what
mitigating actions might be needed to cover any fiscal shortfalls that may arise.”

Negotiation Priorities

11
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° Green: “Negotiation priorities have been identified, articulated, and costed, with measures having been put in place to
mitigate against any uncertainties or unexpected outcomes that arise from the negotiations process.”

o “Negotiation priorities have been identified and progress has been made on costing implications, whilst thought has
been given to what mitigating measures will be needed to deal with any uncertainties or unexpected outcomes that arise
from the negotiations process”.

° Red: "Negotiation priorities have not been identified, articulated or costed, and/or plans to mitigate any uncertainties or
unexpected outcomes that arise from the negotiations process have yet to be considered.”

Engagement and Relationships

o Green: “Close relationships and engagement with key bodies and interest groups, with well aligned interests.”
° “Frequent contact and clear lines of communication, with a developing relationship.”

e Red: “Little to no communication or engagement with key bodies and interest groups, no relationship to speak of.”

IT Systems
o Green: “Necessary and sufficient action is identified, resourced, and on track.”
° “The action required is not fully known, not fully resourced, or not on track, but plans are in place to remedy this.”

° Red: “It is not currently possible to assess what action is required, or to know that it can be achieved.”

Workforce Impact

° Green: “discussions have taken place on impact and sufficient mitigating actions identified, resourced and on track™
° “The action required is not fully known, not fully resourced, or not on track, but plans are in place to remedy this.”
° Red: “Discussions have not taken place or it is not currently possible to assess what action is required.”

12
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From: [Redacted 5.38(1)(b)]

Sent: 01 August 2018 16:59

To: [Redacted S.38(1)(b)]

Cc: [Redacted S.38(1)(b)] Wilson M (Mick) [Redacted S.38(1)(b)]
Subject: BREXIT - [Redacted S.29(1)(a)]

[Redacted S.29(1)(a)]

[Redacted S.38(1)(b)]

From: [Redacted S.38(1)(b)]

Sent: 01 August 2018 16:28

To: [Redacted 5.38(1)(b)]

Cc: [Redacted S.38(1)(b)]

Subject: RE: BREXIT [Redacted S.29(1)(a)]

[Redacted S.29(1)]

[Redacted S.29(1)(a)]

[Redacted S.38(1)(b)]

From: [Redacted S.38(1)(b)]

Sent: 01 August 2018 14:51

To: [Redacted $.38(1)(b)]

Cc: [Redacted S.38(1)(b)]

Subject: BREXIT - Request for an update on the Recognition of Professional Qualifications Directive
2005/36/EC as implemented by SI 2015/2059

[Redacted S.38(1)(b)]

[Redacted S.29(1)(a)]

[Redacted S.38(1)(b)]

[Redacted S.38(1)(b)]

From: [Redacted S.38(1)(b)]

Sent: 01 August 2018 14:38

To: [Redacted S.38(1)(b)]

Cc: [Redacted S.38(1)(b)]

Subject: BREXIT [Redacted S.29(1)(a)]

Importance: High



[Redacted S.38(1)(b)]

Can you let me know whether SG has had any update on what is happening at
policy level in relation to Brexit and the directive on recognition of professional
qualifications.

I have an interest from the point of view of teachers — but you will be aware that the
directive covers a wider range of professions. [Redacted S.36(1)]

[Redacted $.38(1)(b)]

From: [Redacted S.38(1)(b)]

Sent: 31 July 2018 14:55

To: Wilson M (Mick) [Redacted 5.38(1)(b)]

Cc: [Redacted 5.38(1)(b)] Hicks C (Clare) [Redacted S.38(1)(b)]
Subject: RE: BREXIT - legislative programme

Mick,
Now with additional sentence in red.
[Redacted S.36(1)]

[Redacted S.38(1)(b)]

Directive 2005/36/EC on the recognition of professional qualifications within Member
States

The European Union (Recognition of Professional Qualifications) Regulations 2015 (Sl

2015/2059).

The General Teaching Council for Scotland (GTCS) Registration and Standards Rules
(December 2015) apply the regulations that preceded the 2015 Regulations (same title, Sl
2007/2781) to the effect that they allow full registration in Scotland of EEA nationals (i.e.
nationals of any EU member state or Norway, Iceland or Liechtenstein) who are qualified
teachers in their home state so long as they meet certain formal conditions and



requirements. The GTCS is the Competent Authority for teachers in Scotland in terms of
Part 1 of Schedule 1 to the 2015 Regulations, and as such it has certain important
functions relating to recognition, notification, etc under the Regulations.

[Redacted S.29(1)(a)]

From: Wilson M (Mick)

Sent: 30 July 2018 17:02

To: [Redacted S.38(1)(b)]

Cc: [Redacted 5.38(1)(b)] Hicks C (Clare) [Redacted S.38(1)(b)]
Subject: RE: BREXIT - legislative programme

[Redacted S.38(1)(b)]
Thank you [Redacted $.29(1)(a)]

Mick Wilson
Deputy Director, Education Analysis
[Redacted S.38(1)(b)]

From: [Redacted S.38(1)(b)]

Sent: 26 July 2018 14:51

To: Wilson M (Mick)

Cc: [Redacted S.38(1)(b)] Hicks C (Clare); [Redacted S.38(1)(b)]
Subject: RE: BREXIT [Redacted S.29(1)(a)]

Mick,
Will this do you?

Directive 2005/36/EC on the recognition of professional qualifications within Member States
The European Union (Recognition of Professional Qualifications) Regulations 2015 (S!
2015/2059).

The General Teaching Council for Scotland Registration and Standards Rules (December 2015)
apply the regulations that preceded the 2015 Regulations (same title, S1 2007/2781) to the effect
that they allow full registration in Scotland of EEA nationals (i.e. nationals of any EU member state
or Norway, Iceland or Liechtenstein) who are qualified teachers in their home state so long as they
meet certain formal conditions and requirements. The GTCS is the Competent Authority for
teachers in Scotland in terms of Part 1 of Schedule 1 to the 2015 Regulations, and as such it has
certain important functions relating to recognition, notification, etc under the Regulations.

[Redacted S.29(1)(a)]




Thanks

David

From: Wilson M (Mick)

Sent: 19 July 2018 12:32

To: [Redacted S.38(1)(b)]

Cc: [Redacted S.38(1)(b)] Logan G (Graeme) [Redacted S.38(1)(b)] Hicks C (Clare) [Redacted
5.38(1)(b)] Robertson FMG (Fiona) (Director of Learning) [Redacted S.38(1)(b)]

Subject: BREXIT [Redacted S.29(1)(a)]

[Redacted S.38(1)(b)]
We have discussed legislative impacts of Brexit on numerous occasions. [Redacted
$.29(1)(a)]

[REDACTED s29(1)(a)]

Mick Wilson
Deputy Director, Education Analysis
[Redacted S.38(1)(b)]
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From: Mick Wilson
Education Analytical Services
6 August 2018
Deputy First Minister and Cabinet Secretary for Education and Skills
Legislative consequences of EU Exit — Learning & ELC Directorates

Purpose

1. This submission updates you on our preparations on the legislative consequences
of EU Exit following the Cabinet Discussion on 18 June. At that discussion, Cabinet agreed
to:

a) the basis on which the Scottish Government will work with the UK Government to
achieve a proportionate, responsible level of preparedness for EU exit;

b) the risk mitigation approach to identifying those areas where preparedness requires
planning for a no-deal scenario; and

c) the delegated responsibility of portfolio ministers for applying this risk-mitigation
approach.

Priority
2. [REDACTED]- s.30(b)(i), s.30(c)

Discussion
3.[REDACTED]- s.30(b)(i), s.30(c)

4. [REDACTED]- 5.30(c) s.30(b)(i)

Next steps — UK Sls
5. There are two key areas where legislative consequences have been considered:
i) [REDACTED]- s.36(1)

ii) [REDACTED]- s.36(1)

[REDACTED]- 5.36(1)
6. [REDACTED]- s.36(1)

7. [REDACTED]- s.36(1)

8. [REDACTED]- s.36(1)

9. [REDACTED]- s.36(1)

Mick Wilson
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Deputy Director, Education Analytical Services
x40325
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Copy List:

For
Action

For
Comments

For Information

Portfolio
Interest

Constit
Interest

General
Awareness

Minister for childcare and early years

X

DG Education, Communities and Justice
Colin McAllister
Fiona Robertson
[Redacted]
[Redacted]
David Rogers
James Hynd
[Redacted]
[Redacted]
[Redacted]
[Redacted]
[Redacted]
Clare Hicks
Graeme Logan
[Redacted]
[Redacted]

Joe Giriffin
Alison Cumming
[Redacted]
[Redacted]
[Redacted]
[Redacted]
[Redacted]
[Redacted] s.38(1)(b)




From: [Redacted S.38(1)(b)]

Sent: 02 November 2018 14:01

To: DG Education, Redacted S$.38(1)(b)]Communities & Justice Director for Children and Families
Redacted S.38(1)(b)]>; Director for Housing and Social Justice Redacted S.38(1)(b)] ; Director
of Advanced Learning and Science Redacted S.38(1)(b)]; Griffin J (Joe) Redacted S$.38(1)(b)]>;
Robertson FMG (Fiona) (Director of Learning) Redacted S.38(1)(b)] Johnston P (Paul)

Cc: [Redacted 5.38(1)(b)]

Subject: ECJ EU Exit Risk Session - 8 Nov (1020 to 1200) - Further info including 'No deal’ challenge
questions to be discussed

Good afternoon ECJ Directors

My name is [Redacted S.38(1)(b)] and | will be facilitating your ‘ECJ EU Exit Risk’
session on Thursday 8 November (1020 to 1200). As per Action 5 from the 16
August DG ECJ Assurance Meeting (and as per the e-calendar request) the purpose
of the session is:

o To examine the key EU Exit issues which would impact not just on ECJ
Directorates but the DG ECJ family as a collective, and any public services for
which the DG family were responsible.

[Redacted S.38(1)(b)]has asked that the session be focussed on a set of ‘No deal’
challenge questions to:

e Demonstrate planning
o Consider cross-cutting issues

The questions are as follows.
In preparation for a ‘No Deal’ European Union EXit:

» What are the key risks (and consequences of these risks) for your area

> What are your plans (current and/or emerging) for managing these key risks
and consequences

» What level of engagement are you having with your UKG counterparts on
their No Deal preparations

» What are your stakeholder concerns

» What may you need to do differently to prepare for a No Deal scenario

It would be greatly appreciated if you could consider these questions prior to the
session so you are able to share a brief overview on the day.

Kind regards
[Redacted S.38(1)(b)]

[Redacted S.38(1)(b)]




From: [Redacted S.38(1)(b)]

Sent: 21 November 2018 08:39

To: [Redacted S.38(1)(b)]

Cc: Bruce A (Andrew) [Redacted S.38(1)(b)] Data protection and information assets Mailbox
<dpa@gov.scot>

Subject: RE: Data Protection - No Deal Brexit contingency planning - data flows between UK and
Europe - FOR ACTION by 22 November

Hi [Redacted 5.38(1)(b)]

Thanks for the e-mail to Andy, i have responded in red below on his behalf.
Happy to discuss.

[Redacted S.38(1)(b)]

From: [Redacted S.38(1)(b)]

Sent: 15 November 2018 12:37

To: iTECS Information Asset Owners [Redacted S.38(1)(b)]

Cc: Data protection and information assets Mailbox [Redacted $.38(1)(b)] DG Organisational
Development & Operations [Redacted S.38(1)(b)] Director Digital [Redacted S.38(1)(b)] [Redacted
$.38(1)(b)] [Redacted S.38(1)(b)] [Redacted S.38(1)(b)]

Subject: Data Protection - No Deal Brexit contingency planning - data flows between UK and Europe
- FOR ACTION by 22 November

Importance: High

For the attention of Information Asset Owners

Thanks to those who responded to the request below from [Redacted $.38(1)(b)]. As
she said, that request was a first step and there are follow up questions. Scottish
Government (and other DAs and UK Government Departments) has just been asked
to send this information to the UKG Cabinet Office and DCMS, as part of Brexit
preparations and to inform a brief to UK Ministers. It also helps our own contingency
planning.

Please can:

Those that answered Yes to questions 1, 2 or 3 in [Redacted $.38(1)(b)] email now
answer questions 4 and 5 immediately below:

4, Do you have a plan in place for ensuring that these data transfers will meet
the appropriate safeguards required by ch.5 GDPR, and therefore continue, in a ‘no
deal’ Brexit scenario?

e Can you provide some detail on (a) your plan to get these safeguards in
place, (b) what safeguards you intend to use, and (c) your level of confidence
in this current plan?




e The SNSA processor is based in the UK. However the main server for the
data is hosted in Dublin with back-up servers in London and Frankfurt. In the
event of a no deal brexit we would intend the main server to move to London
with a ‘cloned’ server also in London therefore hosting all the data within the
UK. There would be a reduction in resilience should something happen to the
London environment and that is something we are currently investigating.

8. Do you anticipate any disruption would be caused to the services you supply
to the UK public sector if these safeguards were not put in place?

e Can you identify any specific risks, or organisations that may be particularly
affected?

o If this change was not made we do not think our supplier would be able
process therefore the assessments would not be able to be taken by any
children or young people in Scotland.

Those that did not reply or were only able to reply partially to the request
below please check whether you do in fact do anything within scope of the
questions and if so, please send a response to all questions.

Please can | receive responses by Thursday 22 November copying them to
[Redacted S.38(1)(b)]

If you have technical queries please address them to [Redacted S.38(1)(b)]

Please note: | am now coordinating this (with Resilience colleagues) as it forms part
of SG's resilience and business continuity work.

Kind regards
[Redacted S.38(1)(b)]
[Redacted S.38(1)(b)]

From: [Redacted S.38(1)(b)] On Behalf Of Data protection and information assets Mailbox

Sent: 05 November 2018 15:24

To: iTECS Information Asset Owners [Redacted 5.38(1)(b)]

Cc: Data protection and information assets Mailbox [Redacted S.38(1)(b)] DG Organisational
Development & Operations [Redacted S.38(1)(b)] Director Digital [Redacted S.38(1)(b)] [Redacted
$.38(1)(b)] [Redacted S.38(1)(b)] [Redacted S.38(1)(b)]

Subject: Data Protection - No Deal Brexit contingency planning - data flows between UK and Europe
- FOR ACTION by 9 November

For the attention of Information Asset Owners

You may have seen the recent press coverage of “no deal” Brexit planning, and the
associated information from the UK Government. On 13 September the Department




for Digital, Culture, Media and Sport (DCMS) issued a Technical Notice in respect of
data protection. In summary:

o personal data currently flows freely between EU member states, EEA
countries and other countries deemed as having adequate arrangements for
data protection (listed below™*);

e UK Gov is confident of reaching an agreement on leaving the EU, and data
protection will be part of this and then UK Gov will work towards achieving a
decision on the adequacy of UK arrangements for data protection;

o if agreement is not reached (the “no deal” scenario), then flows of personal
data from Europe may stop, as the UK will be a third party country; and

e in recognition of the unprecedented degree of alignment between the UK and
EU’s data protection regimes, you would continue to be able to send personal
data from the UK to the EU.

If any of the activities in your Division rely on the transfer of personal data to or
from Europe, then you must now identify this data, and possibly take some actions
in the event of “no deal”.

As the first step — please respond to this email by 1700 on 9 November to let us
know if your Division:

1. relies on data coming from any EU member state or states for any of your
activities;

2. uses a data processor, or processes data for an organisation, based in any of the
countries listed below**; and

3. uses a supplier who sub-contracts data processing to a company based in any of
the countries listed below™*,

If you answer yes to any of the above we will have some follow-up questions, so
please identify a contact in your Division who can provide further information to the
DPIA Team.

Thank you.
[Redacted S.38(1)(b)]
** Relevant countries:

EU/EEA countries: Austria, Belgium, Bulgaria, Croatia, Republic of Cyprus, Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Romania,
Slovakia, Slovenia, Spain, Sweden, Iceland, Liechtenstein and Norway.

OR

Locations with (or nearing) data adequacy agreements: Andorra, Argentina, Canada
(only commercial organisations), Faroe Islands, Guernsey, Israel, Isle of Man,
Jersey, New Zealand, Switzerland, Uruguay, USA (as relates to Privacy Shield),
Japan.




From: Wilson M (Mick) [Redacted S.38(1)(b)]

Sent: 05 November 2018 15:23

To: Robertson FMG (Fiona) (Director of Learning) [Redacted S.38(1)(b)]

Cc: [Redacted $.38(1)(b)] Hicks C (Clare) [Redacted S.38(1)(b)] Bruce A (Andrew) [Redacted
5.38(1)(b)] Sheppard L (Lesley) [Redacted S.38(1)(b)]

Subject: RE: ECJ EU Exit Risk Session - 8 Nov (1020 to 1200) - Further info including 'No deal'
challenge questions to be discussed

Importance: High

Fiona,

Short note addressing the questions below is attached for the workshop on
Thursday.

The note is intended as briefing for you, and not for submission to Paul/others,
necessarily (although | don't think there is anything in it that couldn’t be shared,
really).

| am not sure if ES will be represented. | am meeting Brian Taylor on 15/11 to
discuss EU-exit stuff, as a recent Fol response from them suggested they hadn’t
done any planning.

| also reattach Learning Directorate’s EU-Exit Delivery Plan for ease of reference
(the documents overlap a fair bit).

M

Mick Wilson
Deputy Director, Education Analysis
Tel: 40325

From: [Redacted S.38(1)(b)] On Behalf Of Robertson FMG (Fiona) (Director of Learning)
Sent: 02 November 2018 14:20

To: Wilson M (Mick) [Redacted S.38(1)(b)]

Subject: FW: ECJ EU Exit Risk Session - 8 Nov (1020 to 1200) - Further info including 'No deal'
challenge questions to be discussed

From: [Redacted S.38(1)(b)]

Sent: 02 November 2018 14:01

To: DG Education, Communities & Justice [Redacted $.38(1)(b)] Director for Children and Families
[Redacted S.38(1)(b)] Director for Housing and Social Justice [Redacted $.38(1)(b)] Director of
Advanced Learning and Science [Redacted 5.38(1)(b)] Gallagher S (Stephen) [Redacted S.38(1)(b)]
Griffin J (Joe) [Redacted $.38(1)(b)] Rennick NS (Neil) [Redacted S.38(1)(b)] Robertson FMG (Fiona)
(Director of Learning) [Redacted S.38(1)(b)] Russell GE (Gillian) [Redacted S.38(1)(b)] Johnston P
(Paul) [Redacted S.38(1)(b)]

Cc: [Redacted S.38(1)(b)]

Subject: ECJ EU Exit Risk Session - 8 Nov (1020 to 1200) - Further info including 'No deal' challenge
questions to be discussed




Good afternoon ECJ Directors

My name is [Redacted S.38(1)(b)] and | will be facilitating your ‘ECJ EU Exit Risk’
session on Thursday 8 November (1020 to 1200). As per Action 5 from the 16
August DG ECJ Assurance Meeting (and as per the e-calendar request) the purpose
of the session is:

o To examine the key EU Exit issues which would impact not just on ECJ
Directorates but the DG ECJ family as a collective, and any public services for
which the DG family were responsible.

Gillian has asked that the session be focussed on a set of ‘No deal’ challenge
questions to:

e Demonstrate planning
e Consider cross-cutting issues

The questions are as follows.
In preparation for a ‘No Deal’ European Union Exit:

What are the key risks (and consequences of these risks) for your area
What are your plans (current and/or emerging) for managing these key risks
and consequences

What level of engagement are you having with your UKG counterparts on
their No Deal preparations

What are your stakeholder concerns

What may you need fo do differently to prepare for a No Deal scenario

YV ¥V VYYVY

It would be greatly appreciated if you could consider these questions prior to the
session so you are able to share a brief overview on the day.

Kind regards
[Redacted S.38(1)(b)]

[Redacted S.38(1)(b)]





