














DRAFT - for review purposes only and not to be issued or published 

Noti�; additional people ... 

There are no administrative controls available on this feature. Within Microsoft 
Teams similar functionality exists but can this can have different levels of restriction 
applied and be disabled by Team owners 

Files may also be uploaded to the associated SharePoint library for Office 365 
groups, in which case they are stored within SharePoii:it, 

The Yammer roadmap anticipates SharePoint V>fii\6f&8h:i� the default storage 
location for files uploaded to Office 365 con11!:;l9\E)cf groups �S of August 2018. 

4. Educational Benefits and Usage

The mix of public and private groups with I� Y�tnrner/?Od the ab;iiltiqJist private 
groups within the directory allow$ µsers to easiiY:l!:J�iitify groups releiJaht to their 

·.·.·.·.·.·.·.·.·.·.. ..:.:.···-·.·.·,·.·.· interests or to locate informatior'ii)Alternatives like,Microsoft Teams do not offer the 
same level of search and open a2i;�ss�ht;JrequireU��rs to be aware of a group 
from sources out with the product foh!? ablej\:>Jjnd andJ9ip. There is no equivalent 
to open public groupswithinMicrosoftieams: : > . > 

-;-:-:-:-:.: ·:· :-:<<<<<< ·>'.· . -:->>� .·> >>> >> >· ... ·. · •.. 

4.1 Students ,, 

Yammer Prs>Yif:l.!:;!S st�d�Blswifh it\t:.i.:1.1?,ility i8ppst work within an on line community to 
within ei!h¢ffoaqb�rJed oi'$l9.denfcf�ij\�q grq�ps. This provides a platform similar 
to ott'l�f�Ocial medi�pf()dudl.1.:i!Jt withlha'.¢1psed environment allowing students to 
becomeJffective comni9nicat6f�.;i,11d consumers of online products. 

·=::::::::::;, ·:··-·.··'. ..... . 

Learning cM\}� 
 

supporteil by usi�J Yammer as a collaborative working space for posting homewci'.ti\.and assigb'r:nents, group discussions and queries and pupil lead 
learning. There i:it�? signif!4�\it amount of 'off topic' conversations between 
students not directiy(�l�!!:;l4]o class based learning. Some of this activity leads to 
moderation action beirfg}�quired due to inappropriate content being posted. 

Example 
[redacted] sharing approaches to Glow Yammer 

[redacted - s.38 (1)(b)]

Extracts: 

"We are using a private Yammer space to discuss our learning, share our ideas, 
support and encourage each other, collaborate on projects and provide constructive 
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Appendix 1 - Yammer User Figures 

Breakdown of users by Parent Establishment. Nurseries and specialists schools 
have been listed as a separate category rather than associating with a specific local 
authority due to partnership nurseries and the specialist role of these establishments 
which often crosses Local Authority areas. 

[table redacted - s.38(1)(b)







[redacted - out of scope] 

From: 

Sent: 

To: 

Subject: 

Attachments: 

[redacted - out of scope] 

® 

From: Armstrong A (Alan) <Alan.Armstrong@educationscotland.gsi.gov.uk> 
Sent: 19 December 2018 10:55 
To: Deputy First Minister and Cabinet Secretary for Education and Skills <DFMCSE@gov.scot> 
Cc: Minister for Children and Young People <MinisterCYP@gov.scot>; Minister for Business, Fair Work and Skills 
<MinisterBFWS@gov.scot>; First Minister <firstminister@gov.scot>; zzzMinister for Further Education, Higher 
Education and Science 2016 to 2018 <zzzMinisterFEHES@gov.scot>; Minister for Parliamentary Business and 
Veterans <MinisterPBV@gov.scot>; Director for Children and Families <DirectorforChildrenandFamilies@gov.scot>; 
Director of Advanced Learning and Science <DirectorofAdvancedLearningandScience@gov.scot>; Hicks C (Clare) 
<Clare.Hicks@gov.scot>; Bruce A (Andrew) <Andrew.Bruce@gov.scot>; Wilson M (Mick) <Mick.Wilson@gov.scot>; 
[redacted - s.38 (1)(b)]; Gorman G (Gayle} 
<Gayle.Gorman@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Communications DFM & Education 
<CommunicationsDFM&Education@gov.scot>; EdS Communications mailbox 
<Communications@educationscotland.gsi.gov.uk>; PS/Education Scotland 
<ps/educationscotland@educationscotland.gsi.gov.uk>; Permanent Secretary <PermanentSecretary@gov.scot>; 
Robertson FMG (Fiona} (Director of Learning) <Fiona.Robertson@gov.scot>; Director for Early Learning and 
Childcare Programme <DirectorForEarlyLearningAndChildcareProgramme@gov.scot>; [redacted - s.38 (1)(b)]; DG 
Education, Communities & Justice <DGECJ@gov.scot>; ParlyClerk Scotland <ParlyClerkScotland@gov.scot> Subject: 

Yammer Review - Publication of Report and GIQ 

Mr Swinney 

I attach a submission requesting approval for the publication of the Yammer Review Report and 
Executive Summary (both attached separately) in early January and clearance of a related 
Government Inspired Question. 

Alan 

Alan Armstrong 
Strategic Director 

Education Scotland - Denholm House, Almondvale Business Park, Livingston, EH54 6GA 
Foghlam Alba - Taigh Denholm, Paire Ghnlomhachais Ghlinn Almoin, Baile Leibhinn, EH54 6GA 
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Tel I Fon: [redacted - s.38 (1)(b)] 
Mobile [redacted - s.38 (1)(b)] 
Website I Laraich-lin: www.educationscotland.gov.uk 
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[redacted - out of scope] 

[redacted out of scope] 

From: [redacted - s.38 (1)(b)]
Sent: 16 July 2018 18:51 
To: Deputy First Minister and Cabinet Secretary for Education and Skills <DFMCSE@gov.scot>; [redacted - s.38 (1)
(b)]; Armstrong A (Alan) 
<Alan.Armstrong@educationscotland.gsi.gov.uk>; Gorman G (Gayle) 
<Gayle.Gorman@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Hicks C (Clare) <Clare.Hicks@gov.scot>; 
Minister for Business, Fair Work and Skills 
<MinisterBFWS@gov.scot> 
Cc: [redacted - s.38 (1)(b)]; Robertson FMG (Fiona) (Director of Learning) 
<Fiona.Robertson@gov.scot>; Communications DFM & Education <CommunicationsDFM&Education@gov.scot>; 
News Desk <Newsdesk@gov.scot>; EdS Communications mailbox 
<Communications@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Minister for Business, Fair Work and 
Skills <MinisterBFWS@gov.scot>; [redacted - s.38 (1)(b)] Subject: RE: URGENT: DFM request re Yammer & Glow 
Courier story 

Colleagues, 

I have emailed the Courier to say we will try to get a response over to them as soon as we can 
tomorrow. 

Best, 
[redacted - s.38 (1)(b)] 
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[redacted - s.38 (1)(b)] I Head of Communications I Education Scotland I Foghlam Alba 

Tel: 
Mob: 

[redacted - s.38 (1)(b)] 
[redacted - s.38 (1)(b)]

Address: The Optima, 58 Robertson Street, Glasgow, G2 8DU 

Web: https://www.education.gov .scot/ 

From: [redacted - s.38 (1)(b)] On Behalf Of Deputy First Minister and Cabinet Secretary for Education and Skills 
Sent: 16 July 2018 16:26 
To: S[redacted - s.38 (1)(b)]; Deputy First Minister and Cabinet Secretary for Education and Skills 
<DFMCSE@gov.scot>; G[redacted - s.38 (1)(b)]; Armstrong A (Alan) 
<Alan.Armstrong@educationscotland.gsi.gov.uk>; Gorman G (Gayle) 
<Gayle.Gorman@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Hicks C (Clare) <Clare.Hicks@gov.scot>; 
Minister for Business, Fair Work and Skills 
<MinisterBFWS@gov.scot> 
Cc: N[redacted - s.38 (1)(b)]; Robertson FMG (Fiona) (Director of Learning) 
<Fiona.Robertson@gov.scot>; Communications DFM & Education <CommunicationsDFM&Education@gov.scot>; 
News Desk <Newsdesk@gov.scot>; EdS Communications mailbox 
<Communications@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Minister for Business, Fair Work and 
Skills <MinisterBFWS@gov.scot>; [redacted - s.38 (1)(b)] Subject: RE: URGENT: DFM request re Yammer & Glow 
Courier story 

Debbie, 

This will need to be cleared by Mr Hepburn's office. I have copied them in. 

Thanks 

[redacted - s.38 (1)(b)] 

[redacted - s.38 (1)(b)]I Deputy Private Secretary to John Swinney MSP, Deputy First Minister and Cabinet 
Secretary for Education and Skills I The Scottish Government I Web: www.gov.scot !Tel: [redacted - s.38 (1)(b)] 
I Mob: [redacted - s.38 (1)(b)] I Email: DFMCSE@gov.scot 

From: [redacted - s.38 (1)(b)] 
Sent: 16 July 2018 16:15 
To: Deputy First Minister and Cabinet Secretary for Education and Skills; [redacted - s.38 (1)(b)]; Armstrong A (Alan); 
Gorman G (Gayle); [redacted - s.38 (1)(b)]; Hicks C (Clare) 
Cc: [redacted - s.38 (1)(b)]; Robertson FMG (Fiona) (Director of Learning); Communications DFM & Education; News 
Desk; EdS Communications mailbox; [redacted - s.38 (1)(b)]; Minister for Business, 
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Fair Work and Skills; [redacted - s.38 (1)(b)] 
Subject: RE: URGENT: DFM request re Yammer & Glow Courier story 

DFM and colleagues, 

The Courier has come to Education Scotland with further questions. Questions and proposed 
answers copied below. 

Can you let me know if everyone is content to clear? 

Many thanks, 
[redacted - s.38 (1)(b)]

Given the investigation into pupils sharing passwords with their peers, how widespread does Ed Scot believe this 

practice was? How widespread was it nationally? 

This behaviour was discovered in a single school and was not in line with Glow community rules 
which gives clear instruction to users not to share passwords with anyone. Education Scotland 
was not aware of this being widespread practice but password strength and a re-inforcing of good 
practice was part of the scope of our planned review. 

https://glowconnect.org.uk/security-and-privacy/glow-community-rules/ 

If the investigation happened in April, why wasn't the DFM kept informed? I note no further completed report of 

the 'investigation' was included in the email bundle sent to us. 

DFM was advised of the planned Education Scotland project to improve Glow safeguarding and 
security. The Local Authority progressed their local actions. Following the suspension of Yammer, 
further actions by Education Scotland have been built into the project which is now underway. 

What action was taken in April to deal with pupils sharing their passwords with peers given the obvious issues 

this would create with effective monitoring? 

At the time, the school involved carried out a local password reset. At a meeting with the school 
and Local Authority, Education Scotland provided advice regarding resources available to remind 
staff and learners of the community rules and good cyber practice. 

[redacted - s.38 (1)(b)] I Head of Communications I Education Scotland I Foghlam Alba 

Tel: 

Mob: 

[redacted - s.38 (1)(b)] 
[redacted - s.38 (1)(b)]

Address: The Optima, 58 Robertson Street, Glasgow, G2 8DU 

Web: https://www.education.gov.scot/ 

From: [redacted - s.38 (1)(b)] On Behalf Of Deputy First Minister and Cabinet Secretary for Education and Skills 

Sent: 13 July 2018 09:21 

To: [redacted - s.38 (1)(b)]; Armstrong A (Alan) 

<Alan.Armstrong@educationscotland.gsi.gov.uk>; Gorman G (Gayle) 

<Gayle.Gorman@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Hicks C (Clare) <Clare.Hicks@gov.scot> 

Cc: [redacted - s.38 (1)(b)] 
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[redacted - s.38 (1)(b)]; Robertson FMG (Fiona) (Director of Learning) 

<Fiona.Robertson@gov.scot>; Communications DFM & Education <CommunicationsDFM&Education@gov.scot>; 

News Desk <Newsdesk@gov.scot>; EdS Communications mailbox 

<Communications@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)]; Minister for Business, Fair Work and 

Skills <MinisterBFWS@gov.scot>; Deputy First Minister and Cabinet Secretary for Education and Skills 

<DFMCSE@gov.scot>; [redacted - s.38 (1)(b)] 
Subject: RE: URGENT: DFM request re Yammer & Glow Courier story 

Importance: High 

All, 

I re-sent DFM the documents released in the FOi and he has now advised that he no longer 
needs a further note from policy colleagues on this. 

Comms colleagues - DFM would like to be kept advised of ALL follow-up media activity today 
and over the next few days. A gentle reminder to comms/duty comms colleagues to ensure that 
the DFM mailbox is copied into all emails on this please. Mr Hepburn is still clearing lines. 

Many thanks 
[redacted - s.38 (1)(b)] 

[redacted - s.38 (1)(b)] I Deputy Private Secretary to John Swinney MSP I Deputy First Minister of Scotland and 
Cabinet 
Secretary for Education & Skills I Scottish Government I St Andrew's House I Edinburgh I EHl 3DG I T: [redacted - s.38 

(1)(b)] I E: DFMCSE@gov.scot 

All e-mails and attachments sent by a Ministerial Private Office to any other official on behalf of a Minister relating to a decision, request or 

comment made by a Minister, or a note of a Ministerial meeting, must be filed appropriately by the recipient. Private Offices do not keep official 

records of such e-maifs or attachments. 

Scottish Ministers, Special advisers and the Permanent Secretary are covered by the terms of the Lobbying (Scotland) Act 2016. See 

WWW.lobbying.scot 

From: [redacted - s.38 (1)(b)]On Behalf Of Deputy First Minister and Cabinet Secretary for Education and Skills 
Sent: 13 July 2018 08:23 
To: [redacted - s.38 (1)(b)]; Armstrong A (Alan); 
Gorman G (Gayle); [redacted - s.38 (1)(b)]; Hicks C (Clare) 
Cc: Deputy First Minister and Cabinet Secretary for Education and Skills; [redacted - s.38 (1)(b)]; Robertson FMG 
(Fiona) (Director of Learning); Communications DFM & Education; News Desk; EdS 
Communications mailbox; [redacted - s.38 (1)(b)]; Minister for Business, Fair Work and Skills 
Subject: URGENT: DFM request re Yammer & Glow Courier story 
Importance: High 

Morning, 

DFM has seen the Courier story regarding Yammer this morning. DFM would like to have a note 
that shows how they are putting together the accusation that he knew for six weeks there was an 
issue with Yammer. 

Apologies for the tight deadline but grateful if this could be with us ASAP, as DFM is looking for 
this urgently. 
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Many thanks, 
[redacted - s.38 (1)(b)]

[redacted - s.38 (1)(b)] I Deputy Private Secretary to John Swinney MSP I Deputy First Minister of Scotland and 
Cabinet 
Secretary for Education & Skills I Scottish Government I St Andrew's House I Edinburgh I EH1 3DG I T: [redacted - s.38 
(1)(b)] I E: DFMCSE@gov.scot 

All e-mails and attachments sent by a Ministerial Private Office to any other official on behalf of a Minister relating to a decision, request or 

comment made by a Minister, or a note of a Ministerial meeting, must be filed appropriately by the recipient. Private Offices do not keep official 

records of such e-mails or attachments. 

Scottish Ministers, Special advisers and the Permanent Secretary are covered by the terms of the Lobbying (Scotland) Act 2016. See 

www.lobbying.scot 
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[redacted - s.38 (1)(b)] 

From: 

Sent: 

To: 

Cc: 

Subject: 

[redacted - s.38 (1)(b)], 

@ 

[redacted - s.38 (1)(b)] on behalf of Deputy First Minister and Cabinet Secretary 
for Education and Skills 
30 August 2018 16:20 
[redacted - s.38 (1)(b)]; Deputy First Minister and Cabinet Secretary for 
Education and Skills 
Communications DFM & Education; [redacted - s.38 (1)(b)]; Armstrong A (Alan); 
[redacted - s.38 (1)(b)] 
RE: Glow/Yammer enquiry from the Courier 

The DFM is content to clear the response. 

Thanks 

[redacted - s.38 (1)(b)] 

[redacted - s.38 (1)(b)] I Deputy Private Secretary to John Swinney MSP, Deputy First Minister and Cabinet 
Secretary for Education and Skills I The Scottish Government I Web: www.gov.scot jTel: [redacted - s.38 (1)
(b)] I Mob: [redacted - s.38 (1)(b)] I Email: DFMCSE@gov.scot 

From: [redacted - s.38 (1)(b)] 
Sent: 30 August 2018 15:04 
To: Deputy First Minister and Cabinet Secretary for Education and Skills <DFMCSE@gov.scot> 
Cc: Communications DFM & Education <CommunicationsDFM&Education@gov.scot>; [redacted - s.38 (1)(b)]; 
Armstrong A (Alan) <Alan.Armstrong@educationscotland.gsi.gov.uk>; [redacted - s.38 (1)(b)] 
Subject: Glow/Yammer enquiry from the Courier 

Deputy First Minister, 

Derek Healey at the Courier is running a story about Glow and Yammer tomorrow and has asked 
for a statement from us. Please see below his enquiry and our proposed response for your 
clearance, or otherwise. SpAds are content. 

Many thanks, 
[redacted - s.38 (1)(b)] 

ENQUIRY: 

I understand Yammer has been reactivated for teaching and non-teaching staff. We have been 
contacted by teachers who say they are concerned to see that they are still able to access 
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information on pupils outwith their school and local authority. We have seen examples of pupil 
accounts in teaching/school groups viewable to staff from other areas. 

We have also seen the "use policy" shown to users logging back in for the first time since access 
was pulled in June. This includes instructions that users should "always keep your Glow password 
to yourself". This contradicts advice that "parents can access their child's and school's Glow 
pages" by using their credentials, as previously stated on Education Scotland's Parentzone 
website. 

Just looking to ask please, does Education Scotland have any response to the concerns of 
teachers as outlined above? Is it appropriate that Yammer should be reactivated when there are 
ongoing concerns over the security of pupil information? 

What action will be taken to understand why this password advice (which later led to all 
credentials having to be reset) was given in the first place? We're looking to run this in tomorrow's 
paper. Let me know if you need any more info. 

Seperately (and not necessarily for this story), is there any update with the overall review being 
held into the use of Yammer by pupils? The last I checked I think there was a discussion over 
whether to stop older children contacting primary pupils or to remove access altogether for 
primaries but I've not heard anything since then. 

OUR SUGGESTED RESPONSE: 

A spokesperson for Education Scotland said 

"Yammer was reactivated for staff on Monday 2 July. We had a number of approaches from 
teachers requesting that their access be restored as it is used as an effective peer collaboration 
tool. Access for pupils remains suspended. 

"If teachers have any concerns with Glow, it is important that they raise these with either their local 
authority or us here, at Education Scotland, so that any issues can be addressed. 

'The erroneous advice on Parentzone was a legacy from the earlier version of Glow, which we 
have previously stated was removed immediately when brought to our attention. 

"Our user policy has always advised that passwords should not be shared." 

-ENDS-

[redacted - s.38 (1)(b)] I Head of Communications I Education Scotland I Foghlam Alba 

Tel: 

Mob: 

[redacted - s.38 (1)(b)] 
[redacted - s.38 (1)(b)]

Address: The Optima, 58 Robertson Street, Glasgow, G2 8DU 

Web: https ://www.education.gov. scot/ 
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