From:. Alan Armstrong
Education Scotland
18 December 2018

OFFICIAL-SENSITIVE: ADVICE TO MINISTERS

Deputy First Minister and Cabinet Secretary for Education and Skills

YAMMER REVIEW - REPORT FOR PUBLICATION AND GOVERNMENT INITIATED
QUESTION FOR CL.LEARANCE

Purpose

1. To provide the Deputy First Minister with:

e the Yammer Review Report and Executive Summary for your approval to publish; and
e a Government Initiated Question (GIQ) for clearance.

Priority
2. Routine. A response by 7 January 2019 will allow us to prepare to publish.

Background

3. A submission entitled Yammer Review and Next Steps was submitted on

10 September 2018 which detailed the findings of the Yammer Review and outlined the
key recommendations to be taken forward. DFM invited representatives from Education
Scotland to meet with him on 1 November 2018 to discuss the Yammer Review. DFM
accepted the recommendations in that submission.

4, At the meeting, DFM requested that Education Scotland finalise the Yammer
Review Report for publication, together with an Executive Summary. DFM also
requested that a GIQ was prepared to be asked on the day the Report and Executive
Summary are published.

Yammer Review Report and Executive Summary

5. The Yammer Review Report and Executive Summary will be published on Glow
Connect on Thursday 10 January 2019. The Yammer Review Report and Executive
Summary have been attached separately.

Government Initiated Question (GIQ)

6. The completion of the Yammer review and the publication of the Yammer Review
Report and the Executive Summary will be announced using a GIQ.

7. The suggested timing of the question is Thursday 10 January 2019 to align with
the publication of the Yammer Review Report and Executive Summary on Glow Connect.
No press release is planned.

8. The following GIQ is provided for clearance:
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Q. What was the outcome of Education Scotland’s review of the Yammer service
within Glow?

A. The review was carried out during summer 2018 and the full review document has
been/will be published [today] on the Glow Connect website.

The review concluded that whilst there are clear and demonstrable educational benefits
for learner use of Yammer, there are significant challenges with regard to control,
moderation and safeguarding. In addition, the new services of Microsoft Teams and
Google Classroom have now been incorporated within Glow and provide similar
functionality in a more controlled environment.

Yammer is being well used by staff for collaboration on a range of topics; is facilitating
professional dialogue; and supports development of and interaction with Professional
Learning Communities.

In conclusion, | have decided that Yammer access will not be reinstated for learners but
will remain available to staff and that Microsoft Teams and Google Classroom will be
promoted as suitable aiternatives for pupil collaboration.

9. Education Scotland request DFM to nominate an MSP colleague to ask the
question.

Handling

10.  We do not intend to issue a press release however reactive lines have been
prepared - see Annex 1.

11.  Previously prepared lines that were developed as a result of the earlier Yammer
incidents have also been included - see Annex 2.

Recommendation
12. The Deputy First Minister is asked to:

e approve the Yammer Review Report and Executive Summary for publication
on Thursday 10 January 2019; and
¢ clear the GIQ and provide any feedback on suggested timing.

Alan Armstrong

Strategic Director

Education Scotland

Ext[redacted - s.38 18 December 2018

(1)(b)i
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Annex 1 - Reactive Lines for Yammer Review Report Publication
POTENTIAL SENSITIVITIES
Q: Why did it take so long to take action?

A Action was carried out in the appropriate timeframe with the review being thorough
and comprehensive to ensure that all aspects of the service were looked into - where
there were issues and where there were successes - as well as stakeholder engagement
to ensure a comprehensive plan for future use and success of the service.

Q: Was a review planned or as a result of the incidents?

A: A review was already scheduled to start during the summer break 2018, but the
decision was made to bring this forward due to a couple of incidents which showed a
small number of parents had concerns around usage of the service.

This allowed for parents to see Education Scotland was responding to their concerns in a
timely fashion.

Q: So was Education Scotland wrong about releasing Yammer in the first place?

A: As with all platforms and channels used by Education Scotland, including staff,
children and stakeholders, there was a full review of Yammer undertaken prior to its
release. This focused on the collaborative merits of the service as well as the potential
risks.

Since Yammer was released Microsoft has released a new product called Teams and
Google has released Classroom and both services offer similar functionality in a more
controlled environment which is more suited to education. Schools and education
authorities have been made aware of these and what expectations there are around
monitoring such offerings.

Q: Can all Glow Yammer users see the posts in the All company feed?

A: All posts made in the All company feed could be viewed by other Yammer users, the
very nature of the feed resulted in a larger teacher presence for monitoring of content.
The Yammer Use policy provides guidance for all users on acceptable and inappropriate
behaviours. Microsoft Teams and Google Classroom provide similar functionality to
Yammer in a more controlled manner without the All company functionality

All posts made in the All company feed could be viewed by other Yammer users, as you
would expect in a social network. However, the very nature of the feed resulted in a
larger teacher presence for monitoring of content due to the number of teachers and
support staff on the service.

Additionally, the Yammer Use policy provides guidance for all users on acceptable and
inappropriate behaviours. Microsoft Teams and Google Classroom provide similar
functionality to Yammer in a more controlled manner without the All company
functionality.
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Q: No open groups in Teams, not searchable - compromised functionality?

A: This provides more control within the environment and additional group members can
be added by email address which retains the collaborative nature of the product.

Q: What makes Teams safer if there is ho keyword monitoring?

A: Teams can only be created with a teacher present resulting in additional monitoring in
a more controlled environment: it also has a mute functionality that removes learners
ability to post.

Q: Why were posts not removed historically?

A: Historically, when a user was removed from Yammer their previous posts were not
necessarily removed due to procedural and system constraints. Subsequently, the
procedures were updated.

Q: Why do we not already make use of 3 party products for safeguarding? Why
did it take serious incidents to make you take this seriously?

A: After extensive consultation with stakeholders, the proposed controls for the Yammer
environment were deemed to be adequate. As part of our ongoing assessment of the
Glow environment and increased usage of the Yammer service a decision was made to
schedule a full review of existing controls, processes and to investigate the current
market for additional safeguarding tooling to enhance our current offering.

Due to the nature of our environment the majority of offerings will not function as required
within Glow. Education Scotland have been in discussion with organisations with a view
to partnering and creating a bespoke safeguarding tool for the Glow environment. The
Invitation to Tender for this work will be formally released early in the new year.

Q: Is Yammer data stored in the US?

Due to Microsoft's operating model limited personal information from Yammer is stored in
the US; this has been deemed to have the appropriate security controls in place and is
bound by EU model clauses.

Q: What are the timescales for acting on reported concerns?

A: Reactive moderation of posts is carried out by Education Scotland in response to
automated emails raised by keyword monitoring triggers and Report A Group Concern
(RAGC) submissions related to Yammer. Both of these are responded to during
business hours through a monitored mailbox and text alerts. RAGC submissions also
trigger text notifications and are monitored during office hours at weekends by a
nominated on-call staff member. Upon receipt of a concern the local authority key
contact is notified immediately to take appropriate action.
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Annex 2 - Lines from Previous Yammer Incidents

« Glow is an online learning resource which allows teachers and pupils to
collaborate and learn in a closed forum which can only be accessed by individual
yusername and password.

« Education Scotland funds and provides the Glow platform to local authorities or
education establishments. We also provide core services such as Office 365,
Glow Blogs and Google G Suite. Yammer is part of Office 365, and the decision
to use Yammer, and the moderation of the content subsequently produced, is for
the local authority using Glow. The decision to give pupils access to the system
rests with the relevant education establishment and local authority, and it wouid be
for them to decide on seeking parental consent.

« Education Scotland provides reactive moderation of all Glow services, including
Yammer site via the ‘report a concern’ button. In addition to lists of inappropriate
word, which are constantly being updated, we are also exploring further options
and tools which will enhance the moderation facilities for Yammer.

e After these concerns were raised, Education Scotland removed the images we
were alerted to. All Glow services, including Yammer, are subject to ongoing
review and access to the Yammer service has been temporarily suspended whilst
we conduct such a review. We will continue to work with local authorities 1o
ensure that Glow continues to add value to learners and teachers.

o Education Scotland provides reactive moderation of all Glow services, including
Yammer, via the ‘report a concern’ button. This flags content for review by
Education Scotland staff on a case-by-case basis. It is important to note that the
content reported may not ultimately be inappropriate. We also monitor Glow for
inappropriate words, the list of which is constantly being updated, and we are
exploring further options and tools which will enhance and strengthen moderation
facilities as part of the ongoing review of Yammer. We are working closely with
local authorities to ensure these issues are addressed and the service will not be
reactivated for pupils untif the Deputy First Minister is fully satisfied that they have
been resoived.

e Teachers and lead officers can also report concerns directly to local authorities,
and it would be for the relevant education department to decide on what action to
take on these matters.

o Access to Glow is offered to every local authority in Scotland, and almost all local
authorities use Glow in some form. However, it's for individual local authorities to
decide if they use the Yammer function. While Glow is available to primary school
children, less than 4 per cent of primary age users have accessed Yammer. The
decision to give pupils access to the system via individual password and
username, rests with the relevant education establishment and local authority, and
it would be for them to decide on seeking parental consent.
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Yammer Review - Executive Summary
Glow and Yammer

Glow is Scotland’s national online learning platform. It is funded by the Scottish
Government and managed by Education Scotland. Glow is a closed network that
provides access to a range of tools and services which can only be accessed by
learners, teachers and others directly involved in education in Scotland. The service
is used widely in schools across Scotland with 220,000 users logging in over three
million times during March 2018.

The core services within Glow are currently Microsoft Office 365: Google G Suite for
Education: Glow Blogs (powered by WordPress) and Glow Meet (powered by
Microsoft Skype).

The most popular aspect of Glow is Microsoft Office 365. It is made up of a number
of online applications including Word, Excel, PowerPoint and Outlook, as well as
Yammer, Microsoft's social networking service. Yammer was made available in
Glow in 2016, and, at the time, was the only tool of this type available within Giow.
More information about Glow in general and the Office 365 suite in Glow can be
found here - https:/lqiowconnect.orq.uk/help-with—qiow/microsoft~office-365/

The Review

Glow is constantly under review to ensure it continues to meet the needs of learners
and teachers in classrooms across Scotland both in terms of functionality and safety.

As part of this process, Yammer was scheduled for a review during the school
summer break in 2018. However, after two incidents where inappropriate behaviour
and content was detected, the Yammer review was brought forward to the start of
June. Yammer has been unavailable to learners from that point, although access
was reinstated for staff users to allow them to continue their coliaborative work using
the service.

The review was undertaken by the Glow Programme team at Education Scotland
during June, July and August 2018, and looked at a number of aspects of the
Yammer service, These included:

e user numbers;

+ educational benefits;

e moderation and safeguarding (both at a local and national level);

e Yammer alternatives within Glow.

Findings

There are almost 70,000 registered users of the Yammer service within Glow. That
number is made up of ¢.45,000 pupils and 25,000 staff members. However,
Yammer is only routinely used by an average of around 10,000 users per month.

The collaborative nature of Yammer presents a number of challenges related to
moderation and safeguarding when it is used in an educational context where the
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FINAL DRAFT - for publication 18 December 18

largest proportion of users are children. In particular, the All Company group in
Yammer, which is visible to all users regardless of age or user type (e.g. pupil or
teacher) cannot be switched off, meaning any content posted, whether inappropriate
or not, is visible to anyone who accesses the All Company group.

In addition, Yammer does not allow for any restrictions around creation of groups,
meaning pupils can create their own groups.

Security measures such as keyword monitoring have always been in place in
Yammer. These allow inappropriate content and conversations to be identified and
responded to. Each Glow service also includes a ‘Report a Glow Concern’ feature,
allowing any user to submit concerns about content or behaviour in any area of
Glow. However, we acknowledge that currently there is no truly effective tool to
proactively check images for inappropriate content within the Glow environment.

There is an element of human moderation that takes place within Yammer from
teaching staff that are active in the environment, this moderation could only be
considered as partially effective as it is unrealistic to assume complete coverage of
the entire environment.

Alternative services within Giow

When Yammer was launched in February 2016, it provided the only option for
collaborative group working within the Microsoft product suite. However, in July 2017
an education version of Microsoft Teams was launched and in May 2018 Google
Classroom was launched within Glow as an opt-in service of G Suite for Education.

Microsoft Teams

Teams provides the ability to set up a closed collaborative working environment for a
group of users which allows conversation and sharing of resources. Class Teams
have Assignment functionality and Class Notebooks, allowing teachers to use the
product as an highly effective digital learning environment.

Teams provides the following additional benefits - only staff members within Glow
may create a Team,; Teams are always set as private; only members of a Team can
view content or contribute to it; and private chat for students is disabled in Teams.

Google Classroom

Within G Suite for Education, Google Classroom provides the ability to set up a
closed collaborative working environment for a group of learners and teachers. This
allows assignments, documents and group conversations to be held.

Classroom provides the following additional benefits - only staff members can create
Classrooms; Classrooms are always set as private and members can only be added
by invite or join codes; and only members of a Classroom can view content or
contribute to it.
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There is the expectation that school staff should monitor student usage within their
own Teams and Classrooms.

Conclusion

Given the challenges outlined above, Yammer will remain unavailable for pupils but
will continue to be accessible for staff. Microsoft Teams and Google Classroom will

be promoted as alternative collaborative spaces for pupils.

Page 3 of 3
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1. Purpose

The need for a two year review of Yammer within Glow was established in February
2018,

The purpose of this was:
» to evaluate the use of Yammer as a tool for learning and teaching
» to review the data controls, moderation and technical details of
Yammer
» to consider alternatives within the Glow 0365 product offering which
did not exist at Yammer launch.

2. Background and History

2.1 Introduction

yugh Office 365 A1
qUired by

ailable to GIth
. The product Was:s '

Yammer is a private social network that j
for Student and Faculty Educational Lice

functionality and technical makeé
platform and supports most major:
systems. In addition, there are mobile

Access to Yammer.ii

available to all sch
mdepende t leges/universities. Scottish education

18 curriculum can aiso gain

nder“-é‘;f‘singfe structure, and to prevent Yammer
users without centralised co-ordination and controls.
available to end users while initial testing was carried

networks being:
The Yammer n
out.

In July 2015, further investigation of Yammer was approved after consideration by
both Education Scotland’s internal Digital Learning and Teaching Management
Group (DMG) and Education Scotland’s external Technical Operations Advisory
Group (TOAG). Work during the development period involved consultations with
local authority Glow Key Contacts and workshops with positive discussions
regarding the educational benefits of Yammer and the improvement of the 0365
offering within Glow.

DMG gave approval to faunch the Yammer service in Glow in January 2016.
Yammer was fully launched on 22 February of that year available to both staff and
student users of Glow. External users and networks were disabled and remain so,
leaving Glow Yammer as a closed network which is only accessible to school
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learners and adults directly involved in the delivery of school education in Scotland.
At that point there were no alternative products within Glow allowing collaborative
working.

On 8 June 2018, access to Yammer was disabled to allow the removal of Yammer
licenses for primary pupils initially, and latterly all learners, due to some concerns
raised around inappropriate use of Yammer. The service was re-enabled on 2 July
2018 for staff only.

2.2  User Figures
In May 2018, Yammer had 69,811 registered users. There has been steady growth

since adoption of, on average, 5,000 users per month.: Lhis is against an Office 365
Tenancy enabled user count of 934,203 — a 7.5% adeption rate.

students, across 2,619 establishments in Glow:wi -accounts. A
breakdown of users by parent establishy thority, organisation,
independent school) is included in the ta

College

Combined

Government Departm 20 358
Local Authority 1088 1808
Nursery 0 47 325
Primary 9474 26654
Secondary 7928 37873
Othe 392 651
Independe 92 129
University | 859 902

otal

Figure 1 ~Yammer Us; ole and Establishment Type

Although users may have a current Yammer account, only 20% of enabled Yammer
users were active in May 2018. The level of engagement within Yammer has
remained largely consistent in the past year with, on average, 10,000 active users
each month.
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@ EnabledUsers @ ActiveUsers

BOK
K

L2

50X

<05

308

20k

108

a5
2007 bty 2017 Avgusl NT September 2017 Oerobar W17 Hvember 27 Dacember 2012 Janusy 2018 Febpusry 2018 March 2013 Aprd 2098 My 2018 hne

Figure 2 -Comparison of Enabled ViActive Users in Yal

3. Technical Information

provisioned with a* ccount until they have clicked through to Yammer from
the Office 365 app Iaun“ r accessed Yammer through an alternative route and
logged in using their Office 365 credentials. So although all licensed users are able
to join Yammer they are not provisioned with an account until they take positive
action.

On first login users are asked to accept the Glow Yammer Use Policy — reproduced
in Appendix 1 — Usage Policy.

The user's Yammer profile is created using the properties from Office 365 (Azure
Active Directory). A user can then edit all fields within their Yammer profile with the
exception of email address. Yammer profile changes do not write back to Azure AD
and are not overwritten unless a relevant field is updated within Azure AD. Only the
changed field is updated within the Yammer profile.
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() Office 365 Yz

Azure AD Yammer

?PK Unknown ?PK Unknown

- Description -

Figure 3 - Azure AD Fields to Yammer profile

Within the Glow Office 365 tena eld is used to hold the user’'s

establishment e.g. school.

3.2  Group Creati

Icreased in -gratlo 3
1] ical requzrements were able to enable Ofﬂce 365

embersh!p This allows the group to be used
elsewhere within OfflC&} :and also enables access to other products within Office
365 to the group members. This includes a SharePoint document library,
SharePoint Site, OneNote and Planner. Within Glow Office 365, group creation is
limited to staff members only, so student-created Yammer groups remain internal to

Yammer.
There is no visibility within Office 365 that a group originated from Yammer.
Groups created within the Glow Yammer network can be:
e Public Access (restricted to Glow users only) - within the Glow Yammer
network all Glow Yammer users can view conversations and post to the group

whether they have joined the group or not. Any Glow user can join a public
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group without further approval. Group content will be returned in search
results.

+ Private Access - within the Glow Yammer network only group members can
view conversations and post. A group admin must grant membership. Group
content will not be returned in search results for non-members, although the
group will be visible in the directory. Private groups may be created as
unlisted, i.e. they do not appear in the directory. In this case, only group
members will have visibility of the group within the web interface although the
group will be visible within a data export.

Users can be added to a group when the group is created, subsequently added by
another user or group admin or by joining public grou Only a group admin (or the
users themselves) can remove users from private

3.3 Posts

by the sender

ia \glng" the recipient in the post.

3.5 Files

Users can post files to groups, conversations and private messages. There are no
restrictions on file types that can be uploaded. A maximum of 25 files can be added
to a post with the maximum size for a single file of 5GB.

Image and video files are displayed as a thumbnail under the post, with other files
displayed as a link. Uploaded files are associated with the group they were
uploaded to and are visible within the ‘files’ section of that group. Files uploaded to a
group or as part of a conversation (in a group or private message) are stored within
Azure.
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The standard post dialog provides direct access to animated GiFs, via Tenor,
through the GIFs option on message posts.

8
‘@
PONE
R

[

: Notlfy additional peap!e

F:gure 4 -Yammer Post Interface

E-feature in Yammer. Similar
an have different levels of

There are no administrative controls available on the
GIF functionality exists within Microsoft Teams but $his::

e:ability to list private
‘ fy.groups relevant to their

nvironment allowing students to become effeciive
rs of online products.

communicators and‘¢

Learning can be suppo d by using Yammer as a collaborative working space for
posting homework and assignments; group discussions and queries; and pupil lead
learning.

There are a significant amount of ‘off topic’ conversations between students not
directly related to class-based learning. Some of this activity leads to moderation
action being required due to inappropriate content being posted.
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Example

Extracts from a case study from a primary school sharing approaches to Glow
Yammer.

“We are using a private Yammer space to discuss our learning, share our ideas,
support and encourage each other, collaborate on projects and provide constructive
feedback. Involving learners in their learning and increasing the tools available for
discussing learning is really at the heart of this work.”

“Through a combination of online and ‘real-life’ activities and discussions. Pupils are
all able to access the Yammer group in school (on the ‘class-in-a-box’ netbooks) and

ting in writing — either
tions. We are just

ments that we have been
‘have shared media files of
vill.be developing over the

freely add to the group. At the moment pupils are con
starting conversations or contributing to existing co
beginning to experiment with sharing slide show:
working on — including collaborative files. As e:teache
pupll work and | anticipate that this is an areaiiri which we
coming term.”

“We have created a charter for using Yamm HGlow. Rather than ave a list of

béeh a fantastic way to do
)een positive.”

d Glow technology products e.g. 0365 Teams and
o-peer support, product feature updates and access
to resources. Use hasii tade of groups to consult with Glow users and to test
new features and functionality to improve the services available.

Local authority and school based groups exist to support education within specific
curricular and geographical areas.

Some groups highlighting these uses have been listed below.
» A group facilitating collaboration between colleagues in a specific local
authority’s establishments/teams to contribute to the development of their

local improvement collaborative — 7852 members (private group, published in
directory)
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« Scottish Attainment Challenge — A community for hosting challenge
conversations as part of the Scottish Attainment Challenge. Open to all Glow
educators — 1578 members (private group, published in directory)

« STEM —This group is used to collaborate/share ideas/discuss/ask questions
about any aspect of STEM — 797 members (public group)

e QAMSO — Private community for Quality Assurance & Moderation Support
Officers — 610 members (private group, published in directory)

e A local authority group sharing discussion on using digital means to support
learning in their area — 469 members (public group)

gestions and concerns
98 members (public group)

o 0365 Teams — Views, requests, experience
about Microsoft Teams and School Data.$

5. Moderation and Safeguarding

than having to be a member of &
posts All users agree to the Co _

Figure 5 — Number of Concerns Reported via RAGC Process

RAGC alerts that do not require action are due to false positives, technical support
queries or hoax reports.

52  Keyword Monitoring
A list of regular expression keywords are flagged for monitoring. Use of these words

in any post will result in the post being flagged to the Glow Service Management
Team (SMT) by email but does not prevent the content being posted. The word list
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is owned by SMT and is reviewed regularly, taking advice from safeguarding
specialists. It contains words that are offensive, racist or indicate a possible
safeguarding concern, e.g. self-harm, suicide or radicalisation. Management of the
list is a manual process and is not supplemented by any external feeds.

There is a high likelihood that posts are flagged as false positives. For example, a
keyword trigger for “suicide” may flag posts relating to Romeo and Juliet. Although
common variants are included within the keyword monitoring list, it is possible that
letter substitution may be used to avoid content being flagged.

ammer Aler qu hg ACtIOI’l

Figure 6 —~Yammer Alerts
5.3 Moderation

Retrospective moderation of posts is carrled-
automated emails raised by keys
related to Yammer Both of the

Data Export)

There are currently no tools avallable within Yammer administration to proactively
check images or files for inappropriate content.

54  Moderation Process

When a post is flagged to SMT through a keyword alert or RAGC, the post is
manually reviewed in context to confirm what, if any, action is required.

As set out below, concerns are categorised according to perceived risk level and

where required are escalated appropriately to a Local Authority Key Contact,
Education Scotland Area Lead Officer (ALO) or Police Scotland.
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Foul Language Key Contact
2 Adult content - (sexual content / drug related ALO — with Key Contact CC'd
content)
3 Hate Speech (sectarian / racist / homophobic | ALO — with Key Contact CC'd
etc)
4 Impersonating Users ALO — with Key Contact CC'd
5 Bullying ALO — with Key Contact CC'd
6 Self-Harm / Suicide Police Scotland
AlLLO — with Key Contact CC'd
7 Vuinerable child Police Scotland
ALO — with Key Contact CC'd
8 General Welfare / Neglect ALO — with Key Contact CC'd
9 Grooming / Sexual Harassm olice Scotland/ ALO - with
) Key.Contact CC'd
10 Terrorism Threat / Speak [ 'cotland/ ALO - with
N/A No escalatlon required — dealt
with internally by SMT

The ability of users to change profile information adds complexity in identifying users.

Lack of global search within the product, even using Protected Content Mode, and
the inability to block words proactively adds to the moderation challenges.

There are possibilities in addressing some of the limitations within Yammer natively
by making use of third party products or developing bespoke solutions, e.g. using
Microsoft Flow to automate actions. Education Scotland are exploring options
available through existing planned procurements.

Only Education Scotland staff are enabled as Verified Network Admins which allows
access to Private Content Mode and visibility of material posted in private
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conversations and groups. Given the nature of the tenancy it would be difficult to
devolve this role to local authority level.

56 Glow Customer Processes

Glow customers have indicated a range of approaches to informing users and
parents/carers about use of Yammer in schools, ranging from no guidance, generic
acceptable use polices to Yammer specific guidance.

Some examples of good practice include:

¢ Aresponsible user agreement, developed by learners and teachers, for use
on the internet and devices which has links to:Report a Glow Concem and
Childline and is signed by both learner and. t/carer.

* A Glow charter, developed by teachers fners, which encourages the
safe and responsible use of Glow an use of 'Glow and
Yammer'.

¢ Training on Yammer following its
Yammer Acceptable Use Policy
Rules.

Microsoft off iﬁmer product. Yammer Basic and Yammer

Enterprise.

Within Glow, a Yamin
Office 365 account, an
Enterprise provides ad

rprise network is used, with all users requiring a valid
immer license before being able to join Yammer. Yammer
nal administrative features and controls.

6.2  Data Structure
The relationship between data from Office 365 and Yammer has been mapped
within Appendix 2 — Yammer Data Relationship. Not all data transferred from

Office 365, or added directly within Yammer is accessible to Administrators through
either data export or the API.
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6.3 Data Export

A data export is the recommended mechanism for compliance management and
eDiscovery. It is the only mechanism available for auditing and tracking.

The data export is a .zip file that includes:
+ Messages, MessageVersions, Users, Topics, and Groups in separate .CSV
files: this contains complete details of each data type, such as message ID,
timestamps, participants, group names, etc.

s Folders with Files: these contain Files on the network. Files will be in their
native format. Note that exports will only contain Eiles created or modified
during the time period specified for the export,ltis*possible to exclude this
from the export.

* MessageThreadsOutbound csv: Any ex rsations that members of

your network participate in in other né

Both the Network Data Export within the'
produce the same output.

Further details relating to the Yay
W|th|n the Yammer rest AP publisi

This option was removed by Microsoft from Office 365
linked networks in e . User deletion requests must now be processed by a
Yammer Network Admin-by choosing the appropriate option within the Yammer
settings.

8.4.2 Office 365 Lifecycle — Automatic Account Management

Yammer accounts are linked to the user's Office 365 account status. When a user is
blocked from sign in within Office 365, all Yammer sessions are terminated and a
user will be prompted to log back in. Due to the status of their Office 365 account,
they will be unable to do so. Within Glow this corresponds to a user pending
deletion upon removal from Glow (currently 270 days after sign in blocked). There is
no further action taken on the Yammer account.
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When the Office 365 account is deleted or the Yammer license is removed, a user is
marked as deactivated within Yammer. This suspends the user account and they
will appear in the deactivated user list and in data exports as having been
deactivated by System Administrator. After 90 days the Yammer account is
permanently deleted. However without manual intervention by administrators,
messages posted and profile information remain.

6.4.3 Yammer Account Manual Deletion Options

Within the Yammer web interface four options are available to manage a Yammer
account:

1. Deactivate this user.
+ Marks the user as suspended. No login
Notifications from Yammer are not se

within 90 days it is automatically deleted.

mer is possible.
¢.account is not reactivated

they would start w;th 1
the account other than

‘V"’f-.deleted by choosing option 3 ‘Permanently

L their messages’ there is no simple method for
essages. To do so, messages posted would need to
Xport and deleted within the Yammer web interface or
gramme Interface (APY)

retrospectively )'d?e;ét'ng the
be identified through:
through the Applicati

6.44 API

Within the AP1 the only options available are to suspend or permanently delete a
user, retaining their messages. There is no option to delete messages or erase user
Pl as part of the user deletion API. This has been flagged to Microsoft by Education
Scotland and acknowledged as an issue. There is currently no timeframe for
allowing user data to be removed en masse on an ad hoc basis or as part of data
lifecycle management.

Individual messages can be deleted but would require the message IDs to be
identified through a data export.
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6.5 Data Location

Yammer data is stored in the United States. There are no options for Yammer users
to locate data within the European Economic Area (EEA). Localisation of data was
announced in late 2017 and planned for early 2018 but this was subsequently
cancelled by Microsoft.

6.6 Age Restrictions

As Glow uses a Yammer Enterprise network, there are no restrictions based on age
of users in Glow's use of Yammer.

Yammer Basic Networks are restfricted to users a r above as per the

published terms of use.

7. Microsoft Teams
7.1  Background

When Yammer was launched in;
collaborative group working with

1.Office 365 service within
this' would continue to
inced that Classroom would
stead an education version of

Teams provides the ability to set up a closed collaborative working environment for a
group of users. Within educational tenancies such as Glow, Teams can be created
with specific structures to help support Classes, Professional Learning Communities
or Staff Members.

Class Teams are always set as private, however all other types of Teams can be set
as public or private by Team Owners. Members may search for and join public
teams without approval, however the search facility for Teams is not as user friendly
or efficient as Yammer's. Private Teams can only be joined if a user is added by a
Team Owner or a join code is used.
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Only members of a Team can view content or contribute to it.

There is currently no external guest access to Teams meaning only Glow users may
be Team members.

7.3 School Data Sync (SDS)

Teams for individual school classes can be automatically created and membership
established using data provided by SEEMiS. This functionality is avaitable at school
level on an opt-in basis. There are currently over 100 schools in Scottand using SDS
to create Class Teams.

7.4 Join Codes

Introduced in summer 2018, join codes give Tear

s the ability to generate a
code to be shared or published which allows us ¥

is, however, [:;osysible for a
udents within the Team.
rages the inclusion of a

staff member to leave an existing:Team;
Education Scotland guidance on the:us:
second teacher as a mitigation.

_ r:student usage within their
ssible although full audit logs are
for investigation.

After an initial pilot phase Suite for Education was launched within Glow as an
opt-in alternative learning-environment in May 2018. As of August 2018, 12 local
authorities had opted in to using the service.

Within G Suite for Education, Google Classroom is available allowing closed working
environments for learners and teachers. This allows assignments, documents and

group conversations to be held. Each local authority using G Suite has their own
tenancy which is set up using the same configuration.

In November 2018 there were 41,922 active users in the Google Classroom service.
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8.2  Types of Classroom

Google Classroom provides the ability to set up a closed collaborative working
environment for a group of users. Within educational tenancies such as Glow,
Classrooms can be created with specific structures to help support classes,
Professional Learning Communities or staff members.

Classrooms are always set as private and members can only be added by invite or
join codes. Only members of a Classroom can view content or contribute to it.
Teachers within a Classroom have the ability to enable and disable students from
commenting in the group conversation. This is enabled by default.

There is currently no external guest access to Classroom:meaning only Glow users

may be Classroom members.

8.3 Join Codes

code to be shared
ies Classroom

;;af)’ility to generate:
>lassroom. This sim|

Join codes can be used to give teacher§ tf
or published which allows users to join a
management as a code could be issued to'a
The code can be reset to prevent use beyond:

8.4  Safeguarding and Moder

a staff member to
Classroom. This

th the Worktng environment and it
ance on the use of Classrooms

9. Conclusion

Yammer provides a valtiable and well utilised collaborative platform for staff which
facilitates professmnaf dialogue, peer learning and more. National groups such as
those named in section 4.2 are supporting collaboration and implementation of
national policy in schools across Scotland. The ability to search the whole Glow
Yammer network for relevant content, as well as open access to information, make
this an invaluable tool for school staff.

Whilst the value of Yammer purely in terms of educational potential is clear, the
challenges related to control, moderation and safeguarding make Yammer a more
difficult environment to manage in a tenancy such as Glow. Whilst there a number of
very positive examples of the use of Yammer to support pupil learning, the open
nature of the platform and the inherent challenges, has resulted in a significant
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volume of non-education related posts and groups being created by learners. This
has the potential to undermine the educational experience for learners and detract
from the benefits that could be realised.

Microsoft Teams provides a good alternative for iearer collaboration which provides
similar functionality to Yammer. The ability to restrict creation of groups to staff
members and to disable chat between learners when required, make Teams a more
straightforward network to manage in terms of pupil behaviour. Google Classroom is
also available as an opt-in service and can be used in a similar way.

10.  Next steps

the availability of Microsoft
cess will not be reinstated
icrosoft Teams and Google
vorking. In addition,
moderate Teams and

Given the findings of the review around Yammer use
Teams and Google Classroom through Glow, Yam
for learners. Instead, Education Scotland will Pro
Classroom as viable alternatives for collaborati

addition, existing moderation p
review.
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Appendix 1 — Usage Policy

At all times, users of Yammer must adhere to the Glow Community Rules:
https://glowconnect.org.uk/security-and-privacy/glow-community-rules/

Be Secure
- Always keep your Glow password to yourself.
+ Always sign out of Glow when no longer using it.

Be Polite

» Always treat others with respect.
« Never post or share a message, document, image, vidgo or any other content that
is inappropriate or likely to cause harm or offence to of

Be Safe
+ Always remember to be careful when commuy ting ‘over the internet — other
users may not be who they seem.

+ Don't share your personal details with
» Never agree to meet someone in perso
unless accompanied by a parent, carer or of]
» Speak to an adult immediately if you see a
internet that concerns you

Be Legal
» Never post or shar
that you do not ha

Be Responsible |
. Always be

NOTICE: All access, use:and content on this network is monitored by Glow to
manage performance, security, and compliance with Glow Community Rules. At the
discretion of Yammer administrators, content including files, notes, posts, links and
groups may be renamed or removed.
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Appendix 2 — Yammer Data Relationship

Yammer Data Map
{indicative only} Message
Users
§re w
Azure AD

Display Name
Email sddress
Job Tile jo‘b__litle
Offkce !;:cation
Department : department
Diﬁc.r: phun.ﬂ agt_urd

; deleted. by il

delsted_by type

Joined it

deleted &

atiribute name
suspended by id
sispended_by_type -
suspendgdwﬂt

guid =

state

File

B w

file i

Group

name

desdipiion
H 5 uplosder
uploeder_type
araup_id
group_name

reverted to id

] deleted by user_id
r_pirivateé_graup
Tn_private_coaversation

ik api_ url:

s dovwnload_ur
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