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Introduction

This report details the findings and recommendations from an |IT Security Assessment
conducted by Digital Assurance (DA) for British Telecommunications (BT) in March 2018, The
security assessment was conducted against the Disclosure Scotland - Newcastle systems
under the terms of the NCSC CHECK scheme.

It is important to bear in mind that security assessment reports such as this are exception-
based reportsand as such generally document identified security flaws rather than identifying
security controls that may have performed well.

Summary
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Key Findings

The most significant security issues identiied during this assessment are summarised here,
additional detail is provided in the ‘Technical Summary component of this management
report and the ‘Detailed Findings and Recommendations” section of this document,

Infrastructure Testing
B

Host Configuration Security Review

Firewall Configuration Security Review
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Key Recommendations

Suggested remedial actions for the key security issues are summarised here, additional detall
is provided in the ‘Detailed Findings and Recommendations section of this document.

Infrastructure Testing
m o

Host Configuration Security Review

Firewall Configuration Security Review
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Summary of findings

The findings of the assessment are summarised helow alongside the current status of each
finding at the time of report issue.
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Confidentiality and Copyright

The information contained in this report is confidential and is submitted by Digital Assurance
Consulting Ltd {Digital Assurance) on the understanding that it will be used only by the Staff
and, where relevant, suppliers of British Telecommunications. in particular, the contents of
this document may not be disclosed in whole or in part to any other party without the prior
written consent of Digital Assurance.

Validity of Information

Digital Assurance has made every effort to ensure that all statements and information
contained herein are accurate however it should be noted that the results of security testing
reflect the systems as they were at the time of the testing and as such represent a ‘snapshot’
of the systems during the assessment.
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This report is intended to provide details of the findings and recommendations arising from
information security assessment activities (e.g. penetration testing, systems review or
application security testing) conducted by Digital Assurance.

The report is designed to communicate important and sensitive information regarding
security issues to both technical and non-technical staff with a requirement to know details
or particular aspects of the security assessment findings.

Report Structure

The report is split into a number of sections to maintain structure and enhance readability as
follows:

|Ied Fmdmgs an
ecommendatlons

: 'A_p__p s_qﬁlces S '__'i'5_'often prowde a ieve! of detalle :mfo_rma_tlon _on s__ygtems or

Page 10 of 91 OFFICIAL - SENSITIVE (@oignatassurance




Security Assessment Report OFFICIAL - SENSITIVE British Telecommunications

Document version: 1.0 DRAFT

Disclosure Scotland -
Newcastle

opriate for..

Presentation of Issues and Findings

Issues are presented in a common format to aid readability and assist the clientin prioritising
issues and, importantly, prioritising remedial action where necessary. The common issue
presentation format contains a number of fields describing the nature of the issue, risk and
recommendation as follows:

-A description of the security issue.
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Digital Assurance was engaged by British Telecommunications to undertake a security
assessment of the Disclosure Scotland - Newcastle systems and associated infrastructure. The
assessment was performed in March 2018 and consisted of 3 phases of technical assessments
as summarised below:

All security testing was performed at BT Disclosure Scotland Newcastle (CTE) and Glasgow

T T of Dsg|a1ssurance between Monda 05
Marchand Wednesday 28 March 2018.

About Digital Assurance

Digital Assurance is a London based security consultancy delivering a range of security
assessment, secure design and security training services. Digital Assurance was founded in
2006 by experienced and well-respected security consultants who have been delivering
information security and assurance services to UK and international clients for over a decade.

Our security assessments are generally highly tailored to customer requirements and are
designed to provide the greatest level of assurance for a given amount of time and budget.

Digital Assurance is a UKAS accredited 1S09001:2008 organisation. Digital Assurance is an
NCSC CHECK scheme subscriber and authorised to conduct testing on government systems

under the terms of the CHECK scheme.

CHECK

{F Haoalth Check Service
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The scope of work is documented in this section of the report for eachstage of the
assessment and where relevant will reference external scope documents.

The scope of work was agreed between Digital Assurance and British Telecommunications

and is detailed in the Terms of Reference (ToR) document associated with this security
assessment.

Infrastructure Testing
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