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Introduction

This report details the findings and recommendations from an IT Security Assessment
conducted by Digital Assurance {DA) for BT Group PLC (BT) in August 2016, The security
assessment was conducted in Newcastle against the PCl systems located in Glasgow, Scotland.

It is important to bear in mind that security assessment reports such as this are exception
based reports and as such generally document identified security flaws rather than identifying
security controls that may have performed well.

Summary
In general, both the infrastructure and the systems located within it were found to be well

configured with regard to security with the majority of key security controls functioning as
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Key Findings

The most significant security issues identified during this assessment are summarised here,
additional detail is provided in the ‘Technical Summary’ component of this management
report and the ‘Detailed Findings and Recommendations’ section of this document.

Key Recommendations

Suggested remedial actions for the key security issues are summarised here, additional detail
is provided in the ‘Detailed Findings and Recommendations section of this document.
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Summary of findings

The findings of the assessment are summarised below alongside the current status of each
finding at the time of report issue.

Moderate : Maderate

Moderate

Low Moderate

~low | Moderate,

Maderate Low
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Confidentiality and Copyright

The information contained in this report is confidential and is submitted by Digital Assurance
Consulting Ltd {Digital Assurance) on the understanding that it will be used only by the Staff
and, where relevant, suppliers of British Telecoms. In particufar, the contents of this
document may not be disclosed inwhole or in part to any other party without the prior written
consent of Digital Assurance.

Validity of Information

Digital Assurance has made every effort to ensure that all statements and information
contained herein are accurate however it should be noted that the results of security testing
reflect the systems as they were at the time of the testing and as such represent a ‘snapshot’
of the systems during the assessment.
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Management Report.
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This report is intended to provide details of the findings and recommendations arising from
information security assessment activities (e.g. penetration testing, systems review or
application security testing} conducted by Digital Assurance.

The report is desighed to communicate important and sensitive information regarding
security issues to both technical and non-technical staff with a requirement to know details
or particular aspects of the security assessment findings.

Report Structure

The report is split into a number of sections to maintain structure and enhance readability as
follows:
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Presentation of Issues and Findings

Issues are presented in a common format to aid readability and assist the client in prioritising
issues and, importantly, prioritising remedial action where necessary. The common issue
presentation format contains a number of fields describing the nature of the issue, risk and
recommendation as follows:

Page 8 of 21 OFFICIAL - SENSITIVE

€2} DigitalAssurance




Security Assessnl'nent Report OFEICIAL - SENSITIVE British Telecor_ﬂs

Dacument version: 1.0 DRAFT RFP906network vulnerability
assessmant

iption of the risk - posed generally deta ng the
attackei‘ type, attacker pre- FEQUJSI’EES and the Ilkely :mpact on
mformat:cn assefs; :

Page 9 of 21 OFFICIAL - SENSITIVE @Digitaﬂssurance




Security Assessment Report GOFFICIAL - SENSITIVE British Telecems

Document version: 1.0 DRAFT RFPSO6network vulnerability
assassment

Digital Assurance was engaged by BT Group PLC to undertake a security assessment of the PC)
systems and associated infrastructure. The assessment was performed in August 2016 and

consisted of 1 phase of technical assessment as summarised below:

All security testing was performed at the Carliol Square CDE premises by
of Digital Assurance on Thursday 4 August 2016.

About Digital Assurance

Digital Assurance is a London based security consultancy delivering a range of security
assessment, secure design and security training services. Digital Assurance was founded in
2006 by experienced and well respected security consultants who have been delivering
informaticn security and assurance services to UK and international clients for over a decade.

Our security assessments are generally highly tailored to customer requirements and are
designed to provide the greatest level of assurance for a given amount of time and budget.

Digital Assurance is a UKAS accredited 1S09001:2008 organisation and is the only UK based
organisation that has successfully undertaken and received the CESG Claims Tested Mark
(CCTM) award for security testing services, the CCTM represents a UK government quality
assurance mark for security products and services.

Digital Assurance is a CESG CHECK scheme subscriber and authorised to conduct testing on
government systems under the terms of the CHECK scheme. Digital Assurance also provide
CLAS consultancy throughout the public sector.

CLAS IECK

CEMG Histed Aduisor Sehemie i Health Cheek Sorvice
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The scope of work is documented in this section of the report for each stage of the
assessment and where relevant will reference external scope documents.

The scope of work was agreed between Digital Assurance and British Telecoms and s
detailed in the Terms of Reference {ToR) document associated with this security assessment.

infrastructure Testing

A sample of 4 VLAN segments containing hosts intended to be PCl-compliant was selected
for a vulnerability assessment:

Infrasiructure Testing

Phase One - Network Enumeration

Digital Assurance will attempt to map the network and identify relevant active nodes or
potentially sensitive service clusters within it. Systems and networks will be classified in terms
of their importance as hosting potentially sensitive information assets.

Phase Three — Vulnerability Analysis

" Next, the ports and services that have been revealed on the systems will be reviewed for
vulnerabilities. Using our consultants’ knowledge and experience as well as common and
private sources of vulnerability and exploit information, Digital Assurance will produce a map of
the services that are present on the systems with any potential vulnerabilities that could lead to
an exploitation of them.

The results of the vulnerability analysis will be discussed with the client, particularly with regard
to minimising the onward risk of affecting service. Areas such as account tock outs and the
possibility of system / application crash due to exploit techniques (e.g. buffer overflow attacks}
will be explained and ruled in or out of the proceeding phases.
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Patch Management
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