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Introduction

This report details the findings and recommendations from an IT Security Assessment
conducted by Digital Assurance (DA) for Disclosure Scotland (DS) in January 2016, The security
assessment was conducted against the PVG CTE systems under the terms of the CESG CHECK

scheme.

It is important to bear in mind that security assessment reports such as this are exception
based reports and as such generally document identified security flaws rather than identifying
security controls that may have performed well,

Summary
In general, the network infrastructure and hosts located within it were found to be reasonably

well-configured with regard to security with the majority of operatronal and techmcaf securlty
controls appearing to work as expected. B DT B
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Key Findings

The most significant security issues identified during this assessment are summarised here,
additional detail is provided in the “Fechnical Summary’ component of this management
report and the ‘Detailed Findings and Recommendations’ section of this document.

Key Recommendations

Suggested remedial actions for the key security issues are summarised here, additional detail
is provided in the ‘Detailed Findings and Recommendations section of this document.

Summary of findings

The findings of the assessment are summarised below alongside the current status of each
finding at the time of report issue.

DigitalAssurance
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Table 3 : Document version history
Confidentiality and Copyright

The information contained in this report is confidential and is submitted by Digital Assurance
Consuiting Ltd (Digital Assurance} on the understanding that it will be used only by the Staff
and, where relevant, suppliers of Disclosure Scotland. In particular, the contents of this
document may not be disclosed in whole or in part ta any other party without the prior written
consent of Digital Assurance,

Validity of Information

Digital Assurance has made every effort to ensure that all statements and information
contained herein are accurate however it should be noted that the results of security testing
reflect the systems as they were at the time of the testing and as such represent a ‘snapshot’
of the systems during the assessment.

igitalAssurance
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This report is intended to provide details of the findings and recommendations arising from
information security assessment activities (e.g. penetration testing, systems review or
application security testing) conducted by Digital Assurance.

The report is designed to communicate important and sensitive information regarding
security issues to both technical and non-technical staff with a requirement to know details
or particular aspecis of the security assessment findings.

Report Structure

The report is split into a number of sections to maintain structure and enhance readability as
follows:
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Presentation of Issues and Findings

Issues are presented in a common format to aid readability and assist the client in prioritising
issues and, importantly, prioritising remedial action where necessary. The common issue
presentation format contains a number of fields describing the nature of the issue, risk and

recommendation as follows:
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Digital Assurance was engaged by British Telecommunication to undertake a security
assessment of the Disclosure Scotland PVG CTE systems and associated infrastructure. The
assessment was performed in January 2016 and consisted of 4 phases of technical
assessments as summarised below:

? and & of Digital

All security testing was performed at Newcastle by .
Assurance between Monday 18 January and Friday 22 January 2016

About Digital Assurance

Digital Assurance is a London based security consultancy delivering a range of security
assessment, secure design and security training services. Digital Assurance was founded in
2006 by experienced and well respected security consultants who have been delivering
information security and assurance services to UK and international clients for over a decade.

Our security assessments are generally highly tailored to customer requirements and are
designed to provide the greatest level of assurance for a given amount of time and budget.

Digital Assurance is a UKAS accredited 1SO9001:2008 organisation.
Digital Assurance is a CESG CHECK scheme subscriber and authorised to conduct testing on

government systems under the terms of the CHECK scheme. Digital Assurance also provide
CLAS consultancy throughout the public sector.

N
A 2

W CHECK

ki 7 CLAS Y CHECK

ao8 CESG Lstad] Advlser Schame IT Health Check Servica
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The scope of work is documented in this section of the report for each stage of the
assessment and where relevant will reference external scope documents.

The scope of work was agreed between Digital Assurance and Disclosure Scotland and is
detailed in the Terms of Reference (ToR) document associated with this security assessment.

Infrastructure Testing
Internal infrastructure testing was conducted on the Newcastle CTE branch of BT Disclosure
Scotland. The main objective of this testing phase was host discovery, and the testing scope

was 3 domains in the local area network: CTE-UAT, CTE-OPS and CTE-DR.

As per proposal, this testing phase includes all VLANs with the exception of transit VLANs
that consist of gateways only. Host and service identification was conducted with network
host scans and cross-referencing with network host documentation provided by the client.

Application Testing

Internal application testing was conducted on the Newcastle CTE branch of BT Disclosure
Scotland. From initial Infrastructure Testing results, the live hosts were then scanned for
specific application vulnerabilities.

Limitations

it was not possible to effectively test all web application components due to the DR

instances being unavailable during the testing window. It is noted that only the McAfee
Secure webmall gateway was able to be tested. Please refer to Appendix C for details.

Firewall Review

Firewall Number of Hosts
CTE
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Number of Hosts

CTE

Linux Configuration Review

Number of Hosts

CTEDR

PQ Live

Web Application Test

Number of Hosts

CTE

PQ

Internet Penetration Test

Number of Hosts

CTE
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