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Response 1o the consultation on the Draft National Surveillance
Camera Strategy for England and Wales

1. Introduction

1.1 This consultation sought views on the scope, objectives, governance, content and strands
of the draft national surveillance camera strategy for England and Wales.

1.2 Under the Protection of Freedoms Act 2012, the secretary of state issued the surveillance
camera code of practice with 12 guiding principles on the appropriate and effective use of
surveillance camera systems. The government is fully supportive of the use of overt ‘
surveillance cameras in a public place whenever that use is: in purs st.-of a legitimate aim;
necessary to meet a pressing need; proportionate; effective, and ompllant with any
relevant legal obligations.

efflc:lently proportionately and effectively thereby enl
as ensuring their right to privacy as set out in Article 8¢
Human Rights is protected.

2 fiew of responges
2.2 Survey ;
We received 129 (i ng“70 partial responses) responses to the consultation through the

Organisation Response Response Total
Percent
1 Local authority 37.50% 21
2 Police Force 3.57% 2
3 Police and Crime 0.00% 0
Commissioner
4 Local Coungitior 0.00% 0
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5 Surveillance Camera system | 1.79%
operator (public authority)

6 Surveillance Camera system | 1.79%
operator (non public authority)

7 Surveillance camera system 3.57%
designer, supplier, installer or
maintainer _

8 Security supplier 3.57%

9 Regulator body, standards 7.14%
body or inspectorate

10 Civil liberties 1.79%
charity/organisation/pressure
group

11 Representative body 1.79%

12— |- Member-of the public———— | 2857%

13 Other (please specify) 8.93%

Only 56 people answered this question.

3 Summary of survey responses

7.3% disagree

¢ The national surveillance camera strategy should clearly explain to the public the
obligations of those using surveillance cameras
100 % agreed — 0% disagreed

e The national strategy will help increase compliance with relevant regulations
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70.3% agreed —~ 7.5% disagree 22.2% unsure

e The national surveillance camera strategy provides clear obligations and directions
for different users of surveillance cameras that have to show regard to the
surveillance camera code of practice and those that choose to voluntary adopt the
code.
80% agreed — 3.6% disagreed 16.4% unsure

e [ support the development of the national surveillance cam,e,’_,ﬁ\'?fﬂ

88.7% agreed - 9.5 % disagreed 1.9% unsure

The draft strategy was generally supported by the respondents,
agreeing that there is a need for this strategy to inform the;publlc of the 6b
using surveillance. A number of respondents thought { that the strategy shoul
public space surveillance regardless of whether th qmeras are owned by gove
private operators. This was further supported byt +f %o of respondents that &
following statement — %

e percentage
ations of those
sover all types of

not feel that the strategy would be effective W'th itie.backing of some form of enforcement
powers. For example some of the comments‘lnclud allowing+

successfully ép‘ ged local:authorities to complete the self assessment tool in order to show
regard to the codeiang withgtit and powers can report that 85% of local authorities across
England and Wales have:gompleted the tool. This supports the fact that the absence of

enforcement powers willhot be a hindrance to uplifting compliance.

While the suggestion that the strategy should apply to all forms of public space surveillance in
spite of the owners is understandable, section 33 of the protection of freedoms act lists relevant
authorities who have to show regard to the code and all others are encouraged to voluntarily
adopt the code.

The Commissioner raised the issue of widening the list of relevant authorities with Ministers in
the 2016 review of the Code. Summary of views from this consultation will be shared with
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Ministers to ensure they are aware. The strategy will provide evidence for effectiveness of
pursuing voluntary adoption.

The Commissioner has been working with and will continue to work with non relevant authorities
to encourage compliance. Already this has had a positive outcome and a number of voluntary
organisations such as universities and the retail sector have evidence compliance by

~ completing the self assessment tool and in some cases certification against the code. It is the
intention to continue 1o use the strategy to encourage compliance across all sectors using public
space overt surveillance.

Question 2: Are the strands listed in the strategy the right on

90.91% yes — 9.09% no

In general the respondents agreed that the listed:
few suggestions of other areas that should be covere
domestic CCTV, data storage, digitalisation, financial su
others.

address concerns aro"
these are tactical issu
available during

;nformatlon:Qnthe Informati@ ;Commtssmner s website. The Commissioner is in discussion with
the ICOto & énre there is cIaQty for the public over where to go for advice on the use of
surveillance camg-ras for domestlc: purposes.

\;*3"‘-‘:&\\
A communication straﬁggy:~ as been developed for the strategy to make sure that it is
communicated to a Iarge range of stakeholders to encourage take up and how the strategy

relates to them. &

Question 4: To what extent do you agree or disagree that the strategy has clear
achievable objectives for each strand?

71.42% agreed — 8.93% - disagreed 19.64% unsure
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While it was generally agreed that the objectives are achievable, there was some concern that
the objectives were not specific enough to make them measurable by the public. Furthermore
some respondents expressed concern over the lack of detail in the objectives which make it
difficult to assess whether any or all of them are achievable.

There was also concern around the delivering of these objectives in the mist of austerity and the
difficultly of meeting standards and so on during times of financial cuts.

The Commissioner’s Response

s and this will be

Itis accepted that the objectives are not written as SMART obje; tives ;
3 urable and achievable.

considered during the re draft of the strategy making them m

ontribute towards
C nowledges that

It is noted that the objectives do lack detail and SMART deﬁ‘ve bles whi g
achievement of strategy objectives are being deve!og d The Commlsswner

hink should be included in the strategy?

pondér! agreed that the objectives were extensive enough,
fother objectlves that should be included in the strategy. A

standards.

One thing that recccurred in comments on a humber of questions is the coverage of the code as
it currently is and the need for it to be expanded to include a range of other sectors such as
fransport, high street stores, taxis, as well any organisation that has surveillance cameras
positioned in a way that they cover an area used by the public and capture images of the same.
There were further suggestions that the strategy should be enforceable.

The Commissioner’s Response
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The suggestions have been considered but at this stage as the surveillance camera code of
practice only creates a statutory obligation for relevant authorities; we will work with non
relevant authorities to encourage compliance. The role of the Commissioner is to encourage
compliance to the code including voluntary compliance. Only the Government can consider
expansion of the list of relevant authorities and in a review of the code last year, the
Commissioner recommended such an expansion. In addition, it is the view of the government
that the incentives and enablers currently in place are sufficient enough to encourage
compllance and therefore they are not of a view to give the Commissioner any form of
enforcement powers.

Question 7: Are the governance arrangements outlined in the strategy clear and easy to
understand?

92.86% yes — 7.14% no

s sufficient

Question 8: To what extent do you agree or disagn;gf": hat'the strategy
governance to ensure it is successfully implemented?

57.14% agree — 17.85% no, 25% unsure

Respondents generally agreed that the governance arrangem ts are clear and will ensure it is
successfully implemented; however clarif, e{.({)mposmon of the

commissioner’s ad\nsory council to ensur a\ .__}‘gSlde the newly formed
atrat-ﬁgy group will need to meet more

i around penalties and
: ommlss:oner for those that are non

twice agy€ar, which is themln

,

a’:
stratéq a\Both the strateg\yt roup and\the adwsory council will meet when necessary to ensure

\a\\

yk
smooth dell\lery of the stratey X

'?

As ment|oned t;‘iq\[g enforcement powers cannot be built in to the strategy at this stage as the
Commissioner has: h\g\ powers “of enforcement. The Government is not inclined to give the
Commissioner enforcemgnt powers at this stage and neither is the Commissioner asking for
such powers as the |n§éhtlve8 and enablers already used by the Commissioner go a long way
to encourage compliarnce.

Question 9: To what extent do you agree that the strategy will help forge effective
partnerships?

54.55% agree — 10.91% disagree 34.55 unsure
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There were mixed views by respondents on whether the strategy will help to forge partnerships.
The Commissioner’s Response

The strategy is made up of 11 strands which cover a range of sectors in the surveillance
camera industry. Leaders from these sectors are working together to develop and implement
the strategy therefore the commissioner and the strategy group are confident that the strategy
will further build effective partnerships by working together to uplift standards in the industry.

Question 10: To what extent do you agree that the strategy wi é‘lp ahcourage hetter
regulation of public space surveillance?

64.28% agree — 19.65% disagree 16.07% unsure

last three years thrgu
code has been uplitted.

Question 11: Please provid any other comments on the strategy
Overali the respon ”'«t[f;e Strategy consultation is p03|t|ve One respondent went as far as to

say it is ‘a thoughtful and welt produced document...

In addition to the responses above, we received a number of general comments on the strategy
some of which are outlined below.

There was concern around capturing those sectors that do not have to comply with the code as
well as the need to continually police the strategy to ensure it is effectively delivered.

Another respondent expressed their concern arocund the poor quality of CCTV in licensing
premises who currently do not have to comply with the code. This ties in with concerns raised

8 Summary of responses to the national surveillance camera
strategy




Response to the consultation on the Draft National Surveillance
Camera Strategy for England and Wales

around blanket licensing condl’uons such as those which paragraph 1.14 of the surveillance
camera code of practice says “... are [;kely to give rise to serious concerns about the
proporticnality of such an approach

In addition some respondents want to see more control over the access to data captured by
surveillance cameras as stated in principle 7 of the surveillance camera code of practice.

Another recurring subject is about keeping up with new technology including drones and
improvement in camera devices as well as the challenge to achieve common standards across
the vast range of manufacturers, designers and installers. In addition there was a further

concern around the various forms of connectivity including Wi-Fi, GPS and‘Bluetooth tracking.

The Commissioner’s response
The support for the strategy is appreciated and a
board.

adopt the code. There are separate stral?-r
the dlﬁerence between the two.

gonsultation, we also received a number of writien

British Parklng Association

Police Action Lawyers Group (PALG)

information Commissioner’s Office

Privacy International

Big Brother Watch

The Home Office DNA Database Ethics Group

CCTV User Group

Elmbridge Borough Council

wh | =20 N DO B W N =

~lo

Salisbury Citywatch Community Interest Company
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12 Web Way

13 University of Essex — Law School
14 Kinesense

15 Key Forensic

16 British Transport Police

A summary of written responses

It was suggested that there is a need for strong leadership in ord i'to enslre the strategy

reaches its full potential.

Lots of support for a smgle point of contact although it w 5 suggeste :that it should be made

systems. The public should be made aware of such evic
on the cameras such as if they are swﬂched off or faulty
of the strategy.

information sharing between: organ[satloh S an :
avoid it being confused with information requested :

[ mmISSIOner ‘IS""[O inform the secretary of state informed on
f ework which enables the Commlssmner to secure the

confusion ai(gund the use of the term ‘surveillance by consent’ as this could
number of different ways. An alternative term suggested was ‘surveillance
port’ whach\Was thought to be less confusmg It was further stated that i in the
face of the changmgf“‘ u

need to be cautious”

Another concern Was"that around the need to distinguish between what data is captured by
surveillance cameras and how the data is used once it has been captured.

In addition a number of the written responses expressed concern over the absence of reference
to a number of other relevant legislations such as the Human Rights Act as well as the Data
Protection Act and the Freedom of Information Act. On similar lines a number of respondents
thought that the strategy focused largely on the Protection of Freedoms Act and the surveillance
camera code of practice without sufficiently balanced with other regulations and codes such as
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the Information Commissioner’s Code - A data protection code of practice for surveillance
cameras and personal data.

Further comments include concerns over the details of the strategy such as, accountability,
measuring improved transparency, as well as the wide range of the sector that the strategy
aims to cover. There was some suggestion that it might be best to focus on specific areas which
might be more readily achievable.

Another respondent raised concerns around the strategy being called a natlonai strategy as

The importance of image quality belng fitx@[ purpose was met)
well as the accountability for the images. Thlswelates directly to
requirement document/passport to compkance\bﬂ ibe: ed and wh,‘ e respon3|ble for the
document. *‘:::;x

otighout the document. It was

are sub]echve and therefore difficult to measure, such as
her terms me‘rktloned include — a clear road map, ‘early
can teghnological deve[opments soft levers, greater synergies and

'he term"‘survelllance camera’ with some information on types of
cations.

One of the recurri : omments was the issue of security of the cameras including cyber
security and soﬂwar‘é‘“ésues There was further mention of concerns of security around the
combination of image ‘v,atabases and facial recognition technology which couid be used to track

people’'s movements. <

In addition to the response above, we received a number of detail responses on the objectives
in the strategy including the number of objectives and the way they have been written. This has
being considered and the strategy will be revised accordingly.

The Commissioner’s response
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The above comments have been considered and the strategy has been re drafted fo reflect a
number of the comments that have been taken on board.

In order to ensure that the governance is strong, the strategy working group will meet quarterly
rather than twice a year. This will increase oversight and enable the Commissioner to update
the Advisory council and the public on the strategy’s progress.

The support for the single point of contact is appreciated and this is being incorporated into the
local authority delivery plan.

The language and certain terminclogy in the strategy have be j ged to reflect some of the

additional general comments.

o The strategy is an enabler that will raise awareness of the Code and help
organisations to comply with relevant legislation, codes of practice and guidance.

« How aware are the public about post surveillance events — what happens to the data?

e Emphasis has to be given to encouraging organisations informing the public why
cameras are being installed and what the information is used for — increased
transparency.

e Support for closer working between the police and local authorities as reflected in
objectives 4 and 5.

12}Summary of responses to the national surveillance camera
strategy




Response to the consultation on the Draft National Surveillance
Camera Strategy for England and Wales

¢ It was noted that the strategy should have government backing

e The strategy will help to provide clarity to a changing surveillance landscape.

e There was a reiteration of the concern around the public’'s understanding on what
surveillance cameras can do. It was suggested that the strategy could help raise
public awareness.

e The strategy needs to ensure that the 12 guiding principles are applied to the whole
surveillance system and not just the cameras. :

e The strategy should make clear the distinction between reEevant authorities Who have
to comply and the voluntary that can choose to comply.

e The language of the strategy document needs to be such thatthe public understand
and avoid the use of terminology that can easily be misjniérpreted such as ‘soft
levers’ and 'surveillance by consent’.

~The Commissioner’s response

back from the

The Commlssmner appreciates the support he rece ed from the evenis. The

de:gbuf will be referred to the Home Office for

. W, .
§ xfeurvelllance by consent’ as mentioned in the Code

s [twas recemmended that all system operators who record data of members of the
public in pubhc spaces should be placed under the statutory duty to comply with the
Code

e Specific mention was made on the importance of including the transport sector
(national rail and other transport networks) in the list of relevant authorities.
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7. Summary of changes to the national surveillance camera strategy for

England and Wales in response to the consuitation

Strategy document

Consultation

SCC response

Questions for

Page 7 paragraph
12

mention of HRA
and individuals
rights to
privacy

Need to include
links to other

| history of

paragraph response the AC

reference

l.egislation and The strategy is Spoken about the 1. .Do we need to

regulations too POFA HRA and ‘Consider any
focused individuals rights to other

Page 5 paragraph 4 privacy. legislation or

Page 6 paragraph 5 | Not enough

rveiilance

comments‘that
the
introduction
was too POFA
focussed?

The vision

Page 3 paragraph 6
and page 15

'easurable

Measurables will
be outlined in
detail in the
delivery plans.

3. Do we need fo
mention how
the vision will
be achieved or
point to the
deliverables in
the various
plans?

4. Are we happy
with the vision
as it currently

is?
Definitions A better Moved the 5. Are you
explanation on reference to the content with
Page 16 paragraph | what we mean definition of the
40 by surveillance | surveillance explanation of
cameras cameras o the surveillance
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body of the
document rather
than the footnotes.
Listed most
common types of
surveillance such
as BWV. ANPR,
Drones

Also have referred
to how data can or
could be
manipulated one
captured

6. Do we need o

cameras?

talk about
capability and
the back office,
data etc.

Background A number of
written

Page 9 paragraph | responses

19 expressed

concern over the
absence of a

mention of othe
regulations

such as the HRA:
and the DPA. It

was suggested

section ¢
relevant
surveillangg”
camera

regulations?

«Are you

& content that
this section be
moved to an
annex?

Atew concerns
arotifid the term
‘surveillance by
consent’ with a
bggestion to

se something
like —
‘surveillance
that enjoys
public support’

This term is one
used by
government in the
code.

We have attempted
to explain what
surveillance by
consent means and
referred back to
what it says in the
code.

Surveillance by
consent is used in
the code and
therefore needs to
feature in the
strategy. This will
be fed back to the
Home Office for
consideration in
any amendment
of the code.

9. Areyou
content with
the current
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explanation of
‘surveillance
by consent’? If
hot can we
have some
suggestions?

Terminologies
Page 17 paragraph
6

Concern around
some of the
language e.g.
‘soft levers’

Removed the term
‘soft levers’ and
replaced with
incentives and
enablers

10.Are you

intent with

Objectives
Page 16 paragraph
41

Some concern
around the
number of
objectives — are
they too many

consider "

objectives in
order to
reduce the
number of
overall
objective while
keeping the
strands as
they are?

12. Alternatively
should we
leave them as
they are?

»1 No change — the

details, measures
and so on are in the
delivery plans

13.Do we need to
re write to
consider re
writing the
objectives to
make them
SMART or are
we content
that the
delivery plans
will cover this

include cyber
security as this
is a real concern

concern?
Objectives It was suggested | Cyber security has | 14.Does this
What is missing? that we have to now been included suffice?

in the standards
strand
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going forward
with advanced
technology.

10

Governance
Page 18 paragraph
45

Concern around
the frequency of
meetings of the
Strategy Working
Group?

This will be
changed to
quarterly.

15. Do we think
that quarterly
and as when
required will
alleviate

oncerns

round how
freqliency and
accountability?
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