SURVEILLANCE CAMERA CONMISSIONER’S ADVISORY COUNCIL -
19 SEPTEMBER 2016
NATIONAL SURVEILLANCE CAMERA STRATEGY

Purpose

1. To provide the Advisory Council an update on progress of the project to develop a
National Surveillance Camera Strategy for England and Wales since its last meeting
in April 20186, and facilitate discussion over strategic direction, governance and
implementation, as well as the timetable for consultation and launch of the strategy.

2. The strategy has been developed with the support and commitment of a group of
expert work strand leaders {(Annex A) each of whom has taken ownership of a
strategic objective. A draft of the Strategy document is attached at Annex B, along
with a including a table which illustrates examples of deliverables to support its
implementation (Annex C). The strategy development project timeline is attached
at Annex D.

3. The Advisory Council is invited to consider:

- If the vision and mission set the right direction and level of ambition.

- If the proposed scope is broadly correct.

- Whether the draft objectives are clear and achievable.

- Are there any objectives and work strands missing which might make a
significant contribution towards progress between now and 2020.

- Does the strategy have sufficient governance to ensure it can be
implemented successfully.

- Whether the draft strategy is likely to uplift compliance with the POFA
Code. ‘

- If there are any fundamental reasons not to start wider consultation over
the draft strategy in October 2016.

4. The Advisory Council is also invited to provide any written comments on the
detail of the draft strategy by Friday, 23 September

Background

5. The Protection of Freedoms Act 2012 (POFA) put in place statutory arrangements
for the further regulation of CCTV and other surveillance camera systems in public
places in England and Wales. These arrangements are intended to bring
coherence to regulation, and to clarify and reinforce understanding of mandatory
requirements, including those under the Data Protection Act 1998 and the Private
Security Industry Act 2001.

6. The SCC's statutory role is to encourage compliance with a Code of Practice
issued as guidance under POFA (POFA Code) and provide advice about it. His
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mission can be characterised as being to ensure that surveillance cameras in public
places are used effectively, efficiently and proportionately, so that the public can be
reassured that those cameras will keep them safe and secure without interfering with
their right to privacy.

7. Parliament has agreed a list of relevant authorities in England and Wales who
must follow a duty to have regard to guidance in the POFA Code (S33(5) of POFA),
and also agreed that other organisations operating surveillance cameras in public
places “..... are fto be] encouraged to adopt [the POFA] code and its guiding
principles voluntarily and make a public commitment to doing so.” (Para 1.17 of
POFA Code)

8. Since the SCC's appointment in March 2014 good progress has been made in
publishing guidance and developing tools to assist those who want to follow the
POFA Code. This would not have been possible without the support of the Advisory
Council, the Standards Group and many other partners in the surveillance camera
community.

9. When the Advisory Council met in January 2016, it agreed the SCC should
develop a comprehensive national surveillance camera strategy that seeks to draw
together a holistic approach and coherent action to raise standards and compliance
with legal obligations in line with the 12 guiding principles in the POFA Code.

10. Home Office Ministers have indicated their support for the development of a
strategy to improve compliance with the POFA Code.

Progress

11. A Strategy Group was established to take this work forward. It comprises the
SCC, experts to lead development of various strands of work, the Home Office and
members of the SCC’s support team. The work strands and leads are set out in

~ Annex A. The Strategy Group met for the first time on 6 March. A Project Manager
was appointed in June.

12. The Strategy Group has developed a draft strategy document which includes a
vision and mission, scope, and a series of objectives for the period from April 2017 to
March 2020 (Annex B). The vision and mission are clearly focused on a
collaborative approach towards using the POFA Code to promote proportionate,
transparent and effective surveillance which protect the public and meets legal
obligations. The scope of the strategy has been drafted to be consistent with the
regulatory framework under POFA, and in recognition that the limited resources
available for delivery between 2017 and 2020 inevitably require prioritisation. The
work strands support delivery of each strategic objective.

13. Against a challenging timetable and with the commitment of the strand leads and
their own working groups, good progress has been made on high level delivery plans
for the work strands which start to map out the implementation of objectives and how
success might be measured. As might be expected in what is a complex project
dependent upon partnership working, progress across the work strands has been




variable. Further action is in hand to support the completion of a full set of high level
delivery pians before the anticipated start of public consultation in early October.
This will be challenging in some of the work strands, and subject to progress, the
Strategy Group will have to come to a view on overall readiness to start consultation.

14. The Strategy Group considers that an information hub for surveillance camera
regulation would improve communications to raise awareness, adoption and
assessment against the POFA Code and its guiding principles. This chimes with
feedback from SCC/British Standards Institute workshops in 2014 and research
conducted in 2015/16. This cross-cutting work strand will be dependent upon
scoping delivery plans from the other ten work strands, and agreeing ownership and
resourcing of the hub. The SCC has retained ownership of this work strand and
proposes to develop implementation plans by March 2018. This would enable
resources at this early stage to be focused on the other ten work strands to develop
materials and activity which would subsequently be placed on the information hub.

15. Delivery plans are being developed to ensure that this strategy helps to
galvanise collaboration and partnership effort toward protecting the public, rather
than being just a statement of intent. These plans should also add to the evidence
base wherever possible; thus informing good practice and any future
recommendations to the Government about the regulatory framework.

16. Furthermore, a proposed governance structure has been developed as an
integral part of strategy implementation; this is set out in the draft Strategy Document
(Annex B). This structure is intended to ensure that collective efforts are prioritised,
resources identified, and progress can be reported and scrutinised.

17. As mentioned above, the Strategy Group is still working towards a full set of high
level delivery plans. Some illustrative examples of the kind of activity currently being
considered as part of strategy implementation are set out in Annex C.

Next Steps

18. Subject to your views, the SCC intends to continue developing the strategy and
delivery plans, and to undertake a wider consultation over the draft strategy.
Annex D provides a project timeline for this work towards a strategy launch in
December 2016.

19. The SCC plans to undertake a six week consultation over a draft strategy in
October and November 2015. This plan is based arcund an online survey, a set of
events and direct communication with key stakeholders and partners, including all
members of the Advisory Group, to seek their views. The consultation will be
publicised more widely through the SCC website, social media, blog, press and other
channels, as well as via our partners’ channels.

20. Alongside consultation activity, Strand leads will continue to develop more
detailed plans for strategy implementation with their working groups. This will,



include identification of priority actions, and the necessary resources to facilitate
delivery of the vision.

21. The delivery plan summary templates already provided by stand leads provide a
broad indicator of how the strategy can be implemented. The illustrative examples
from these in Annex C are intended to inform discussion at the Advisory Council and
the subsequent public consultation. Plans for launching the strategy in December
2016, include publishing a summary table of deliverables and milestones for each
work strand. This would then permit Strand Leads until March 2016 to finalise the

detail of their respective delivery plans.

Alastair Thomas

Strategy Development Project Manager




Anhex A

National Surveillance Camera Strategy - The Eleven Strands

Strand

Strand Leader

Description — who and why

1. Standards
and
Certification

There are a plethora of standards, guidance notes and codes
that users, installers, designers surveillance
cameras/systems can follow. Whilst progress has been
made the standards framework is complex. Legal
obligations must be followed. This strand seeks to provide a
clear road map of standards, assurance and certification
which is available for the whole industry.

2. Horizon
Scanning

This strand looks at the future technological developments in
surveillance cameras and related capabiliies. It seeks to
inform consideration of whether regulation and guidance is
sufficient and thus enable the Commissioner to advise
government accordingly.

3. Civil
Engagement

This looks at how members of the public are engaged to
understand their rights and responsibilities in relation to
surveillance cameras and organisations that use them. It
seeks to understand how they can be engaged. in meaningful
discussion and consultation to shape both national
development of regulation and tocal decisions about
surveillance of the public.

4. Policing
[

Polices forces and other bodies such as the National Crime
Agency and PCCs are relevant authorities in the PoFA and
must therefore pay due regard to the PoFA Code. They use
surveillance cameras and as a recipient of data sharing have
key relationships with others who use cameras.

5. Local
Authorities

Local authorities (unitary and two-tier} and town and parish
councils are relevant authorities under POFA and they must
pay due regard to the PoFA Code. They often run numerous
independent systems supporting operational policing;
protecting communities and helping town/city centres
oparate smoothly.

6. Voluntary
Adopters

This strand looks to organisations operating public space
surveillance who are not relevant authorities as set out in
POFA S33(5), for example, the retail sector. it seeks to
encourage the voluntary adoption of the PoFA Code, so that
the public can be reassured about the proportionality and
effectiveness of surveillance in priority areas of public places.




Strand Strand Leader :Description — who and why

7.Critical (CPNI) This strand looks at how surveillance camera systems used
National to protect critical national infrastructure comply with the
Infrastructure POFA Code. It seeks to reassure the public that the systems

in these places are proportionate, effective and efficient.

8. Installers and
Manufacturers

Organisations operating surveillance camera systems can
only do so with the engagement of suppliers - installers,
consultants, designers and integrators of surveillance
cameras systems as well as manufacturers of devices.
These suppliers can fulfil a critical role in good practice, and
act as enablers to compliance with the POFA Code by
system operators.

9. Training

Trainers and training organisations play a crucial role in
ensuring that those using and supplying surveillance camera
systems understand the practical and legal requirements.
This helps ensure systems are used proportionately,
effectively and transparently.

10. Regulation

There are a number of regulatory bodies with responsibilities
in relation to surveillance cameras: ICO, SCC, HMIC, OSC,
SIA. This can confuse users of surveillance cameras as well
as members of the public. This strand seeks to look at
opportunities for cooperation between organisations to
harmonise regulation and guidance, improve assurance and
reduce any regulatory confusion.

11. Information
Hub

Surveillance
Camera
Commissioner

Provision of information through a single digital platform with
a strong branding can facilitate effective communication with
camera system operators, their partners and the public. A
hub could, for example, set out training requirements and list
providers. It could signpost to other regulators and help
reduce regulatory confusion.
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To be inserted

14




0Z-610¢

61-810¢

8T-LTOT

*galjod

Ui pue salloyiny [e307
udIMIq sdiysiaulied Joy
JUDWDR.BY |9AST 33LAJISS [IPOIN

"siapinosd 221A13s

‘2211084d pood

pue suoljedijgo e8]
Yy au ut Suiseyaind
19119q WOl

01 2pIND $ J9A0g AL1DD

*2INIINIISE L]

10} e llen
DN Atjend |eUQIIEN (B2 SSOUE

3P0 Y404 210woud 01
uBledwes ssouaiemy

[1ouUNCD AJCSIAPY
01 1oday SBuiuueos
UOZLIOH 15414

‘$101085 J9Y30 Ul UoIoEe
gs1y4oid 03 sjesodold dojaasp
pue (5103235 JBY10 pue)}

[1e3=J ul uondope AlRjUn|oA
spJemol ssaiBoid mainay

*331]0d B} ula

Ag se1Bojouyoel Jaylo pue
ALDD WOody elep jeuossad pue
40 Suissaoodad Ul sedpuld
uolsload eiep syl

Yum soueldwod aowold

"J0108S HElRd 3l
POJ ¥40d 3y jo

uolldope a8einoaud

SSoUIIEME DS5[B]

031 W21V PUE JYd

‘(0ss8S) D504 4o

JUBWILILLILLIOD 24N29S

J XINNY

NOILVININIIdINIT LHOddNS O1 STTEVHIAINEA 40 STTdINVYXE FALLVELSNTE

ADILVHLS VHIINVYI IDNVTIIESAUNS TYNOILVN







ANMINLL 19370dd INFINDOTIAIA
ADAIVYELS VHIINVYI IONVTHIAYNS TYNOILVYN

d X3NNV

‘uSiedwe)

sSBUBIRMY

40 Liexg -
‘suejd Aanijop ‘puels yoea
[oAa) ygiy 40 suepd Asaisp
40 Juawidojanap

yum Adsiens
INUIUOT e
youney - " ; -
*Aiessadou .
*5431SIU] puels yaea

Mu.._ o SepuswWwe oy sueid Alomep € 9N049 ASatens.

H0 pue sasuodsas 10 awdojsnap -ssaadold mainal
SWOH JoLig - 13pISUO) e snurjuoge 01 [12UN0D AI0SIADY «

'Spua ‘pouag  ‘sueld uonelnsucy
UOoIIRNsSuUoD)e :O_Mmu—-._.m:DU. JO 1B19p QHQ_QEOUQ

NIBAN XIS "JUBWINDOQ ASe1eNS
HEIP A3 03 DS









