
 
ANNEX A  
 

Web Categories Web Category Description  Access Status 
  

 
 

Adult Directed at adults, but not 
necessarily pornographic. 
May include adult clubs (strip 
clubs, swingers clubs, escort 
services, strippers); general 
information about sex, non-
pornographic in nature; 
genital piercing; adult 
products or greeting cards; 
information about sex not in 
the context of health or 
disease. 

 Blocked 

Advertisements Banner and pop-up 
advertisements that often 
accompany a webpage; other 
advertising websites that 
provide advertisement 
content. Advertising services 
and sales are classified as 
“business and industry.” 

 Blocked 

Chat and instant 
messaging 

Web-based instant 
messaging and chat rooms. 

 Blocked 

Child abuse content Worldwide illegal child sexual 
abuse content.  

 Blocked 

Dating Dating, online personals, 
matrimonial agencies. 

 Blocked 

Extreme Material of a sexually violent 
or criminal nature; violence 
and violent behavior; 
tasteless, often gory 
photographs, such as 
autopsy photos; photos of 
crime scenes, crime and 
accident victims; excessive 
obscene material; shock 
websites. 

 Blocked 

Filter avoidance Promoting and aiding 
undetectable and anonymous 
web usage, including CGI, 
PHP, and Glype anonymous 
proxy services. 

 Blocked 

Freeware and shareware Providing downloads of free 
and shareware software. 

 Blocked 



Gambling Casinos and online gambling; 
bookmakers and odds; 
gambling advice; competitive 
racing in a gambling context; 
sports booking; sports 
gambling; services for spread 
betting on stocks and shares. 
Websites dealing with 
gambling addiction are 
classified as “health and 
nutrition.” Government-run 
lotteries are classified as 
“lotteries”. 

 Blocked 

Games Various card games, board 
games, word games, and 
video games; combat games; 
sports games; downloadable 
games; game reviews; cheat 
sheets; computer games and 
Internet games, such as role-
playing games. 

 Blocked 

Hacking Discussing ways to bypass 
the security of websites, 
software, and computers. 

 Blocked 

Hate speech Websites promoting hatred, 
intolerance, or discrimination 
on the basis of social group, 
color, religion, sexual 
orientation, disability, class, 
ethnicity, nationality, age, 
gender, gender identity; sites 
promoting racism; sexism; 
racist theology; hate music; 
neo-Nazi organizations; 
supremacism; Holocaust 
denial. 

 Blocked 

Hunting Professional or sport hunting, 
gun clubs, and other hunting 
related sites. 

 Blocked 

Illegal activities Promoting crime, such as 
stealing, fraud, illegally 
accessing telephone 
networks; computer viruses; 
terrorism, bombs, and 
anarchy; websites depicting 
murder and suicide as well 
as explaining ways to commit 
them. 

 Blocked 

Illegal downloads Providing the ability to 
download software or other 
materials, serial numbers, 
key generators, and tools for 
bypassing software 
protection in violation of 
copyright agreements. 
Torrents are classified as 
“peer file transfer.” 

 Blocked 

Illegal drugs Information about 
recreational drugs, drug 
paraphernalia, drug purchase 
and manufacture. 

 Blocked 



Internet telephony Telephonic services using 
the Internet. 

 Blocked 

Lingerie and swimsuits Intimate apparel and 
swimwear, especially when 
modeled. 

 Blocked 

Mobile phones Short Message Service 
(SMS); ringtones and mobile 
phone downloads. Cellular 
carrier websites are included 
in the “business and industry” 
category. 

 Blocked 

Nonsexual nudity Nudism and nudity; naturism; 
nudist camps; artistic nudes. 

 Blocked 

Parked domains Websites that monetize traffic 
from the domain using paid 
listings from an ad network, 
or are owned by “squatters” 
hoping to sell the domain 
name for a profit. These also 
include fake search websites 
which return paid ad links. 

 Blocked 

Peer file transfer Peer-to-peer file request 
websites. This does not track 
the file transfers themselves. 

 Blocked 

Personal VPN Virtual Private Network (VPN) 
sites, or tools that are usually 
for personal use, which may 
or may not have been 
approved for corporate use 

 Blocked 

Pornography Sexually explicit text or 
depictions. Includes explicit 
anime and cartoons; general 
explicit depictions; other 
fetish material; explicit chat 
rooms; sex simulators; strip 
poker; adult movies; lewd art; 
web-based explicit email. 

 Blocked 

Software updates Websites that host updates 
for software packages. 

 Blocked 

Streaming audio Real-time streaming audio 
content including Internet 
radio and audio feeds. 

 Blocked - small 
group off staff 
have access 

Streaming video Real-time streaming video 
including Internet television, 
web casts, and video sharing 

 Blocked - small 
group off staff 
have access 



Unclassified Websites which are not in the 
Cisco database are recorded 
as unclassified for reporting 
purposes. This may include 
mistyped URLs. 

 Blocked 

Weapons Information relating to the 
purchase or use of 
conventional weapons such 
as gun sellers, gun auctions, 
gun classified ads, gun 
accessories, gun shows, and 
gun training; general 
information about guns; other 
weapons and graphic hunting 
sites may be included. 
Government military websites 
are classified as “government 
and law.” 

 Blocked 

 

 


