
[bookmark: _GoBack]This is the Schedule referred to in the foregoing Conditions of Contract for the Purchase of Goods between [CLIENT NAME] and [CONSULTANT NAME]

PART 2
CYBER SECURITY REQUIREMENTS

	Drafting notes:
· Please note that this Schedule Part 2 including the Annex are optional. The Purchaser may choose to incorporate these in the Contract at its discretion.  
· Text in red requires to be amended/updated by the Purchaser to reflect the specific circumstances of the Contract.




1. DEFINITIONS
1.1. The defined terms used in this Schedule Part 2 shall have the following meanings:

[“Cyber Implementation Plan” means the cyber implementation plan set out in Section B (Cyber Implementation Plan)] of the Annex to Schedule Part 2 (Cyber Security Requirements);]

	Drafting note: where the Purchaser and the Supplier have agreed a Cyber Implementation Plan, the above definition should be included. Otherwise it may be removed.



“Cyber Security Incident” means any thing, event, act or omission which gives, or may give, rise to:

(i) unauthorised access to any information system, data or electronic communications network (including breach of an applicable security policy);
(ii) reduced integrity of an information system, data or electronic communications network;
(iii) unauthorised use of any information system or electronic communications network for the processing (including storing) of data;
(iv) disruption or change of the operation (including, but not limited to, takeover of control, malicious disruption and/or denial of service) of an information system or electronic communications network;
(v) unauthorised changes to firmware, software or hardware;
(vi) unauthorised destruction, damage, deletion or alteration of data residing in an information system or electronic communications network;
(vii) removal or limiting the availability of, or possibility to use, data residing in an information system or electronic communications network; 
(viii) the appropriation, publication, dissemination or any other use of data by persons unauthorised to do so; or
(ix) a breach of the Computer Misuse Act 1990, the Network and Information Systems Regulations 2018, the Data Protection Laws, the Privacy and Electronic Communications (EC Directive) Regulations 2003, the Communications Act 2003, the Official Secrets Act 1911 to 1989, or any other applicable legal requirements in connection with cybersecurity and/or privacy

in connection with the Goods and/or the Contract;

	Drafting note: Please note that the Privacy and Electronic Communications (EC Directive) Regulations 2003 are planned to be replaced with new legislation in the future. 



“Cyber Security Requirements” means the Purchaser’s requirements in connection with cyber security as set out in Section A (Cyber Security Requirements [and Section B (Cyber Implementation Plan)] of the Annex to this Schedule Part 2 (Cyber Security Requirements), [the Purchase Order, paragraph [     ] of the tender documentation and [     ] of the Contract];


	Drafting note: 
· The Purchaser should amend the above definition as appropriate. 
· Reference to Cyber Implementation Plan may not be required where a Cyber Implementation Plan will not be incorporated into the contract.
· If the Purchase Order, the Contract or tender documentation include any additional requirements relevant to cyber security, the Purchaser may wish to reference these here. The Purchaser may wish to refer to specific paragraphs within the Purchase Order and/or the tender documentation and/or other part of the Contract.




2.  CYBER SECURITY REQUIREMENTS
2.1 [bookmark: _Ref21954784]The Supplier shall comply with the Cyber Security Requirements and shall implement and maintain all security measures:
(a) as may be required under applicable laws (including but not limited to the Network and Information Systems Regulations 2018);

(b) to enable it to discharge its obligations under this Schedule Part 2 (Cyber Security Requirements); and 

(c) to ensure there are no Cyber Security Incidents

in all cases to the Purchaser’s reasonable satisfaction and in accordance with Good Industry Practice. 

2.2 [bookmark: _Ref21954786]The Supplier shall notify the Purchaser immediately it knows or believes that a Cyber Security Incident has or may have taken place and shall provide full details of the incident and any mitigation measures already taken and intended to be taken by it and (where applicable) any mitigation measures recommended by it to be taken by the Purchaser. 

2.3 If the Supplier fails to comply with the provisions of paragraphs 2.1 and/or 2.2, the Purchaser may take any action it considers appropriate or necessary (and the Supplier shall comply with the Purchaser’s requests in this respect).

3. 

ANNEX

	Drafting note: This Annex is not required where Schedule Part 2 is not incorporated into the Contract, at the Purchaser’s sole option.




The cyber security requirements applicable to the Contract are set out in this Annex to Schedule Part 2. Section A (Cyber Security Requirements) includes the Purchaser’s requirements in connection with cyber security [and Section B (Cyber Implementation Plan) sets out further details on how the Supplier will meet such requirements]. 

	Drafting note: The Purchaser should retain the reference to Section B above if:
· the Scottish Cyber Assessment Service (SCAS) tool has been used in connection with the contract; and
· the Supplier and the Purchaser have agreed a Cyber Implementation Plan in conjunction with the SAQ report generated by the SCAS tool




Section A: Cyber Security Requirements

Overview of requirements:

	[Cyber risk profile]
	· [Low]

	[Additional questions for management of specific cyber risks covering:]
	· [Cloud security]
· [Personal data security]
· [Governance]
· [Etc.]

	[Certification requested for assurance purposes]
	· [Cyber Essentials or equivalent]
· [Cyber Essentials Plus or equivalent]
· [IASME Gold or equivalent]
· [ISO27001 or equivalent]

	[Supporting evidence required]
	· [Insert details of any supporting evidence required]

	[Purchaser’s risk management approach]
	· [Strict pass/fail]
· [Cyber Implementation Plans accepted]



	Drafting note: If the SCAS tool is used, insert information in the above table that summarises the Purchaser’s cyber security requirements. Cyber security requirements set out in this Schedule Part 2 and the Annex should not deviate from the requirements set out in any part of the tender documentation. An example is provided above. The Purchaser should check and amend fields and entries to fit its contract.




The Supplier shall meet the following requirements:

	Drafting note: If the SCAS tool is used, the Purchaser’s requirements from SCAS require to be incorporated into the contract. Two options to achieve this include the following:
· OPTION 1: Either cut and paste or append the full “SAQ Responses” section of the Supplier’s SAQ Report, which sets out all questions asked of bidding suppliers in the SCAS SAQ (i.e. the Purchaser’s requirements), and the Supplier’s responses. Please also include details of subsequent clarifications with the Supplier, if applicable.
· OPTION 2: provide the following information (as set out in the table below) from the SCAS tool.

The Purchaser should choose the option appropriate to the contract, Option 1 being preferable from the point of view of clarity.  In case of Option 2, the Purchaser should retain records of its requirements and the Supplier’s responses. The Purchaser should also retain all metadata / other information (such as e-mail alerts) generated by SCAS relating to completion of SAQs by it and the Supplier.







	The cyber security requirements for the Contract, and the Supplier’s responses, are set out in the Scottish Cyber Assessment Service under the following reference number:
	· [Insert reference number for contract]

	Time that the Supplier submitted its responses to the above cyber security requirements via SCAS:
	· [Insert the time and date at which the Supplier submitted its response to the SAQ via SCAS]


	Details of any subsequent clarifications:
	· [Insert details of any subsequent clarifications]




	Drafting note: If SCAS is NOT used, the Purchaser should insert applicable cyber security requirements here. This may include extracting / making reference to relevant parts of the Purchase Order and/or other parts of the Contract and/or the tender documentation. Cyber security requirements set out in this Schedule Part 2 and the Annex should not deviate from the requirements set out in any part of the tender documentation.




[Section B: Cyber Implementation Plan

	Drafting note: If SCAS is used, and a Cyber Implementation Plan has been submitted by the Supplier and agreed by the Purchaser, the Purchaser should include this section B and the text below (if not, this section B may be deleted).  Ensure that the date or contract phase is amended to align with the requirements communicated in the Purchase Order and/or any other part of the Contract and/or the tender documentation and the SCAS tool.

The Purchaser should insert below the frequency of review of the Cyber Implementation Plan with the Supplier. This should match any frequency indicated in the Purchase Order and/or elsewhere in the Contract and/or the tender documentation. 
The template Cyber Implementation Plan may be found from the following address: https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance




The Supplier shall follow the agreed Cyber Implementation Plan to meet the requirements of Section A by no later than the date(s) set out in the Cyber Implementation Plan. The parties shall review the Supplier’s progress on the Cyber Implementation Plan regularly every [4 weeks]. If the Supplier fails to meet the commitments set out in the Cyber Implementation Plan, this shall be considered  to be a material breach of the Contract for the purposes of Condition 14.2 (Termination).

	Drafting note: Insert or append the agreed Cyber Implementation Plan below. The template Cyber Implementation Plan may be found from the following address: https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance
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