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I Foreword

Smart phones have become intrinsic to the way we communicate,
socialise, and work. Their use has intensified significantly in recent years
including among our children and young people. There is no doubt that
new and evolving technologies can provide opportunities for learning
and communication, and it is important that we equip the next generation
with the necessary skills, knowledge, and resilience to thrive in the

! modern age. However, these technologies also bring risk of a spectrum
of harms from issues with sleep, loss of precious childhood time and loss of concentration
through absorption of harmful, often violent, misogynistic or radicalising content, to
bullying, incitement to self-harm, and grooming.

The Scottish Government has heard directly from school leaders, teachers and school
support staff, parents and carers and young people about the impacts of personal use
of mobile phone in schools. There is a growing body of evidence, including from the
Behaviour in Scottish Schools Research (BISSR), published in 2023, and the Programme
of International Student Assessment (PISA) 2022 data, published in December 2023, of
the distraction mobile phones cause in schools, as well as limiting concentration, and
increasing unhappiness, anxiety and isolation.

We need to recognise the negative impact of mobile phones and screen time and

protect our children and young people from that. The Scottish Government is committed

to a public health approach to tackling online harms. Creating phone-free learning
environments is an important part of this public health approach. Where education
authorities and schools have taken the decision to implement restrictions on mobile
phones, they have reported significant benefits to pupils’ wellbeing and learning outcomes.

Our schools must be safe and nurturing environments for pupils, where they can learn free
from the distraction and wider harms of mobile phones. It is important that all Scotland’s
education authorities and schools are supported to act in the best interests of their

pupils and to support our hard-working teachers and staff to ensure a consistent learning
environment is provided to all pupils in our classrooms. Variability across Scotland on this
important issue risks letting young people down.

Therefore, the Scottish Government is committed to legislating to restrict mobile phones in
Scotland’s schools. While we take forward this legislation and a consultation to inform this,
| want to be clear that this Government supports and encourages our education authorities,
head teachers and schools to take action now to address the disruption caused by personal
use of mobile phones, and enhance outcomes for all of Scotland’s young people.

Therefore, in advance of legislation, | am underlining our encouragement to schools to
develop and implement a policy on the use of mobile phones at school which limits their
use. As a minimum this should apply during teaching and learning time but schools should
consider maximising the opportunity to limit the impact of online harm by implementing
a whole school ban. This guidance sets out how this policy can be developed and the
opportunities for case-by-case exemptions, and highlights the importance of working with
the whole school community to develop a policy informed by children and young people,
parents and carers, and school staff.

Mairi McAllan MSP
Cabinet Secretary for Education, Culture and Gaelic


https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/
https://www.gov.scot/binaries/content/documents/govscot/publications/research-and-analysis/2023/12/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/documents/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/govscot%3Adocument/programme-international-student-assessment-pisa-2022-highlights-scotlands-results.pdf
https://www.gov.scot/binaries/content/documents/govscot/publications/research-and-analysis/2023/12/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/documents/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/govscot%3Adocument/programme-international-student-assessment-pisa-2022-highlights-scotlands-results.pdf
https://www.gov.scot/binaries/content/documents/govscot/publications/research-and-analysis/2023/12/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/documents/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/programme-international-student-assessment-pisa-2022-highlights-scotlands-results/govscot%3Adocument/programme-international-student-assessment-pisa-2022-highlights-scotlands-results.pdf

I About this guidance

1.

This non-statutory guidance aims to provide education authorities and public schools
with information on developing and updating local policies to restrict the personal
use of mobile phones, in advance of a change of law. The guidance may also be of
interest to independent and grant-aided schools. Policies should reflect the need to
support pupils’ learning and limit distraction and disruption, whilst protecting staff
and pupils from bullying, harassment and abuse.

This guidance forms part of the Scottish Government’s public health approach to
protecting children and young people from online harm. It emphasises schools’ and
education authorities’ responsibilities for the health, wellbeing and safety of their
staff and pupils. The guidance therefore sits within the wider context of relationships
and behaviour policy in Scottish schools, and the promotion of positive relationships
and behaviour and anti-bullying.

The guidance contains information on relevant legal considerations. Education
authorities will wish to seek their own legal advice where appropriate.

Why action is needed

4.

Mobile technology has significantly intensified in the lives of children and young
people and families across Scotland. Data shows that 62% of 8-11 year olds in
Scotland own their own mobile phone, rising to 96% for 12-15 year olds. Many pupils
bring their own personal mobile phone into school.

While technology may remove barriers to learning for some pupils and mobile
phones can bring a sense of security to parents and carers, they also present the risk
of significant harm.

It is evident that personal use of mobile devices is causing disruption to pupils’
learning and that of their peers. The Behaviour in Scottish Schools Research (BISSR)
2023 indicated increased concerns over the disruption the misuse of devices

caused in class. This is echoed by data from the Programme of International Student
Assessment (PISA) 2022, which found that almost one in three 15 year olds in
Scotland (and across Organisation for Economic Co-operation and Development
(OECD) countries) reported being distracted using digital devices in most or every
maths class, and around a quarter of pupils got distracted by other pupils using digital
devices. This research found that pupils appeared to be less distracted when they
switched off notifications from social networks and apps on their digital devices
during class, when they did not have their digital device open in class to take notes or
search for information, and when they did not feel pressured to be online and answer
messages while in class.

BISSR 2023 also highlighted an increase in more serious behaviours including the
abusive use of mobile phones in schools, for example, mobile phones being used to
bully or harass pupils and staff. Such behaviour is unacceptable in any context. The
impact of mobile phones on children and young people is not limited to distraction in
the classroom or bullying during the school day. Evidence shows smartphone use leads
to higher risks of depression, anxiety, poor sleep and poor health in adolescence, which
have both direct and indirect impacts on their experience at school.


https://www.ofcom.org.uk/research-and-data/media-literacy-research/childrens/children-and-parents-media-use-and-attitudes-report-2023
https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/
https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/
https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/
https://www.oecd.org/pisa/
https://www.oecd.org/pisa/
https://www.oecd.org/pisa/

Scottish Ministers have made a clear commitment to respect, protect and fulfil
children’s rights in Scotland by incorporating the United Nations Convention on the
Rights of the Child (UNCRC) into Scots law. Considering the UNCRC requirements in the
context of mobile devices, any decisions relating to the use of such devices in schools
should be made acting in the best interests of children and young people, and taking
their views into consideration. The full wording of all of the UNCRC requirement can
be found in the Schedule of UNCRC (Incorporation) (Scotland) Act 2024. There is also
legislation which protects the rights of school staff in relation to their employment
and health and safety. The Curriculum for Excellence and Getting it Right for Every
Child (GIRFEC) recognises that protecting the wellbeing of staff and pupils is essential
for creating the right environment for effective learning and teaching through the
Curriculum. Accordingly, it is necessary to recognise and respect all such rights,
equally.

Guidance on restricting mobile phones

9.

10.

11.

12.

13.

14.

Schools and education authorities are encouraged to implement policies to restrict
mobile phones, up to and including restricting access to mobile phones for personal
use in schools across the school day. Policies should be supported by an ethos of
citizenship that leads to respectful and responsible use of technology, including to
support learning whilst encouraging schools to adopt a robust but measured response
to the inappropriate use of mobile phones to minimise distraction, disruption and
emotional harm. This will encourage schools to positively embrace technology to
enhance learning now and in the future, whilst helping them protect staff, children
and young people from the disruptive and harmful consequences of misuse or
overuse.

Education authorities’ and schools’ mobile phone policies should be informed by the
consideration of the full range of relevant rights under the UNCRC, including respect
for the views of the child, in light of their local circumstances, with acting in the best
interests of the child as a key consideration.

Policies must also be informed by the need to protect both pupils and staff from the
risks of inappropriate use of mobile phones, including protection from misuse and
abuse. Policies must therefore be consistent with relevant legislation (for example,
health and safety legislation for staff and pupils) and existing IT codes of conduct.

Policies should be regularly reviewed to ensure the commitment of new staff, pupils,
parents and carers to the policy and to take account of experience of implementation
and new developments in technology.

Features of a mobile phone policy would fall within three broad categories:
« digital etiquette (standards of conduct when using mobile phones)
« digital rights and responsibilities (what individuals can and cannot do), and

« safe and secure use of mobile technology (precautions that can be taken to ensure
digital safety).

Mobile phone policies should be clear and specific: PISA 2022 suggested that when a
school’s written statements or rules were too generally designed, imprecise or lenient,
they were unlikely to support effective teaching and learning with mobile technology.


https://www.legislation.gov.uk/asp/2024/1/schedule/enacted

15. The policy should be developed in collaboration with the whole school community
and clearly and regularly communicated to pupils, parents, carers, school staff and the
wider school community.

16. Education authorities and schools are encouraged to restrict the personal use of
mobile phones. It is expected that school mobile phone policies should contain clear
guidelines on the following:

« The scope of any restrictions or limitations on personal mobile phone use within
the school, the school grounds within the school day, at social school events and
on school outings. For example, it may be agreed that mobile phones should be
switched off and out of sight during class times, or while on campus for example,
within a school bag. Alternatively, a school may wish for pupils to hand mobile
phones over to a member of staff during class time or may wish to restrict use of
mobile phones during the school day altogether.

« The prohibition of mobile phones during exams, unless used as part of an approved
assessment arrangement in line with guidance from Qualifications Scotland.

» Procedures for restriction, safe storage and return of mobile phones. Current
practice includes: the storage of phones by pupils within their own school bags
during the school day; phones being dropped off at a particular point or classroom,
stored and returned from that location at the end of the school day.

« Clear expectations of what standards of behaviour are expected from all members
of the school community, including pupils, parents and carers, including how
transitions between periods of use of phones and restrictions will be managed.

» Proportionate and consistent consequences for mobile phone misuse should be
applied in line with each school’s relationships and behaviour and anti-bullying
policies. These should reflect national guidance on Fostering a positive, inclusive
and safe school environment, reinforcing expectations and supporting positive
relationships, wellbeing and safe learning environments.

« Clear protocols on reporting of misuse within the school, and the support available
in school for staff and for pupils who are the subject of harassment using mobile
phones. Consideration of situations where mobile phones may be used by pupils
with particular needs, as set out in exemptions considerations below, including
procedures for requesting exemptions.

« Arrangements in place for emergency contact with pupils and families. Where
schools are seeking to maximise pupils’ focus on learning, it may be appropriate to
state or restate emergency contact arrangements with family members via school
staff, rather than directly from pupils. Some limited exceptions to this may be
necessary as set out below.

« An expectation that the policy will be applied consistently across the school, with
staff explaining to pupils why certain behaviours are unacceptable, and their
potential impact.

« Clearly stated responsibility/liability for personal mobile phones in terms of loss,
theft or breakage.



https://www.sqa.org.uk/sqa/100863.html
https://www.gov.scot/publications/fostering-positive-inclusive-safe-school-environment-guidance/
https://www.gov.scot/publications/fostering-positive-inclusive-safe-school-environment-guidance/
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« Clear guidelines on privacy policies, and rules prohibiting the uploading of images
or recordings obtained by use of mobile phones to social networking or other
websites without the express permission of data subjects. For example, instructions
that camera and filming functions must not be used without the prior consent of
data subjects (pupils or staff etc.) and special permission of school management.
Decisions on restriction or limitation of access to mobile phones should be
informed by local circumstances and priorities.

« How the school will support safe and secure use of technology through the
curriculum in order to develop responsible, global citizens, respect children’s rights,
and promote an anti-bullying culture. This can be taught through Curriculum for
Excellence, especially Health and Wellbeing and Digital Literacy.

Consideration of exemptions

17. All school mobile phone policies should clearly state what exceptions will apply to the
policy for individual circumstances.

18. In developing approaches to exemptions, education authorities and schools should
consider the individual needs of their school community. Potential exemptions which
should be considered on a case-by-case basis, include:

« pupils who are young carers and who require ongoing contact with family
members;

« pupils who have medical conditions that require monitoring using mobile
technology;

« pupils with additional support needs where access to their mobile phone is used as
part of an agreed, planned approach to managing their learning needs;

« pupils with disabilities who use their mobile phone as part of a reasonable
adjustment, including access to augmentative and alternative communication (AAC)
etc.

Engaging with the whole school community

19. Evidence from PISA 2022 shows that the implementation and enforcement of any
mobile phone in school policy plays a critical role in determining its effectiveness.

« Subject to any exceptions, there should be a clear expectation that the policy would
be followed by all pupils.

« Staff should be relied upon to implement the policy approach consistently,
including any aspects that apply to modelling of their own mobile phone use.

20. Effective implementation and enforcement rely on the support and cooperation of
all members of a school community, including staff, pupils and parents and carers.
To ensure this support and cooperation, it is imperative that schools seek to develop
their policies in collaboration with their whole school community and engage with
parent councils (where available), to understand their respective needs and concerns
is essential. Co-creating policy expectations should ensure that all members of the
school community understand the aims and purpose of the school’'s approach and feel
a shared ownership and commitment to its successful implementation.



]

21. Individual schools will be best placed to identify the most effective means of
engaging with their own school community in light of their experiences of what works
best. These should utilise a variety of communication methods and ensure that these
foster two-way engagement, rather than simply information provision. The Scottish
Government resource ‘Decision-making: children and young people’s participation’ has
been designed to support public authorities and policy makers as they engage with
children and young people.

Legal and policy aspects

22. There are a number of online behaviours that could constitute a criminal offence.
In responding to any specific behaviours, towards pupils or staff, it is important for
schools and education authorities to have an awareness of the relevant legislative
landscape and to seek their own legal advice where appropriate.

23. Legislation relevant to aspects of online safety, including the safe and responsible
use of mobile phones, can be found in appendix C5 of the Scottish version of the
online safety policy tool for schools, 360 Degree Safe Scotland. The 360 Degree Safe
Scotland self-review tool is free to use and is intended to help schools review their
online safety policy and practice.

24. School policies on positive relationships, behaviour, and anti-bullying provide a
framework for responding to inappropriate or perceived misuse of mobile phones,
including when they disrupt learning.

25. School staff cannot access content on a pupil’'s mobile phone without the pupil’s
consent, or the consent of their parent or carer where the pupil does not have
capacity to consent.

26. Policies should make clear that there are consequences for misusing mobile phones.
Where potentially criminal events have been recorded using mobile technology, this
should be drawn to the attention of the police.

27. Taking photographs, videos or audio recordings of an individual without their
permission may be regarded as a breach of that person’s rights, and may, in some
instances, be regarded as an offence by the police.

28. Should images or recordings be uploaded onto social networks without permission
from the data subject, the individual should be asked to remove this as part of the
normal behaviour policy of the school. If the individual refuses to remove these
images or recordings, advice should be sought from Police Scotland.



https://www.gov.scot/publications/decision-making-children-and-young-peoples-participation/
https://360safescotland.org.uk/overview/policy-templates/
https://360safescotland.org.uk/overview/
https://360safescotland.org.uk/overview/

Policies

Health and Wellbeing in Curriculum for Excellence: Health and wellbeing | Curriculum areas |
Curriculum for Excellence | Education Scotland

Getting it Right for Every Child: Getting it right for every child (GIRFEC) - gov.scot (www.
gov.scot)

National Guidance for Child Protection in Scotland 2021 - updated 2023 - gov.scot (www.
gov.scot)

Schools - fostering a positive, inclusive and safe environment: guidance - gov.scot

Included, Engaged and Involved Part 1: Improving Attendance in Scotland’s Schools - gov.
scot

Included, engaged and involved part 2: preventing and managing school exclusions - gov.
scot (www.gov.scot)

Improving relationships and behaviour in schools: ensuring safe and consistent
environments for all. Joint action plan 2024 - 2027

Behaviour in Scottish Schools Research 2023: Behaviour in Scottish schools: research
report 2023 - gov.scot (Www.gov.scot)

Anti-bullying guidance for adults working with children and young people - gov.scot

Decision-making: children and young people’s participation - gov.scot



https://education.gov.scot/curriculum-for-excellence/curriculum-areas/health-and-wellbeing/
https://education.gov.scot/curriculum-for-excellence/curriculum-areas/health-and-wellbeing/
https://www.gov.scot/policies/girfec/
https://www.gov.scot/policies/girfec/
https://www.gov.scot/policies/girfec/
https://www.gov.scot/publications/national-guidance-child-protection-scotland-2021-updated-2023/
https://www.gov.scot/publications/national-guidance-child-protection-scotland-2021-updated-2023/
https://www.gov.scot/publications/national-guidance-child-protection-scotland-2021-updated-2023/
https://www.gov.scot/publications/fostering-positive-inclusive-safe-school-environment-guidance/
https://www.gov.scot/publications/included-engaged-involved-part-1-improving-attendance-scotlands-schools/
https://www.gov.scot/publications/included-engaged-involved-part-1-improving-attendance-scotlands-schools/
https://www.gov.scot/publications/included-engaged-involved-part-2-positive-approach-preventing-managing-school/
https://www.gov.scot/publications/included-engaged-involved-part-2-positive-approach-preventing-managing-school/
https://www.gov.scot/publications/included-engaged-involved-part-2-positive-approach-preventing-managing-school/
https://www.gov.scot/isbn/9781836014867
https://www.gov.scot/isbn/9781836014867
https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/
https://www.gov.scot/publications/behaviour-scottish-schools-research-report-2023/
https://www.gov.scot/publications/respect-national-approach-anti-bullying/
https://www.gov.scot/publications/decision-making-children-and-young-peoples-participation/

Further resources: Advice, guidance and information

Cyber Resilience and Internet Safety - DigiLearn (glowscotland.org.uk)

360 Degree Safe is an online, interactive self-review tool which allows schools to review
their e-safety policy and practice. www.360safeScotland.org.uk

Professionals Online Safety Helpline is a free helpline supporting professionals working
with children and young people with any online safety issues they face. Professionals
Online Safety Helpline | SWGfL

Report Harmful Content can help with reporting harmful content online by providing up-
to-date information on community standards and direct links to the correct reporting
facilities across multiple platforms. Report Harmful Content - We Help You Remove Content

respectme, Scotland’s Anti-Bullying Service. Information and advice on all aspects of
bullying for practitioners, parents and carers and pupils. www.respectme.org.uk

Child Exploitation and Online Protection Centre (CEOP), UK police agency dedicated to
protecting children from sexual abuse. www.ceop.police.uk

Think U Know: a website for young people and their parents/carers and teachers. Run by
the Child Exploitation and Online Protection Centre (CEOP). www.thinkuknow.co.uk

Childline is the UK’s free, confidential helpline dedicated to children and young people
www.childline.org.uk 0800 1111

Positive Relationships and Behaviour - Education Scotland. Links to information about
approaches to developing positive relationships and behaviour. Promoting positive
relationships and behaviour in educational settings | Resources | Education Scotland



https://blogs.glowscotland.org.uk/glowblogs/digilearn/new-home/cyber-resilience-and-internet-safety/
http://www.360safeScotland.org.uk/
https://swgfl.org.uk/helplines/professionals-online-safety-helpline/
https://swgfl.org.uk/helplines/professionals-online-safety-helpline/
https://reportharmfulcontent.com/
https://reportharmfulcontent.com/
http://www.respectme.org.uk/
http://www.ceop.police.uk/
http://www.thinkuknow.co.uk/
http://www.childline.org.uk/
https://education.gov.scot/resources/promoting-positive-relationships-and-behaviour-in-educational-settings/
https://education.gov.scot/resources/promoting-positive-relationships-and-behaviour-in-educational-settings/
https://education.gov.scot/resources/promoting-positive-relationships-and-behaviour-in-educational-settings/
https://education.gov.scot/resources/promoting-positive-relationships-and-behaviour-in-educational-settings/
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