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INTRODUCTION
1. To assist all Scottish public sector organisations to implement the Supplier Cyber Security Guidance
Note (“the Guidance Note”) in a consistent way, the Scottish Government Cyber Resilience Unit has
worked with Procurement Centres of Expertise and key public sector partners to develop a decisionmaking support tool – the Cyber Security Procurement Support Tool (CSPST) – for optional use.
2. CSPST supports public sector organisations to (i) undertake information/cyber assurance assessments,
(ii) identify appropriate, proportionate cyber security requirements, and (iii) seek assurances from
bidding suppliers as to the extent to which they comply with these requirements, in a way that is
aligned with the Guidance Note.
3. This advice note covers the following key issues:
i.
ii.
iii.
iv.

An overview of the key features of the CSPST tool.
Information on how the CSPST tool supports consistent implementation of NCSC Principle 5.
Advice on how organisations can work to embed the use of CSPST in procurement processes.
Advice on the Cyber Implementation Plan (CIP) process that forms a key part of the CSPST tool’s
“fit” with procurement processes.

4. The following supporting documentation is available here:
(i) Example Tender and Contract Wording:


Section A sets out some example wording that can be used in contract notices and invitations to
tender.



Section B sets out some example wording that can be used in contractual terms and conditions. It
includes links to Scottish Government standard terms and conditions that are made available to the
wider public sector, which have been adjusted to facilitate use of CSPST and reflect best practice in
respect of cyber security generally.

(ii) Cyber Implementation Plan – Template and Example, which provides a Cyber Implementation Plan
template for use in the CIP process.

It is important to understand that CSPST is intended as a decision-making support tool.
It is not intended to replace a contracting authority’s obligation to fully consider and
manage all relevant cyber risks to a contract.
If in doubt, please ensure that you consult a cyber security expert.

……………………………………………………………………………………………………………………………………
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A (i): CYBER SECURITY PROCUREMENT SUPPORT TOOL (CSPST) DECISION MAKING
SUPPORT TOOL – OVERVIEW
1. CSPST is a secure online cyber risk assessment and supplier assurance questionnaire tool. It is
available to all Scottish public sector organisations1. It can be accessed here2 and is signposted within
PCS-T, PCS and in the Scottish Procurement Journey and Supplier Journey. It provides the following
functionality:


Scottish public sector buyers can make use of the tool to answer a pre-determined set of risk
profile assessment questions at the information/cyber risk assurance stage of a procurement
process3.



CSPST will then generate a risk profile for the contract in question. CSPST allows public sector
organisations to adjust risk profiles to cater for their individual risk appetites and the risks involved
in specific contracts, where they have the expertise to do so.



The risk profiles in CSPST correspond with a set of recommended minimum security requirements
that suppliers can be asked/required to meet. (NB: Where no cyber risk is present, this will be
identified and no requirements will be generated.)
These minimum security requirements correspond broadly with those set out at Principle 5 of the
NCSC Principles and associated use cases, thus promoting consistency with NCSC guidance as per
Key Point 2 of the Guidance Note.

1



On the basis of those minimum security requirements, a tailored Supplier Assurance Questionnaire
(SAQ) is generated within CSPST. When going out to tender, buyers can include in their Invitation
To Tender document a requirement for potential bidders to log onto CSPST and complete the SAQ
in order to understand and demonstrate the extent to which they comply with the minimum cyber
security requirements for that contract. Bidding suppliers can then be required to download an SAQ
report and submit this along with their other tender documents for assessment by the contracting
authority.



To ensure proportionality, a compliance appetite stage in the CSPST tool allows buyers to opt not to
exclude bidders that do not currently meet the minimum cyber security requirements. Instead,
buyers can place a requirement on bidders who do not currently meet the minimum requirements
to complete a Cyber Implementation Plan, which sets out how the supplier will work towards
meeting minimum requirements over a certain timeframe. The recommended approach is for
completed CIPs to be submitted alongside SAQ reports and all other tender documents.



CSPST allows suppliers to save their answers against specific risk profiles, so that they can reuse
information provided previously when bidding for any other public sector contracts with the same
broad risk profiles. This can help minimise additional burdens on suppliers.

Scottish public sector organisations is defined broadly to include all those implementing the Public Sector Action
Plan on Cyber Resilience: central government, NDPBs, Non Ministerial departments, health boards, local authorities
and universities and colleges. The tool is NOT available to third sector or charity buyers.
2 At https://cyberassessment.gov.scot/
3 CSPST is not suitable for procurement processes to establish complex multi-supplier framework agreements, where
the range of cyber risks could be very wide. Further information on this can be found at page 10 of this note.
…………………………………………………………………………………………………………………………………… 6

A CYBER RESILIENCE STRATEGY FOR SCOTLAND

PUBLIC SECTOR ACTION PLAN, USING CSPST

………………………………………………………………………………………………………………………………………….



CSPST allows buyers to build up an overview of cyber risks in their suppliers over time.



CSPST has been designed to help “translate” the requirements of 3 key standards widely used in
public and private sector procurement (Cyber Essentials, IASME Gold and ISO27001) into answers
against the tool’s questions. This helps to minimise burdens on suppliers by reducing the total
number of questions that bidding suppliers must answer.

2. For public sector organisations that do not wish to make use of CSPST as part of their procurement
processes, the CSPST Question Set mirrors the online tool and is available here. Public sector
organisations can adapt and incorporate this Question Set into existing processes if they wish to do
so, to help drive greater consistency of practice across the Scottish public sector.
3. CSPST has been incorporated into Scottish Government procurement processes where appropriate.
The standard terms and conditions for Scottish Government contracts, which can be adapted and used
by all other public sector organisations, have been updated to facilitate use of the CSPST tool, and
ensure best practice in respect of supplier cyber resilience. Some example wording for tendering and
contractual processes is available in the Example Tender and Contract Wording document here.

Future development of CSPST
4. A public sector working group will oversee developments and improvements to the CSPST tool.
5. The Scottish Government would welcome feedback from contracting authorities and suppliers on the
CSPST tool. Please send all feedback to cyberfeedback@gov.scot.

……………………………………………………………………………………………………………………………………
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A (ii) ALIGNMENT OF CSPST DECISION-MAKING SUPPORT TOOL WITH NCSC PRINCIPLE 5
1. Use of CSPST can support effective implementation of a number of the NCSC Supply Chain Principles –
see the Guidance Note, Key point 1, for further consideration of this.
2. CSPST is specifically designed to support implementation of NCSC Principle 5 (Set and Communicate
Minimum Security Requirements for your Suppliers) in the following way:

Supplier Scenario

Recommended approach

USE CASE A: Protecting information shared with suppliers – see also overview diagram later in this guidance.

Suppliers of
services/goods
where no
cyber risk has
been
identified

In view of the importance of cyber resilience to the wider sustainability and
resilience of Scotland’s digital economy, CSPST encourages and supports Scottish
public sector organisations to signpost all suppliers to NCSC best practice
guidance in respect of cyber resilience, even where a specific cyber risk to a
contract has not been identified.

Supplier
arrangements
involving the
processing of
personal data.

CSPST supports decision-making in this scenario in two key ways:
its algorithm aims to ensure that any contract involving digital processing of
anything other than the least sensitive personal data will generate a
“moderate” risk profile as a minimum. CSPST’ moderate risk profile is
intended to embed all of the key requirements set out in the NCSC/ICO GDPR
guidance on security outcomes.
its algorithm helps to ensure that, in all circumstances involving the
electronic processing of personal data, suppliers are additionally asked to
confirm generally that their cyber security arrangements are in conformity
with the NCSC/ICO guidance on a proportionate basis.

Presence of a
“Very Low”
risk to delivery
of services or
goods by a
supplier has
been
confirmed.

CSPST supports decision-making in this scenario by helping to ensure that all
bidding suppliers are asked only to attest to having considered and implemented
the most basic measures recommended by the NCSC for protecting against cyber
risks. For small businesses and charities, these can be found in the NCSC Small
Business Guide and the NCSC Small Charity Guide - a series of simple, quick and
effective steps that any small business or 3rd sector organisation can work
through to improve their resilience.

……………………………………………………………………………………………………………………………………
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Supplier Scenario

Recommended approach

Presence of a
“Low” risk to
delivery of
services or
goods by a
supplier has
been
confirmed.

CSPST supports decision-making in this scenario by helping to ensure that all
bidding suppliers are asked a series of questions about the cyber security
arrangements for the contract which align with basic NCSC advice (embodied in
the NCSC Small Business Guide for small businesses) and the controls set out in
the NCSC Cyber Essentials certification scheme.

Presence of a
“Moderate”
risk to delivery
of services or
goods by a
supplier has
been
confirmed.

CSPST supports decision-making in this scenario by helping to ensure that all
bidding suppliers are asked a series of questions about the cyber security
arrangements for the contract which align with basic NCSC advice (embodied in
the NCSC Small Business Guide for small businesses), the controls set out in the
NCSC Cyber Essentials certification scheme, the 10 Steps to Cyber Security and
the NCSC/ICO GDPR guidance on security outcomes.

Presence of a
“High” risk to
delivery of
services or
goods by a
supplier has
been
confirmed.

CSPST supports decision-making in this scenario by helping to ensure that all
bidding suppliers are asked a series of questions about the cyber security
arrangements for the contract which align with basic NCSC advice (embodied in
the NCSC Small Business Guide for small businesses), the controls set out in the
NCSC Cyber Essentials certification scheme, the 10 Steps to Cyber Security, the
NCSC/ICO GDPR guidance on security outcomes and the NIS Cyber Assessment
Framework. It also aims to ensure broad alignment at this level with the controls
set out in the ISO27001 standard.

Contracting authorities can opt to ask that suppliers hold Cyber Essentials, Cyber
Essentials Plus, IASME Gold, ISO27001 or equivalent as a form of independent
assurance re: compliance. Suppliers can rely on any such certification held to
auto-complete answers in CSPST. This helps to minimise burdens on bidding
suppliers by reducing the total number of questions they must answer.

Contracting authorities can opt to ask that suppliers hold Cyber Essentials, Cyber
Essentials Plus, IASME Gold, ISO27001 or equivalent as a form of independent
assurance re: compliance. Suppliers can rely on any such certification held to
auto-complete answers in CSPST, thus reducing burdens.

Contracting authorities can opt to ask that suppliers hold Cyber Essentials, Cyber
Essentials Plus, IASME Gold, ISO27001 or equivalent as a form of independent
assurance re: compliance. Suppliers can rely on any such certification held to
auto-complete answers in CSPST, thus reducing burdens.
Some Operators of Essential Services (e.g. in the energy, communications, health
and water sectors) are required to operate to the most sophisticated NCSCendorsed requirements, in the form of the Security of Network and Information
…………………………………………………………………………………………………………………………………… 9
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Supplier Scenario

Recommended approach
Systems principles. Compliance with these principles should be regulated by
Competent Authorities.

To help
protect against
fraud, theft,
and
insider threats,
where these
are identified
as potentially
present.

CSPST presents specific questions that are presented to suppliers from the Low
risk profile level upwards, asking whether appropriate personnel, physical and
procedural controls are in place for the contract. These include questions aimed
at ensuring that all staff working on a contract are screened, following the
principles outlined by the Cabinet Office Baseline Protective Security Standard
(BPSS).

Suppliers are
delivering or
making use of
cloud-based
systems.

CSPST supports decision-making in this scenario by helping to ensure that key
aspects of the NCSC’s Cloud Security Principles are embedded within the
questions asked at different risk profiles. Its algorithm also helps ensure that, in
all circumstances where suppliers are delivering or relying on cloud based
systems, they are asked to confirm generally that these comply with the NCSC’s
Cloud Security Principles.

Information is
to be held in a
common data
environment.

CSPST embeds some of the NCSC cloud security principles that are relevant to
common data environments, including data separation/segregation. Public sector
organisations should also review arrangements using the “Common Data
Environments” guidance available on the CPNI website
at https://www.cpni.gov.uk/digital-built-assets-and-environments, outside the
CSPST tool.

USE CASE B: Specifying security requirements to a supplier
who is delivering something to you

Where, e.g.
new software
tools or
components
being
manufactured
and supplied
to public

CSPST includes questions aimed at providing some assurance as to whether
products or solutions have been developed with security in mind to an
appropriate degree. However, additional controls may be required to provide
assurance about the product/service to be delivered. It is important that these
are specified to suppliers as clearly as possible in advance.
NCSC guidance makes clear that you need absolute clarity about your security and
functional needs. These must be described clearly and unambiguously to the

……………………………………………………………………………………………………………………………………
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Supplier Scenario

Recommended approach

sector
organisation.

supplier. If the supplier is delivering an IT system then it must meet the security
requirements that have been specified.
It may also be important in such circumstances to ask about the product/solution
supplier’s organisational cyber security arrangements, to provide assurance that
hostile actors cannot easily access a supplier’s systems to meddle with products
and solutions that will be used by the public sector. CSPST supports you to ask
such questions appropriately when products or solutions are being supplied.
The NCSC Marketplace sets out how the NCSC provides oversight of some
products and service testing, to give confidence that appropriate levels of
security are in place for threat environments. Note that these currently tend to
be for more high-end, sophisticated products.

Where project
or
asset/facilities
management
being
delivered
using
collaborative
digital
engineering
systems.

Seek further guidance, available at: https://www.cpni.gov.uk/digital-built-assetsand-environments. CSPST does not currently embed this specific piece of
guidance.

USE CASE C: Connecting a supplier’s systems to yours

Network
connections/
data sharing
with suppliers.

CSPST includes questions that help seek appropriate assurance in these
situations. However, public sector organisations should also have regard to the
following key points from NCSC guidance, and satisfy themselves whether the
questions being asked of suppliers via CSPST are appropriate and/or sufficient:
Ensure that any network connections or data-sharing with suppliers do not
introduce unmanaged vulnerabilities that have the potential to affect the
security of business systems. This is a critical consideration for all contracts
that include connections to a supplier's system.
Decide such key questions as: will the supplier work at the public sector
organisation’s premises or theirs? How much access and connectivity will they
need to carry this out?

……………………………………………………………………………………………………………………………………
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Supplier Scenario

Recommended approach
Where consideration is being given to connecting a supplier's systems to a
public sector organisation’s, the public sector organisation may adopt the
following approach:
Ensure that the access provided to systems, services, information and
premises is limited, controlled and monitored. This is true for both the
supplier's people and their systems. These accesses should be reviewed
periodically, and removed when no longer required.
If it is intended that the supplier will perform the contracted work on the
public sector organisation’s systems and premises, the public sector
organisation should ensure these are appropriately segregated from the
rest of the network, in line with NCSC guidance at 10 Steps to Cyber
Security, Network Security.
Access to contract-related information, contracted products or services
should be limited on a 'least privilege' basis.
There should be a secure means to exchange hard and soft copy information
with the supplier. The public sector organisation may wish to follow guidance
on hard copy exchanges available via the Cabinet Office, Government
Classification Scheme, and guidance on data in transit/exchanges available at
10 Steps to Cyber Security, Home and Mobile Working .
Where organisations use operational technology as part of a system or to
deliver services, like other technology it should be treated as 'untrusted', and
managed accordingly.

USE CASE D: National security case – where targeting by, e.g. a hostile state is likely

National
security risk
identified

If the Contracting Authority identifies that SECRET or TOP SECRET information will
be processed digitally by a supplier, CSPST asks users to exit the tool and seek
advice from their cyber security experts, and/or NCSC and CPNI.
Matters for consideration will likely include:
Adoption of bespoke approaches to security.

……………………………………………………………………………………………………………………………………
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Supplier Scenario

Recommended approach
Use of high assurance products, with improved personnel and physical
security arrangements.
Vulnerabilities that might arise in manufacturing or build processes.
Additional measures to protect the privacy and identity of contracting
partners and their procurement activities.

……………………………………………………………………………………………………………………………………
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Diagram providing visual representation of the way in which CSPST supports implementation of NCSC Principle 5

…………………………………………………………………………………………………………………………………… 14
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Section B: Embedding use of the CSPST tool in procurement
processes

……………………………………………………………………………………………………………………………………
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SECTION B (i) EMBEDDING THE CSPST DECISION-MAKING SUPPORT TOOL IN
PROCUREMENT PROCESSES
1. The recommended approach to embedding use of the CSPST decision-making support tool in
procurement processes is set out in this section, which comprises the following
sub-sections:





Overview
Procurement Journey - Strategy Development
Procurement Journey - Tender
Procurement Journey - Contract

OVERVIEW
2. The diagram below summarises the overall approach:

……………………………………………………………………………………………………………………………………
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PROCUREMENT JOURNEY - STRATEGY DEVELOPMENT
3. The Procurement Journey sets out guidance on the Strategy Development phase of the procurement
process for contracts under Routes 1 (unregulated, under £50k, low risk, repetitive nature
procurements), 2 (regulated procurements between £50k and the OJEU threshold) and 3 (regulated
procurements of OJEU threshold and above).
4. CSPST should be used at the Strategy Development phase when a contracting authority is developing
contract award requirements. Embedding an option in your organisational processes to make use of
CSPST whenever a procurement is being undertaken can help ensure an appropriate audit trail for
decision-making around cyber security. The Procurement Journey and Supplier Journey have both been
updated to signpost to CSPST in circumstances where the tool is being used.

The following key steps should be followed when using CSPST at the strategy development phase
of your procurement.
Step 1: Consider whether CSPST is suitable for your contract, framework or assessment.
Step 2: Register and use CSPST to complete an initial Risk Profile Assessment as part of your
strategy development, during which you and your advisers can:


Generate a cyber risk profile for the contract – this will consist of:
o A set of cyber security controls that the successful supplier will be expected to have in
place, proportionate to the risk profile of the contract;
o Any certification requirements you wish to place on suppliers for assurance purposes; and
o Any supporting evidence requirements in support of suppliers’ completed Supplier
Assurance Questionnaires.
Together, these will constitute the minimum cyber security requirements under the award
criteria for the contract. You can also develop additional “scored” cyber security
requirements to complement these minimum criteria if you wish, although CSPST cannot be
used for these purposes; and

Step 3: Identify the approach you will take to non-compliant bidding suppliers – you can opt to
adopt a strict pass/fail approach or accept Cyber Implementation Plans that set out binding
commitments about what a successful supplier will do to meet the minimum requirements by a
date/contract phase of your choosing.
Step 4: Ensure all relevant areas of your organisation with an interest have had an opportunity to
agree the completed CSPST risk profile before “publishing” the risk profile and generating a final
Risk Assessment Reference and Risk Profile Assessment report.
Step 5: Develop your documentation incorporating the outputs of CSPST.
Further information on these steps is set out below.
……………………………………………………………………………………………………………………………………
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STEP 1: PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – DECIDE WHETHER CSPST IS
SUITABLE FOR YOUR CONTRACT, FRAMEWORK OR ASSESSMENT
5. CSPST is likely to be suitable for assessing the cyber risks involved in “standalone” contracts, single
supplier framework agreements, or contracts “called off” under a single or multi-supplier framework
agreement. NB: CSPST is unlikely to be suitable for assessing risks when putting in place multi-supplier
framework agreements, due to the wide range of potential scenarios under such agreements.
6. If you are using CSPST to assess a contract that you are “calling off” under an existing framework
contract, you should ensure that the overarching framework contract has appropriate requirements
that can provide a justification under procurement law for assessing suppliers’ cyber security using the
CSPST tool. If in doubt, please seek legal advice.
7. CSPST can be used to support the identification and implementation of minimum contract award
“pass/fail” requirements, which will usually form part of an individual contract’s Statement of
Requirements. CSPST should not be used for generating ESPD “selection” criteria, as opposed to
contract award criteria. This is because CSPST is intended to assess the cyber risks specific to individual
contracts, and support public sector organisations to work with suppliers (via Cyber Implementation
Plans4) to manage risks on a proportionate basis when they do not currently meet cyber security
requirements.
8. CSPST cannot be used to generate more sophisticated “scored” criteria, where a public body wishes to
apply considered judgements to the proposed approach that different bidding suppliers will take to an
aspect of cyber security that is of key importance to a contract, and award a variable “score” on the
basis of the maturity or appropriateness of a bidders’ approach. However, the simple pass/fail
approach that CSPST supports can be used in combination with a more sophisticated scored approach.

4

Buyers can place a requirement on bidders who do not currently meet the minimum requirements to complete a Cyber
Implementation Plan, which sets out how the supplier will work towards meeting minimum requirements over a certain
timeframe. These plans will form part of binding contractual commitments.
……………………………………………………………………………………………………………………………………
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9. The table below summarises when CSPST is likely to be suitable for use.

Type of criteria

Class of contract or framework

Scenario

Is CSPST suitable?

“Standalone” contracts

✓

Putting in place single supplier framework agreements

✓

Contracts “called off” under multi- or single supplier
framework agreements

✓

Putting in place multi-supplier agreements/ dynamic
purchasing systems5

✗

Identifying and assessing against ESPD selection criteria

✗

Identifying and assessing against minimum pass/fail contract
award criteria

✓

Identifying and assessing against more sophisticated scored
cyber security contract award criteria6

✗

STEP 2: PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – REGISTER AND USE CSPST TO
COMPLETE A RISK PROFILE ASSESSMENT.
STEP 2.1: REGISTER WITH CSPST
10. You should register with CSPST using the relevant links in the tool. Note that, to ensure the security of
your information, CSPST uses two factor authentication. You will therefore need to provide a mobile
phone number to be able to access CSPST. (This will only ever be used for accessing the system).

5

As CSPST is a contract-specific tool, it is considered more appropriate to use CSPST at call-off stage, as noted
above.
6 As noted in paragraph 8, above, the simple pass/fail approach that CSPST supports can be used in combination with
a more sophisticated scored approach.
…………………………………………………………………………………………………………………………………… 19
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STEP 2.2: USE THE CSPST RISK PROFILE ASSESSMENT FUNCTION TO GENERATE AN INITIAL CYBER RISK
PROFILE
11. The Risk Profile Assessment (RPA) module of CSPST is intended for completion by either the lead
procurement official, the lead project official or your organisation’s cyber security experts. It is
intended to support identification of minimum cyber security requirements as part of the award
criteria for a procurement.
12. CSPST tool’s functionality allows the “lead” official to invite other key officials to collaborate on
completion of key sections of the RPA.
It is particularly important to ensure that your organisation’s cyber security experts are involved in
decision-making around cyber security, and the CSPST tool includes prompts at appropriate points to
help achieve this. Inviting your cyber security experts to collaborate on completion of the RPA can be a
useful way of promoting such involvement.
13. The RPA asks a contracting authority to answer a pre-determined set of questions to help identify:
(a) whether a cyber risk is likely to be present in the contract; and
(b) if so, how significant those risks are likely to be.
14. Your answers to these questions will generate an initial cyber risk profile for the contract, which will
correspond to a series of cyber security controls of increasing sophistication that suppliers can be
required to have in place (see “Preparing Tender Documentation Incorporating the Outputs of CSPST”
below).
15. CSPST allows you to adjust the initial cyber risk profile, by either raising the initial risk profile to a higher
level or adding specific questions from a “master list” to help manage specific risks.
STEP 2.3: USE CSPST TO SUPPORT IDENTIFICATION OF CERTIFICATION REQUIREMENTS FOR ASSURANCE
PURPOSES
16. At the RPA stage, you can also identify whether you wish to indicate to suppliers that they should hold
certain certifications for assurance purposes.
17. Public sector organisations are encouraged to adopt the proportionate approach to certification set
out in the Guidance Note. Certification can be helpful in that it provides a limited form of independent
verification that a supplier has appropriate cyber security controls in place. However, requiring
suppliers to hold certification can increase burdens and could potentially exclude suppliers that are
capable of delivering a contract appropriately.
18. In line with the Guidance Note, CSPST allows public sector organisations to indicate whether they wish
suppliers to hold either Cyber Essentials/Plus, IASME Gold or ISO27001 certification “or equivalent”. It
interprets this to mean “or equivalent controls”.
Contracting authorities could, for example, permit suppliers not holding certification to complete a
CSPST SAQ (see below) and provide other supporting evidence that offers assurance that SAQ answers
……………………………………………………………………………………………………………………………………
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are accurate (see “Use CSPST to support identification of requirements for supporting evidence”,
below). Such supporting evidence may, for example, include copies of policy documents or penetration
testing reports. CSPST also makes clear that SAQ answers can be subject to audit under contractual
terms and conditions.
STEP 2.4: USE CSPST TO SUPPORT IDENTIFICATION OF REQUIREMENTS FOR SUPPORTING EVIDENCE
19. At the RPA stage, you can identify whether you wish suppliers to provide any evidence in support of
their SAQ answers. This functionality is intended to allow you to seek assurance (via means other than
certification or post-contractual audit) that SAQ answers are accurate.
20. The supporting evidence functionality in CSPST offers a free text box that contracting authorities can
complete, and which will be presented to suppliers unchanged. For that reason, contracting authorities
should ensure that any requirements for supporting evidence are clearly communicated, and that
instructions on how to submit such evidence are included. In general, supporting evidence should be
submitted in the same way as other tender documentation, to help preserve the integrity of the
procurement process.
21. If contracting authorities are requesting that suppliers hold specific certifications “or equivalent” for
assurance purposes, they may wish to include consideration of alternative supporting evidence that
they would be willing to accept in place of certification, and communicate this clearly using the
supporting evidence functionality. The involvement of expert cyber security colleagues in such an
approach will be important.

STEP 3: PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – USE CSPST TO SUPPORT
IDENTIFICATION OF YOUR ORGANISATION’S APPROACH TO NON-COMPLIANT SUPPLIERS
22. CSPST asks you to consider the approach you will take to bidding suppliers that do not currently meet
the minimum cyber security requirements for the contract. It supports two approaches:


adopting a strict approach, under which non-compliant suppliers will be excluded if their responses
to SAQ questions do not meet the minimum requirements; or



adopting an approach under which non-compliant suppliers will be prompted to complete a Cyber
Implementation Plan (CIP) that sets out how they will address any areas of non-compliance to
agreed timescales. Completed CIPs must be clear and credible, and will form part of the contractual
requirements placed on the successful supplier.

23. Adopting the CIP approach is recommended as being more in line with the principle of working
collaboratively with suppliers to improve cyber resilience.
If you intend to accept CIPs, please ensure you have considered Section B (ii) of this guidance, which
sets out further information on the CIP process.

STEP 4: PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – AGREE AND “PUBLISH” THE
COMPLETED RISK PROFILE ASSESSMENT (RISK ASSESSMENT REFERENCE AND RPA REPORTS)
……………………………………………………………………………………………………………………………………
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24. CSPST has been designed to support your organisation to make informed decisions about the final
cyber risk profile for the contract throughout the risk assessment process. Key features supporting this
are:


The “collaborate” function, which allows lead officials to invite others within the same organisation
(e.g. expert cyber security advisers) to complete specific sections of the RPA; and



The ability to download a Risk Profile Assessment report at key stages of the process, to share with
others for comment or advice.

25. Once all key people are content with the final risk profile for the contract, you should select the option
within CSPST to “publish” the RPA. You will then be provided with:


A Risk Assessment Reference number, which you will need to include in the documentation
provided to suppliers (see Step 5 below); and



A downloadable final Risk Profile Assessment report, which sets out:


The answers your organisation has provided in the Risk Profile Assessment part of the CSPST
process;



The cyber risk profile for the contract (including any adjustments when these have been made,
and any certification and supporting evidence requirements);



The approach you have opted to take to risk management (strict vs CIP); and



All of the SAQ questions that will be presented to bidding suppliers on this basis, and the
minimum acceptable answers – these should be included in the documentation provided to
suppliers (see Step 5 below).

STEP 5: PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – PREPARE DOCUMENTATION
INCORPORATING THE OUTPUTS OF CSPST (MINIMUM PASS/FAIL CYBER SECURITY
REQUIREMENTS)
26. When preparing tender documentation, contracting authorities should ensure appropriate
communication of minimum cyber security requirements to suppliers by:


ensuring that the contract notice, when issued, makes clear to potential bidders that there are
minimum requirements concerning cyber security relevant to the procurement to which a pass/fail
attaches, and that tenderers will be required to complete an online Supplier Assurance
Questionnaire using the Cyber Security Procurement Support Tool;



embedding the unique Risk Assessment Reference number (RAR) in the relevant tender
documentation issued to potential bidders, along with clear information on the cyber security
requirements that align with the risk profile. One way of communicating detailed information about
minimum cyber security requirements generated using CSPST is to append the annex from the RPA
report. This has been designed to be easily extracted without the need to adjust text, and includes

……………………………………………………………………………………………………………………………………
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a list of all questions that will be asked of suppliers under the contract’s cyber risk profile, as well as
minimum acceptable answers.
It is important that all bidding suppliers can access and understand the minimum requirements for
the contract. The most obvious place to include the unique RAR and other information about the
minimum cyber security requirements is likely to be the Statement of Requirements.


including clear instructions on how suppliers can access the Supplier Assurance Questionnaire
(SAQ) in the CSPST tool using the RAR, and how they should submit the SAQ reports that the tool
generates based on their answers; and



if your organisation intends to accept Cyber Implementation Plans (CIPs), including a CIP template
for suppliers to complete if they do not currently meet the minimum requirements under the cyber
risk profile, along with clear instructions on how to submit completed CIPs and the date by which
any cyber security improvements must be achieved. More information on the CIP process is at
Section B (ii). A CIP template is available here.

Some example wording to support contract notice and tender document preparation is available here.
The standard contractual terms and conditions developed for use by the Scottish public sector have
also been updated to include optional clauses for use when CSPST is being used.
27. If you are issuing the proposed contractual terms and conditions alongside other tender
documentation, you should ensure that these make clear that the minimum cyber security
requirements and the outputs of the supplier’s completed CSPST Supplier Assurance Questionnaire
(and any Cyber Implementation Plan, where applicable) will form part of these terms and conditions.
Section B of the Example Tender and Contract Wording (available here) provides example wording to
facilitate this. See also the “Procurement Journey – Contract” section below.
28. NB: A contracting authority may opt to communicate additional cyber security requirements, beyond
the minimum pass/fail cyber security requirements that CSPST is used to generate, with a view to
including evaluation of these as a separate scored quality criterion. This may be the case if, e.g. specific
aspects of cyber security are of particular importance to a contract. Contracting authorities may opt to
assess supplier’s proposals for meeting those additional requirements on a “scored” basis, the same
way as other aspects of supplier proposals are assessed.
In these circumstances, contracting authorities can communicate those additional requirements
alongside other scored requirements in the Statement of Requirements, and ask that supplier
proposals for meeting them be submitted as part of their wider proposals to deliver the contract.
CSPST cannot be used to communicate and assess such additional requirements. However, CSPST can
be used in tandem with this approach to identify and assess minimum cyber security requirements on a
pass/fail basis.
Some example wording to support this approach is set out at Section A of the Example Tender and
Contract Wording (available here)

……………………………………………………………………………………………………………………………………
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PROCUREMENT JOURNEY - TENDER
29. The Procurement Journey sets out guidance on the Tender phase of the procurement process for
contracts under Routes 1 (unregulated, under £50k, low risk, repetitive nature procurements), 2
(regulated procurements between £50k and the OJEU threshold) and 3 (regulated procurements of
OJEU threshold and above).
When CSPST is being used, these key steps should be followed at the Tender phase of your
procurement:
Step 1: Issue your Invitation to Tender (ITT), incorporating the outputs of CSPST.
Step 2: Bidding suppliers use CSPST to complete the Supplier Assurance Questionnaire
relevant to the contract, download a final SAQ Report and submit it (and any completed
Cyber Implementation Plan and Supporting Evidence where applicable) alongside all other
tender documentation.
Step 3: The contracting authority opens and evaluates the final RPA reports (and any
completed Cyber Implementation Plan and Supporting Evidence where applicable) alongside
all other tender documentation.
Further information on these steps is set out below.

STEP 1: PROCUREMENT JOURNEY – TENDER – ISSUE YOUR INVITATION TO TENDER
30. Issue your Invitation to Tender, with the outputs of CSPST incorporated as per Step 5 of the “Strategy
Development” phase above, in line with the guidance in the Procurement Journey.
31. You may wish to emphasise that completing a CSPST questionnaire can require time and effort,
depending on (i) the risk profile of a contract and (ii) how well suppliers understand their organisation’s
cyber resilience arrangements. It is vital that suppliers leave sufficient time to complete the CSPST
questionnaire ahead of the submission deadline. Example text for inclusion in ITTs is included in
Section A of the Example Tender and Contract Wording (available here)

STEP 2: PROCUREMENT JOURNEY – TENDER – SUPPLIERS USE CSPST TO COMPLETE A SUPPLIER
ASSURANCE QUESTIONNAIRE AND SUBMIT IT WITH ANY OTHER RELEVANT INFORMATION
32. Bidding suppliers will be able to locate the unique RAR and information about the contract’s minimum
cyber security requirements in the tender documentation.
33. Bidding suppliers should then register for and/or log onto CSPST tool, input the unique risk assessment
reference number for the contract, and submit answers to the questions about the cyber security
arrangements they have in place for the contract. The tool allows them to download a "pre…………………………………………………………………………………………………………………………………… 24
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submission" SAQ report that presents them with an overview of the answers they have provided and
how they compare to the minimum acceptable answers for the contract. When they are satisfied with
their answers, they should click “submit” in the CSPST tool.
34. Based on their answers, the tool will then provide a final SAQ report that gives formal confirmation of
whether the bidding supplier’s answers meet the minimum requirements for the contract. The tool will
prompt them to take the following action:


If the bidding supplier meets the minimum requirements, the CSPST tool will prompt them to
download a copy of the SAQ report and submit it (and any supporting evidence where applicable)
along with all other tender documentation via the contracting authority’s preferred route (e.g. PCS
or PCS-T).



If the SAQ report indicates that the bidding supplier does not meet the minimum requirements, the
CSPST tool will advise suppliers to follow two main courses of action, dependent on the risk
management approach the contracting authority has opted to adopt:
o If the contracting authority is adopting a strict pass/fail approach, the supplier will be
prompted to submit their SAQ report, so that the contracting authority can use it to consider
whether to reject the supplier at its discretion in line with procurement regulations.
In these circumstances, CSPST will prompt suppliers that disagree with the outcome of the SAQ
report, or that have made any errors in their submission, to provide information to the
contracting authority alongside the report and their tender documentation detailing the
reasons why.

o If the contracting authority is accepting Cyber Implementation Plans (CIPs), the supplier will be prompted
to complete and submit a CIP and submit it alongside the SAQ report (and any supporting evidence where
applicable) and other tender documentation. See section B (ii) of this guidance for further information on
the CIP process.

STEP 3: PROCUREMENT JOURNEY – TENDER – EVALUATE TENDERS PREPARED USING CSPST
35. Contracting authorities should expect to receive SAQ reports and, where relevant, Cyber
Implementation Plans and any required supporting evidence alongside all other tender documentation
submitted by bidding suppliers.
36. When assessing these aspects of the bid, contracting authorities should consider the following:


Does the supplier’s SAQ report indicate that all minimum cyber security requirements for the
contract are met?
o If so, and in the absence of any contradictory supporting evidence (see below), contracting
authorities should award a pass for this aspect of the bid.

o If not, and the contracting authority is adopting a strict pass/fail approach, they may decide to
reject the supplier, making clear the basis on which they are doing so in line with procurement
regulations.
…………………………………………………………………………………………………………………………………… 25
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o If not, and the contracting authority is accepting CIPs, they should assess the SAQ report
alongside the submitted CIP (see below).


Does any Cyber Implementation Plan submitted by a bidding supplier credibly and satisfactorily
address all of the shortfalls identified in the SAQ report? The ability to undertake the actions
committed to within the timelines stipulated by the contracting authority may be a factor in
assessing credibility.
o If so, and in the absence of any contradictory supporting evidence (see below), contracting
authorities should award a pass for this aspect of the bid, and proceed to assess all other (noncyber security) aspects of the bid. The completed CIP will form part of the contractual
requirements for the procurement.
o If not, the contracting authority may decide to reject the supplier, making clear the basis on
which they are doing so in line with procurement regulations.



Does any submitted certification or supporting evidence contradict a supplier’s SAQ report or CIP?
For example, a supplier may claim to hold certification covering the entire scope of the contract,
when in fact it is limited to only one part of the networks or systems used to deliver the contract.
Or a supplier may claim to have well developed information security policies in place, but provide a
copy of a substandard policy document.
o If so, contracting authorities may wish to seek further information via appropriate clarification
processes, in line with procurement regulations. This could include, for example, requiring a
supplier to complete a supplementary CIP addressing shortfalls.
o Alternatively, if it is clear from contradictory evidence that the supplier does not in fact meet
the minimum requirements, and the contracting authority is adopting a strict pass/fail
approach, they may decide to reject the supplier, making clear the basis on which they are
doing so in line with procurement regulations.

37. The outcome of the tender assessment process should be communicated to suppliers in the usual way.

……………………………………………………………………………………………………………………………………
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PROCUREMENT JOURNEY – CONTRACT
38. The Procurement Journey sets out guidance on the Contract phase of the procurement process for
contracts under Routes 1 (unregulated, under £50k, low risk, repetitive nature procurements), 2
(regulated procurements between £50k and the OJEU threshold) and 3 (regulated procurements of
OJEU threshold and above).
When CSPST is being used, these key steps should be followed at the Contract phase of your
procurement:
Step 1: Embed CSPST outputs (and any completed CIP, where applicable) in contractual
terms and conditions; and
Step 2: Return to the CSPST tool to select the successful supplier, in order to support your
organisation to manage overall cyber risks to supply chains.
Further information on these steps is set out below.

STEP 1: PROCUREMENT JOURNEY – CONTRACT – EMBED CSPST OUTPUTS AND CIPS IN
CONTRACTUAL TERMS AND CONDITIONS
39. Contracting authorities should ensure they embed the commitments made by the successful supplier
via the CSPST Supplier Assurance Questionnaire and any CIP in the terms and conditions for the
contract.
40. The Example Tender and Contract Wording guidance (available here) provides example wording to
facilitate this. It includes links to Scottish Government model terms and conditions that are made
available to the wider public sector, which have been adjusted to facilitate use of CSPST and reflect
best practice in respect of cyber security generally.
41. Where the contracting authority is using Scottish Government’s Model ICT Services Contract, it should
note that Schedule 13 (Security Management) of that contract contains existing general security
requirements which may overlap and interact with the contracting authority’s specific cyber security
requirements (to be set out in the Annex to Schedule 13). This is because the Model ICT Services
Contract is intended for use with higher value or complex ICT contracts. The contracting authority
should, therefore, ensure there are no conflicts between the specific cyber security requirements in the
Annex and the rest of Schedule 13. In its tender documentation the contracting authority should draw
to the attention of potential bidders that its requirements encompass Schedule 13 in its entirety.
42. The contract should then be managed in line with the best practice guidance in the Procurement
Journey and the Guidance Note on Supplier Cyber Security.

……………………………………………………………………………………………………………………………………
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STEP 2: PROCUREMENT JOURNEY – CONTRACT – USE CSPST TO MANAGE OVERALL CYBER
SECURITY RISKS TO ORGANISATIONAL SUPPLY CHAINS
43. Contracting authorities should ensure that they return to the CSPST tool after contract award, and
select the successful supplier in the CSPST tool.
This is to support their procurement and/or cyber security experts to gain an understanding of which
contracts with which types of cyber risks have been let to which suppliers. Having such an
understanding can help support decision-making around key issues such as cyber security audits of
suppliers (e.g. focusing audit efforts on high risk individual contracts, or on suppliers delivering multiple
contracts with moderate-to-high cyber security risks).
___________________________________

……………………………………………………………………………………………………………………………………

28

A CYBER RESILIENCE STRATEGY FOR SCOTLAND

PUBLIC SECTOR ACTION PLAN, USING CSPST

………………………………………………………………………………………………………………………………………….

SECTION B (ii) USE OF CYBER IMPLEMENTATION PLANS
1. When using CSPST, contracting authorities are prompted to decide whether they wish to adopt a strict
pass/fail approach to suppliers who do not currently meet the minimum cyber security requirements
for a contract, or whether they are willing to accept Cyber Implementation Plans (CIPs) that commit the
successful supplier to working to address shortfalls to agreed timelines. This decision is entirely one for
the contracting authority.
2. Contracting Authorities are encouraged to consider accepting CIPs from bidding suppliers whenever it
is proportionate and appropriate to do so. The CIP approach aligns closely with Principle 11 of the NCSC
guidance, which requires contracting authorities to work closely with suppliers to encourage them to
continue improving their security arrangements.

When CIPS are being used, these key steps should be followed:
Step 1 (Strategy Development): Consider carefully the date or contract phase by which you
will require a supplier to have implemented their CIP.
Step 2 (Strategy Development): Ensure that you clearly communicate your specific
requirements relevant to the CIP process to suppliers, by incorporating the relevant outputs
from CSPST into your tender documentation;
Step 3 (Tender): Suppliers use CSPST outputs to support their completion of a CIP where
applicable;
Step 4 (Tender): Evaluate CIPs alongside SAQ reports (and, where applicable, supporting
evidence) as part of tender evaluation;
Step 5 (Contract): Incorporate CIPs into contractual terms and conditions; and
Step 6 (Contract): Monitor implementation of CIPs.
Further information on these steps is set out below.

……………………………………………………………………………………………………………………………………
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STEP 1 (CIPs): PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – CONSIDER THE DATE OR
CONTRACT PHASE BY WHICH YOU WILL REQUIRE CIP IMPLEMENTATION
3. As part of their strategy development, contracting authorities should consider carefully the date by
which they will require bidding suppliers to achieve compliance with minimum cyber security
requirements. Issues to consider include:


The overall risks involved in the contract – e.g. lower risk contracts may justify greater latitude in
the amount of time you give suppliers to achieve full compliance, whereas higher risk contracts may
require compliance from the contract commencement date.



The date or contract phase from which the supplier is likely to have access to information that the
public sector “owns” or is responsible for, and how sensitive that information is.



The contracting authority’s risk appetite in respect of a successful cyber attack on the supplier.

4. Where available, contracting authorities should involve their cyber security and data protection experts
in these decisions.

STEP 2 (CIPs): PROCUREMENT JOURNEY – STRATEGY DEVELOPMENT – DOCUMENT
PREPARATION - COMMUNICATE YOUR CIP REQUIREMENTS CLEARLY TO SUPPLIERS
5. The “compliance appetite” stage of the CSPST tool allows contracting authorities to indicate whether
they are willing to accept CIPs for a specific contract. If so, the CSPST tool will prompt the contracting
authority to enter details of:
i. the date or contract phase by which suppliers will be required to achieve compliance with
minimum requirements; and
ii. how suppliers should submit their Cyber Implementation Plan. This will usually be alongside the
SAQ report and all other submitted tender documentation, via the contracting authority’s preferred
portal (e.g. PCS-T or PCS) or other method, to help preserve the integrity of the procurement
process.
6. This information will be presented to suppliers via the CSPST tool when they log on to answer the
Supplier Assurance Questionnaire.
Contracting authorities should also include information about these issues in their tender
documentation (e.g. in Instructions to Tenderers or the Statement of Requirements), to ensure
transparency for bidding suppliers. The Example Tender and Contract Wording (available here)
provides example wording to support this.
7. Contracting authorities should ensure they issue a template CIP with tender documentation, so that
non-compliant suppliers can complete and return the CIP in the correct format. A template CIP, and an
example of a completed CIP, can be found here.

……………………………………………………………………………………………………………………………………
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STEP 3 (CIPs): PROCUREMENT JOURNEY – TENDER – SUPPLIERS USE CSPST OUTPUTS TO
SUPPORT COMPLETION OF A CIP
8. Upon completion of an SAQ, CSPST will provide bidding suppliers with a report that sets out the extent
to which they currently meet the minimum cyber security requirements for the contract.
9. The report will also inform non-compliant suppliers of the following:
 Whether the contracting authority is willing to accept CIPs from suppliers who do not currently
meet minimum requirements;


If so, what they should include in their CIP; and



How the CIP should be submitted.

10. Where a contracting authority is willing to accept CIPs, the SAQ report identifies the areas where a
supplier does not meet the minimum requirements for the contract. Suppliers must then complete a
CIP and submit it alongside all other tender documentation. The CSPST tool and the CIP template make
clear that the CIP must set out clear, credible information on:


the supplier's proposed actions to achieve the requirements it currently does not meet – this may
include proposed alternative mitigations or controls to manage relevant cyber risks; and/or



the supplier's reasoning as to why compliance with specific minimum requirements is not
necessary for the contract; and



in line with any requirements specified by the contracting authority in CSPST and Instructions to
Tenderers, the date or contract phase by which the supplier intends to achieve the requirements or
have in place alternative mitigations or controls.

STEP 4 (CIPs): PROCUREMENT JOURNEY – TENDER – EVALUATE CIPS
11. The contracting authority will usually receive a bidding supplier’s completed CIP along with their SAQ
report and all other tender documentation.
12. The contracting authority can then assess the extent to which the supplier’s CSPST SAQ report and CIP
(when implemented) will together meet the minimum cyber security requirements for the contract.
13. Contracting authorities should ensure the way in which they assess CIPs is open and transparent,
ensures equitable treatment between bidding suppliers, and is in conformity with procurement
regulations. Options include the following:


Where the contracting authority agrees that proposed remediation measures set out in the CIP
would, when implemented, result in the supplier meeting the minimum cyber security
requirements for the contract, they may agree the CIP. When a CIP is agreed for a successful
supplier it will form part of the final contractual terms and conditions, and the supplier may be
treated on a par with suppliers achieving full compliance in their SAQ report.

……………………………………………………………………………………………………………………………………
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Where the contracting authority judges that any alternative controls or mitigations that are
proposed by the supplier will effectively mitigate the risks that the minimum cyber security
requirements for the contract are designed to address, they may agree the CIP. When a CIP is
agreed for a successful supplier it will form part of the final contractual terms and conditions, and
the supplier may be treated on a par with suppliers achieving full compliance in their SAQ report.



Where the contracting authority does not agree that the proposed measures set out in the CIP are
credible or appropriate and/or they believe they would result in unacceptable risk, they may
exercise their discretion to reject a supplier in line with procurement regulations.

14. Public sector organisations should ensure that their internal processes require officials with
appropriate seniority and expertise to sign off on CIPs, with due regard to the risk profile of the
contract.

STEP 5 (CIPs): PROCUREMENT JOURNEY – CONTRACT – INCORPORATE CIPS INTO
CONTRACTUAL TERMS AND CONDITIONS
15. An agreed CIP must, along with the final SAQ report, form part of the final contract award (or
contractual amendment following review).
The Example Tender and Contract Wording (available here) provides example wording to facilitate
this. It includes links to standard Scottish Government terms and conditions that are made available to
the wider public sector, which have been adjusted to facilitate use of CSPST and reflect best practice in
respect of cyber security generally.

STEP 6 (CIPs): PROCUREMENT JOURNEY – CONTRACT – MONITOR IMPLEMENTATION OF CIPS
16. The contracting authority should request regular updates from the supplier to ensure progress is being
made on implementing the CIP within the agreed timeframe.
___________________________________
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