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Most organisations rely upon suppliers to deliver products, systems, and services. You probably
have a number of suppliers yourself – it’s how we operate in the public sector.
Supply chains can be large and complex, involving many suppliers doing many different things.
Effectively securing the supply chain can be hard because vulnerabilities can be inherent, or introduced
and exploited at any point in the supply chain. A vulnerable supply chain can cause damage and
disruption. The reputational and financial costs of dealing with successful cyber attacks can be
significant.
That’s why, as part of the Public Sector Action Plan on Cyber Resilience, the Scottish Government has
published a Supplier Cyber Security Guidance Note.
The Guidance Note is intended for implementation by all Scottish public sector organisations as part of
their supply chain and procurement arrangements.
Along with a Decision-Making Support Tool (the Cyber Security Procurement Support Tool ), it aims to
support Scottish public sector organisations to put in place consistent, proportionate, risk -based
policies that effectively reduce the risk of Scottish public services being damaged or disrupted by
cyber threats as a result of supplier cyber security issues.

Contact us
Background
The Public Sector Action Plan on Cyber Resilience (PSAP) was published in November 2017. It included a
commitment to develop a proportionate, risk-based policy on supply chain cyber security for the Scottish public
sector. The full action plan can be found here.
The PSAP forms part of The Scottish Government’s wider strategy, published in 2015, Safe, Secure and
Prosperous: a cyber resilience strategy for Scotland, which can be found here.
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This toolkit is designed to provide your procurement and/or communications teams with the right tools
and resources to deliver impactful and consistent communications to suppliers re: the Guidance Note
and the Decision-Making Support Tool.
We encourage you to communicate with your suppliers and ensure they understand:


why cyber security is important to them and to the Scottish public sector;



what they will be expected to do as a result of implementation of the Guidance
Note and Decision-Making Support Tool;



where they can go to get further advice and support.

Key sources of support
Social media materials
The Cyber Resilience
Communications Toolkit
Contact us

Providing your suppliers with basic, authoritative advice
on how to improve their own cyber security and
resilience will be key to the successful implementation of
the Guidance Note. Doing so should also help achieve
shared wider public sector aims with regard to improving
the overall levels of cyber security and resilience in the
Scottish private and third sectors.
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The UK’s National Cyber Security Centre (NCSC), which is the UK technical authority on cyber security,
notes that a series of high profile, very damaging attacks around the world has demonstrated that
attackers increasingly have both the intent and ability to exploit vulnerabilities in supply chain security.
Some real world examples of cyber attacks on supply chains can be found here.
More generally, according to ‘Switching the public and small businesses on to cyber security and
fraud’ (Home Office, 2018), cyber crime is significant and growing, and is one of the biggest criminal
threats to the UK economy, with an estimated cost of billions of pounds each year.

Key sources of support

DCMS’s Cyber Breaches survey found that one in
For more information about the cyber threat
three businesses (32%) identified breaches in the last or for news on the latest cyber incidents:
12 months. Among these, the most common were:
ncsc.gov.uk/index/report

Social media materials



Key NCSC Materials



The Cyber Resilience
Communications Toolkit



staff receiving fraudulent emails (80%)
others impersonating the organisation online
(28%)
viruses and malware (27%).

twitter.com/ncsc (@NCSC)
nationalcrimeagency.gov.uk/news
nationalcrimeagency.gov.uk/publications
twitter.com/NCA_UK (@NCA_UK)

Contact us
It is important that Scottish public sector
organisations and their suppliers understand the
cyber threat, so that they can work together to
mitigate it.

twitter.com/CyberProtectUK (@cyberprotectUK)
Suppliers that manage their own networks
should be encouraged to join the NCSC
Cybersecurity Information Sharing Partnership
(CiSP) here.
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The Scottish Public Sector Supplier Cyber Security Guidance Note and its associated beta-version
Decision-Making Support Tool (the Cyber Security Procurement Support Tool) are the key
resources setting out the approach Scottish public sector organisations are encouraged to take to
supplier cyber security.

Scale of threat
Guidance Note & Cyber
Security Procurement
Support Tool

The Supplier Security Guidance Note reflects the NCSC’s authoritative guidance on supply chain cyber
security, and is available here.

Key NCSC Materials

The Cyber Security Procurement Support Tool (CSPST), is a decision-making support tool, designed to
be embedded in Scottish public sector organisations’ procurement processes. The Procurement
Journey and Supplier Journey have been updated to include links to the tool.

Key sources of support
Social media materials
The Cyber Resilience
Communications Toolkit

Public sector organisations and their suppliers will be encouraged to use the tool as part of the contract
tendering process. It can be accessed directly here. Guidance on embedding use of CSPST in
procurement processes can be found here.

Contact us
CSPST includes links to guidance on specific cyber security issues, which suppliers can click on when
making use of the tool. It also allows suppliers to complete a sample questionnaire to assess their
readiness to supply the public sector in different risk contexts.
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The NCSC was set up to help protect the UK’s critical
services from cyber attacks, manage major incidents, and
improve the underlying security of the UK Internet through
technological improvement and advice to citizens and
organisations.

Guidance Note & Cyber
Security Procurement
Support Tool

Scottish public sector organisations are encouraged to signpost NCSC guidance on an ongoing
basis, as part of wider communications and engagement activities. Some key NCSC resources
that Scottish public sector organisations should share with their suppliers and wider private and
third sector stakeholders are:

Key NCSC Materials



NCSC and CPNI Supply Chain Guidance (relevant to all organisations that wish to manage supply chain risk)

Key sources of support



Small Business and Small Charity Guides and associated materials (for smaller organisations)



Small Business Guide: Response & Recovery Guidance that helps small to medium sized organisations
prepare their response to and plan their recovery from a cyber incident.

The Cyber Resilience
Communications Toolkit



NCSC Exercise in a Box, to help organisations exercise their responses plans and identify weaknesses.



Cyber Essentials standard (for all organisations)

Contact us



10 Steps to Cyber Security (for large or small organisations dealing with more advanced cyber risks, and
delivering medium risk contracts for public sector organisations)



NIS Technical Guidance (for large or small organisations that form part of the critical infrastructure of
Scotland/the UK. including those designated Operators of Essential Services under the NIS Directive)



Cloud Security Collection (for those organisations using or providing cloud services)



Information Commissioner and NCSC Guidance on security outcomes for personal data under the General
Data Protection Regulation (GDPR)



Cybersecurity Information Sharing Partnership (CiSP) (to support organisations to share threat intelligence)

Social media materials
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The Scottish Government and its partners have worked to put in place some key sources of
support that suppliers and private and third sector organisations in Scotland can access to help
improve their cyber security and resilience arrangements.

Scottish public sector organisations are encouraged to signpost suppliers and private and third
sector stakeholders to these sources of support.

Digital Development Loans are unsecured 0% interest loans of
between £5,000 to £50,000, which can be used to improve cyber
security for SMEs.

Key sources of support
Social media materials
The Cyber Resilience
Communications Toolkit
Contact us

The Digital Boost Scheme, delivered by Business Gateway,
offers an online digital health check that includes
consideration of organisational cyber resilience, and access
to tutorials and one-to-one advice from trained advisers.

The Scottish Government is working with the Supplier Development Programme to provide advice and
answer questions to public sector suppliers, including via a number of events and webinars.
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Below are some template social media materials for public sector organisations to amend and
adapt, and distribute as appropriate via social media channels.
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SME or 3rd sector organisation supplying the Scottish public sector? You’ll need to be
#CyberAware. Try completing a sample Supplier Assurance Questionnaire at the Cyber Security
Procurement Support Tool. #CyberAwareScotland @CyberResScot



The Scottish public sector takes cyber resilience seriously. We are working with partners to
strengthen our supply chain cyber security. Suppliers can view the Guidance Note and access the
Cyber Security Procurement Support Tool here #CyberAwareScotland @CyberResScot



Supplying the Scottish public sector? You’ll need to be #CyberAware. Look out for webinars and
events on the Supplier Development Programme webpage. #CyberAwareScotland @CyberResScot



Supplying the Scottish public sector? You’ll need to be #CyberAware. If you want to access and
share the latest cyber threat intelligence, join the NCSC Cybersecurity Information Sharing Partnership (CiSP) for free. #CyberAwareScotland @CyberResScot

Key NCSC Materials
Key sources of support
Social media materials
The Cyber Resilience
Communications Toolkit
Contact us
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Below are some template social media materials for public sector organisations to amend and
adapt, and distribute as appropriate via social media channels.
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Cyber attacks can affect organisations of all sizes, and could cause you serious financial and reputational damage. Think “when”, not “if”. Find out more about the latest cyber threats, and what you
can do to mitigate them #CyberAwareScotland @CyberResScot



Supplying the Scottish public sector? You’ll need to be #CyberAware. Consider achieving Cyber Essentials certification. The Scottish Government is offering a £1,000 voucher to help smaller organisations. #CyberAwareScotland @CyberResScot. Apply here.



SME or 3rd sector organisation supplying the Scottish public sector? You’ll need to be
#CyberAware. Get a £1,000 voucher to help you achieve Cyber Essentials. #CyberAwareScotland
@CyberResScot. Apply here.



SME supplying the Scottish public sector? You’ll need to be #CyberAware. Get a 0% interest, unsecured Digital Development Loan of between £5,000 and £50,000 to improve your cybersecurity.
#CyberAwareScotland @CyberResScot

Key NCSC Materials
Key sources of support
Social media materials
The Cyber Resilience
Communications Toolkit
Contact us
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Below are some template social media materials for public sector organisations to amend and
adapt, and distribute as appropriate via social media channels.
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SME or 3rd sector organisation supplying the Scottish public sector? You’ll need to be
#CyberAware. Get a free digital health check and 1:1 advice via the Digital Boost programme.
#CyberAwareScotland @CyberResScot



SME or 3rd sector organisation supplying the Scottish public sector? You’ll need to be
#CyberAware. Start your journey by implementing the NCSC Small Business or Charity Guides.
#CyberAwareScotland @CyberResScot



Supplying the Scottish public sector? You’ll need to be #CyberAware. If you supply or rely on cloud
services, follow the NCSC’s Cloud Security collection. #CyberAwareScotland @CyberResScot



Supplying the Scottish public sector and handling personal data? You’ll need to be #CyberAware.
Follow the GDPR security outcomes guidance from the ICO and NCSC . #CyberAwareScotland
@CyberResScot

Key NCSC Materials
Key sources of support
Social media materials
The Cyber Resilience
Communications Toolkit
Contact us
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SME or 3rd sector organisation supplying the Scottish public sector? You’ll need to be ready to respond to cyber attacks. Access the NCSC’s Response and Recovery Guide and Exercise in a Box.
#CyberAwareScotland @CyberResScot



Cyber attacks can affect organisations of all sizes, and could cause you serious financial and reputational damage. Think “when”, not “if”. Get prepared using the NCSC’s Response and Recovery
Guide and Exercise in a Box. #CyberAwareScotland @CyberResScot

Social media materials
The Cyber Resilience
Communications Toolkit
Contact us
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The Scottish Government is also producing a separate Cyber Resilience Communications
Toolkit, which is intended to support wider cyber resilience messaging to stakeholders including
citizens, businesses and charities.

Scale of threat

The purpose of that toolkit is separate from, but related to, this one. It aims to support all organisations
to raise awareness of cyber resilience generally across its stakeholder networks (not just suppliers).

Guidance Note & Cyber
Security Procurement
Support Tool

The toolkit includes information on key authoritative sources of advice and support, campaigns, etc.
including:


NCSC Guidance

Key NCSC Materials



Get Safe Online

Key sources of support



Cyber Aware

Social media materials



Take Five to Stop Fraud



Police Scotland

The Cyber Resilience
Communications Toolkit
Contact us

Once available, we encourage Public sector
organisations to use both toolkits depending on the
specific audience they wish to reach.
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For more information, or to contribute to the toolkit in the future, please get in touch using the
details provided below.

Using the toolkit
Scale of threat
Guidance Note & Cyber
Security Procurement
Support Tool

Please follow these links to our Twitter and Blog feeds:
Scottish Government Cyber Resilience Unit @CyberResScot
https://blogs.gov.scot/cyber-resilience/
https://www.ncsc.gov.uk/section/keep-up-to-date/all-blogs

Key NCSC Materials
Key sources of support

For any other queries, email: cyberresilience@gov.scot

Social media materials
The Cyber Resilience
Communications Toolkit
Contact us
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