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Introduction
Scotland‟s Digital Future: Delivery of Public Services set out an objective of
developing a national strategy for the public sector‟s data storage focusing on
consolidation and re-use. This reflected a recommendation of the Review of ICT
Infrastructure in the Public Sector in Scotland report by John McClelland which
suggested that significant efficiency and energy savings could be achieved through
consolidation.
The Data Hosting and Data Centre Strategy for the Scottish Public Sector sets out
how we will deliver on that overall objective and in particular how the public sector will
adopt the following approaches for achieving significant efficiency and energy
savings:




cloud computing,
virtualisation and
colocation.

In assessing the current approach and environments for data hosting we found that
organisations face many options in making arrangements for data hosting but:



lack both an overall vision and information base for doing so, and
need guidance on how the Scottish public sector can best utilise existing
facilities for services that are not cloud ready e.g. legacy systems.

The decision roadmap in the data hosting and data centre strategy sets out what
organisations should consider in terms of new investment or change in their delivery
of hosting services. While externally hosted cloud computing is a priority option in the
overall strategy, it may still be necessary in the short term for some organisations to
manage some of their own servers.
This document sets out the key considerations for organisations who wish to offer
colocation (hosts) to other public sector organisations and the guidance
organisations seeking to colocate should consider if wishing to rent space (tenants)
from them. It also describes how to use the public sector data centre colocation
catalogue to find a public sector data centre that offers colocation or for an
organisation to add their facility to it.
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Who is the guidance aimed at?
In line with the approach of and commitments in Scotland‟s Digital Future: Delivery of
Public Services, this guidance has been developed with and for the Scottish public
sector and their partners to maximise the benefits of an aggregated approach to
delivery. The sectors in scope are:





Central Government including Police and Fire
Local Authorities
Health
Further and Higher Education

The guidance will also be available to the third sector and in particular is appropriate
where they are supporting the direct delivery of public services.

What is colocation
Colocation is the term used to describe when an organisation uses the space,
power, cooling, connectivity and physical security of a data centre owned by another
party for hosting their servers. This delivery model provides everything needed to
support an organisation‟s ICT operations without the capital expenditure associated
with building or renovating an onsite data centre.
When two public sector organisations enter into this type of arrangement it is done
through the rental of the space, with each organisation entering into an agreement
on their responsibilities for ensuring an effective service.

Selecting an appropriate public sector colocation
Organisations must mitigate unnecessary risk when delivering public services,
therefore it is important they understand the type of arrangement they will be
entering into for hosting their services. It is important when choosing a colocation
facility that it is located appropriately for operational needs, it provides the right level
of protection, and offers the right level of service for ICT systems and data.
Before selecting a colocation solution in the public sector (or private sector) an
organisation should undertake a risk assessment taking into account all legal risks,
as well as impacts on security, operations and the organisation‟s reputation, which
must be understood and addressed as part of the business case.
The following sections highlight important factors when assessing the standards and
risks that are acceptable for your organisation.
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Standards for a public sector colocation facility
Service levels
Taking time to work through expectations and putting in place an agreement upfront
that both organisations are comfortable with is paramount to a successful
relationship.
Organisations should be aware of each of their responsibilities and this should be
captured in a Memorandum of Understanding (MOU) or similar, an example MOU
can be found at Annex 1. Areas that should be agreed upon and understood include
costs such as upfront setup charges e.g. installation of the electrical supply and
power distribution units (PDUs), caging, network connectivity and the regular
monthly or quarterly service charge.
The service agreement at a minimum should include statements on availability,
scheduled downtime, physical security, maintenance windows, the change request
process for both parties and the reporting and alerting process.
Energy efficient
The climate change act places a high priority on climate change targets and
environmental sustainability. Data centre efficiency can contribute massively in
reducing an organisations carbon footprint, however, if not run efficiently it can also
have a negative impact. Public sector data centres that continue to be run should
commit to being energy efficient and aim to be run with a maximum PUE rating of 1.8
with steps being taken to ensure any facility supports environmental sustainability in
the most cost-effective way.
Examples of energy saving methods include:





air-side economisers that bring outside air into the data centre when conditions
are favourable
in cabinet intelligent power distribution units that allow for monitoring, measuring
and trending of power
energy-efficient lighting with resource-friendly timers that dim or shut off lights
when people aren‟t present
virtualisation – reducing the amount of hardware required in the data centre,
through consolidation
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Security
 Access Control
Access to the site should be regulated, with careful screening of visitors. Customers,
suppliers and employees should present a valid and relevant access request at the
entrance to the site. As a potential customer you will most likely - in fact should experience this first hand during a site tour.
Typically data centres employ a layered approach for granting access to data centre
halls and gaining access to the actual building should once again involve validation
of an access request.


The Perimeter

Industry best practice suggests that:





a perimeter fence of robust steel should form the primary line of defence
CCTV cameras should be used on both the perimeter and throughout the
grounds that surround the building, and
the premises should not advertise that there is a data centre on site.

Fire Detection and Prevention

Very Early Smoke Detection Apparatus (VESDA) should be installed so there is an
immediate response to the earliest signs of a fire. A fire suppression system that
reduces the oxygen to a level at which fire is not possible is recommended.


Monitoring and Alerting

A dedicated Building and Energy Management System (BEMS) that is continuously
monitored should be installed. The system should provide alarms and be able to
determine which combination of alarms are critical and require an immediate
response. All alarms should be reported and critical alarms monitored on a 7 X 24
hour basis.

Understanding the Risks
Location
The geographic landscape in Scotland makes colocation an attractive proposal as
the country is small enough to connect public sector data centres to organisations
easily, and enables staff to travel between the data centre and their place of work in
a short time should any work be required that necessitates physical access.
The risks in locating a data centre will have been assessed by the facilities owner
when it was built. You should however satisfy yourself that the potential impact of
any location related risks such weather-related disasters etc. are fully mitigated.
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Networks
In considering a colocation facility it is important to look at connectivity and ensure
that this will meet your requirements or can facilitate your requirements cost
effectively. Factors that should also be considered are existing or planned links with
networks such as the Scottish Wide Area Network (SWAN) and connectivity to the
joint academic network (JANET) etc.
Any data centre should be designed to have multiple access routes for
telecommunications carriers.
Power Supplies
Given that a data centre is heavily dependent on the constant supply of electricity
and connectivity, specific attention should be paid to the ability of your chosen
provider to deliver this. Ideally electricity should be sourced from two independent
grid systems, and connectivity supplied from more than one vendor.
The power supply to the data centre should be delivered over separate cables
entering at separate points at each end of the building. To ensure no single points of
failure exist each supply should be protected by uninterruptible power supplies (UPS,
i.e. batteries) and backed-up by generators. Each generator and UPS should
individually be capable of taking the site load and in the event of a failure an
automatic transfer should ensure continuity of energy supply.

Procurement
Renting space in another public sector data centre complies with EU procurement
rules. Further information on this is described in the guidance from Scottish
Government procurement document “shared services in the Scottish public sector:
impact of the eu public procurement rules” which describes the Teckal1 exemption.
e.g.
1. If an SG Executive Agency or non-Ministerial department which does not have
separate legal identity (i.e. which contracts in the name of "the Scottish
Ministers") wishes to take space in a public sector data centre then there is no
procurement obstacle to that happening as no contract can be said to be created
between the same legal entity (i.e. Scottish Ministers).
2. For organisations that have a separate legal status they can enter into a formal
SLA as long as the SLA does not provide a recourse to the courts to resolve
disputes. The payment charged should only relate to the recovery of full costs
and must not include any element of profit.
In summary the arrangement is an agreement between public sector partners which
sets out what they can expect from each other in colocating in a data centre. It is not

1

http://www.scotland.gov.uk/Resource/Doc/1265/0051647.pdf
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a legal contract but it does set service levels to ensure there is a clear expectation
and understanding of the partnership.

How can I find out what public sector data centres
are available?
Organisations that meet the criteria above and who have capacity and are willing to
manage infrastructures for other organisations will be listed in a colocation catalogue
on the data hosting and data centre pages of the Scottish Government website.

Tenant organisation summary
Look in
the
catalogue
for
options

Business
case to
support
preferred
location

Risk
assess
preferred
options

sign MOU

1. Look in the catalogue for options.
The catalogue will list locations and the contact details for organisations that have a
facility they wish to share.
2. Risk assess preferred options
You should assess what the facility offers against your organisations own objectives
to ensure what‟s available matches your requirements, this should include
understanding what is involved in exiting from the arrangement.
3. Business case to support preferred location
Once you have narrowed down your options a business case including risk profile
should be prepared that supports your decision.
4. Sign MOU
ensure the services you are expecting are agreed by both parties.
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Hosting organisation considerations
Organisations considering offering rental space in their data centres should satisfy
themselves that they fully understand what they will be signing up to deliver. The
following questions will assist in these considerations:

Infrastructure





Does it meet the standards as described above?
Will there be a need to source additional carriers to the data centre?
Will the existing network need to be isolated from any new connections?
Is there enough power and cooling capacity to house additional equipment?

Security

Will the presence of external organisations affect required certifications and
compliance?

How will the presence of external personnel and their systems affect existing
security practices, and will these practices need modified?

People




Are you currently resourced to support a colocation facility?
Will an entirely new communications plan need to be put in place?
Do you have a costing model that can calculate the correct revenue?

If organisations are satisfied they can provide the appropriate service they should
contact dps@scotland.gsi.gov.uk for inclusion in the public sector colocation
catalogue.

Hosting organisation summary
assess your data
centre's
suitability

understand your
responsibilities

advise Scottish
Government for
inclusion in the
colocation
catalogue

1. Assess your data centre's suitability
Using the guidance above understand what would be expected of a colocation
facility and standards of efficiency that should be attained.
2. Understand your responsibilities
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You will need to sign a memorandum of agreement with a tenant organisation, an
organisation considering being a host should be aware of what they are agreeing to
supply and the service levels they are promising.
3. Contact Scottish Government for inclusion in the colocation catalogue
If your organisation is willing to take on other organisations into your data centre,
advise Scottish Government at DPS@scotland.gsi.gov.uk of your interest and we will
discuss the details that can go into a central catalogue.
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Annex 1 – Example Memorandum Of Understanding

<<insert data centre name>>

Memorandum of Agreement
for
«Organisation»
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Introduction
This Agreement is entered into on DD/MM/YYYY by:
1) <<guest Organisation>>(the “CUSTOMER"); and
2) <<hosting organisation>> (the “AUTHORITY")
The Agreement is intended to set out the framework for the provision of Information
and Communications Technology Services provided by the AUTHORITY.
This Agreement will be effective from the date indicated above and is on-going.
The Agreement should be read in conjunction with the accompanying schedules
which set out the definition of the services provided, the way they are delivered and
the charges attaching to these services.

Communication
Both bodies are committed to the principle of good communication with each other,
and particularly where the requirements of one organisation may have some bearing
upon the responsibilities of the other. The primary aim is not to constrain the
discretion of any bodies but to allow them to make representations to each other in
sufficient time for these representations to be fully considered.
Both parties will use reasonable endeavours:
to alert each other as soon as practicable to relevant developments within their areas
of responsibility;
to give appropriate consideration to the views, ideas and suggestions of the other;
where appropriate, to establish arrangements that allow for procedures for which
responsibility is shared to be drawn up, developed jointly and improved;
comply with their respective obligations relating to compliance with article 17 of the
Data Protection Directive 95/46/EC and with schedule 1 to the Data Protection Act
1998 („the DPA‟) contained in Schedule 12 to this Agreement.
Both parties will provide single points of contact to manage the relationship together,
and to provide assurance that these persons have delegated AUTHORITY as
appropriate, to work together, resolving matters of concern for either party.
The points of contact are:
For the AUTHORITY: Name:Title
For the CUSTOMER: Name:Title
The two signatories of this document will be responsible for maintaining and
developing the relationship between both the AUTHORITY and the CUSTOMER.
Additionally, for escalations and disputes, they will be responsible for facilitating the
resolution of issues and disagreements.
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Confidentiality
Each party will use best endeavours to ensure that the information it supplies is
subject to appropriate safeguards in order to avoid prejudicing its interests. Both
parties accept that in certain circumstances a duty of confidence may arise and will
among themselves respect legal requirements of confidentiality. In particular, the
parties accept:




it is for the body providing the information to state what, if any, restrictions there
should be upon its use;
each party will treat information which it receives in accordance with the
restrictions which are specified as to its use; and
that nothing in this Agreement shall require any party to breach an obligation of
confidentiality.

All information which the AUTHORITY obtains from the CUSTOMER or becomes
known to the AUTHORITY in connection with this Agreement is confidential and
must not be disclosed by the AUTHORITY to any third party.
The AUTHORITY undertakes to the CUSTOMER that they shall:




exercise care in the use of information which is acquired in the course of their
duties and protect information that is held in confidence;
not disclose information out with the AUTHORITY and shall not use or attempt to
use any such information in any manner which may injure or cause loss either
directly or indirectly to the CUSTOMER or may be likely to do so;
use their best endeavours to prevent the publication or disclosure of any
confidential information; and
Do nothing to harm the goodwill of the CUSTOMER.

The restrictions contained in this clause shall extend to any and all information of a
confidential or proprietary nature belonging to any third party that is in the custody or
control of the CUSTOMER and that has been disclosed by such third party to the
CUSTOMER under an obligation of confidence.
Such restrictions shall continue without time limit but shall cease to apply to
information or knowledge which comes into the public domain otherwise than
through breach of the provisions of this statement by the AUTHORITY.
All information which the AUTHORITY obtains from the CUSTOMER or becomes
known to the AUTHORITY in connection with this Agreement is not “held” by the
AUTHORITY for the purposes of the Freedom of Information (Scotland) Act 2002.
The terms of this Agreement prevail over all other provisions contained in Codes of
Practice, Memoranda or other agreements relative to the operation of this
Agreement.
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Duration
The CUSTOMER agrees to take its Co-Location Hosting services for a minimum
period of 1 year. Conversely, the AUTHORITY agrees to provide these services for a
minimum of 1 year.
Notwithstanding the minimum duration of this Agreement, the CUSTOMER agrees to
provide the AUTHORITY with a minimum of 12 months written notice to terminate
the provision of any services. The AUTHORITY also undertakes to provide the
CUSTOMER with a minimum of 12 months written notice in the unlikely event that
services can no longer be provided.
The AUTHORITY charges will be levied initially for any part year period and
thereafter for the entire duration of a financial year. If the CUSTOMER decides to
withdraw from these services part way through the year they will pay the remaining
support costs up until <<dd mm>>.

Shared Risk and Liability
The AUTHORITY‟s liability for CUSTOMER suffering a disallowance as a
consequence of one of the proscribed services not being available is nil.

Schedules
Schedule 1
Schedule 2
Schedule 3
Schedule 4

Co-Location Hosting Service Definition
CUSTOMER‟s use of the Data Centre
AUTHORITY management information
Data protection

Entire Agreement
This Agreement (including the Schedules hereto) together with any documents listed
below:




AUTHORITY Customer Service Handbook;
Code of Conduct;
IT Security Policy

constitute the entire agreement and understanding between the parties relating to
the provision of Co-Location Hosting service and supersede all previous agreements
and understandings. In the event of any conflict or inconsistency between this
Agreement (including the Schedules hereto and the documents as listed above), the
order of precedence shall be this Agreement (including the Schedules hereto) and
then the documents referred to.
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Signed for and on behalf of the CUSTOMER
By :
Name :
Title :
Date :
Place/town :
Witness :
Witness‟ full name :
Witness‟ address :
Signed for and on behalf of the AUTHORITY
By :
Name :
Title :
Date :
Place/town :
Witness :
Witness‟ full name :
Witness‟ address :
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Schedule 1 - Co-Location Hosting
Service Definition
General Description
The following sections provide a definition of the co-location service offered to
«Organisation» as a customer of the AUTHORITY‟s Data Centre.

Standards
The AUTHORITY‟s Services are designed, supported and managed in accordance
with the information security standard ISO / IEC 27001 and to IT Infrastructure
Library (ITIL) standards. The AUTHORITY adheres to a range of standards and
methodologies that ensure that full regard has been given to:





Legal requirements
Government Initiatives
Published industry best practice
Scottish Government strategies and policies (see section 6.0 to see how
customers can also influence change)

Customers, therefore, can be confident that the services will be reliable, available
and have the capacity to perform well. All products used to provide services have
been fully tested to ensure optimum performance.
Performance of the Data Centre BEMS is continually monitored to identify actual or
potential problems and ensure any adverse impact is minimised. The systems
employed have been designed with sufficient capacity to meet all known user needs
and with spare capacity for peaks in usage and increases in numbers of users or
services. Systems are continually assessed to ensure that capacity continues to
meet requirements and that future needs are considered.
The AUTHORITY is committed to the continuous development and improvement of
its services. We welcome and actively seek feedback, comments and suggestions
from users of the AUTHORITY Services. Periodic surveys are carried out to
determine the overall level of user satisfaction with these services and the results are
published.

Service Availability
The Data Centre services operate continuously and are available <insert availability
e.g 365 x 24 x 7>>. The Prime Service Time is <<insert times e.g. 0800 to 1800
Monday to Friday>> to align with the normal working day, but customers can access
and use Services outside these hours.
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Planned / Unplanned Maintenance
A comprehensive planned preventative maintenance (PPM) regime is conducted on
all DC plant and equipment which follows manufacturers‟ guidelines. The Tier
<<insert level>> design together with the PPM regime should ensure continued
availability of all critical Mechanical and Electrical components.
Planned Maintenance which requires any Service Downtime is scheduled in advance
and in consultation with customers affected, to ensure that as far as possible, critical
business periods are not impacted. The AUTHORITY aims to consult customers
when planned downtime is being scheduled, and will try to offer alternatives or
workarounds where possible.
Despite these best endeavours there may still be occasions it becomes necessary to
conduct some unplanned works. The AUTHORITY therefore reserves the right to
carry out any such remedial action in order to restore full service within a time frame
that reflects the severity of any situation. After assessing the situation the
AUTHORITY will notify customers of the work to be carried out and ensure any
period of increased risk or disruption to service is minimised. The timing of any repair
work will be agreed after consultation with customers.
All incidences of unscheduled service downtime are treated as Priority. The service
impact of each downtime incident is recorded and reported in regular Service
Delivery Reports.

Operational Support
Support Levels (referencing the AUTHORITY Service Standards)
Level 1: the AUTHORITY Help Desk
Incidents should be reported to the AUTHORITY Helpdesk (<<insert phone
number>>). The Helpdesk resolves the issue at first contact, if possible, and if not
logs the request and assigns the incident or change request to the appropriate
second line support team.
The Helpdesk is available <<insert times e.g. 0800 – 1800>> (Prime Service Time),
<< insert days e.g. Monday to Friday>> and at other times by prior agreement.
Outwith these hours, a voicemail service is available for messages to be recorded.
These are logged into the Help Desk system at the start of the next working day. A
call reference number is given and should be used for any future enquiries about the
status of the call.
Level 2: Specialised support teams
Specialist support teams handle all calls referred to them via the Help Desk. They
provide specialist support for different elements of the AUTHORITY Services and
each team is highly experienced in its subject.
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Level 3: Specialist sub-contractors
The AUTHORITY has a number of contracts in place to provide specialist support
and advice on Data Centre maintenance. These contractors handle calls assigned to
them using the Help Desk system.

Support Times
Support services are available during Prime Service Time.
If a service is unavailable in Prime Service Time, our performance target is:



initial response within 45 minutes
full availability of service within four hours (external maintenance not required)
by the end of the next working day (if external maintenance required).

If a service is unavailable out with Prime Service Time, our performance target is:



initial response next working morning
on-site attendance next working day
full availability by the end of the next working day

As a general rule, no support service is available out with Prime Service Time or on
the public and privilege holidays shown in the table below.
Public Holidays
Good Friday
Easter Monday
May Day
Queen‟s Official Birthday
Spring Holiday Monday
Friday(p.m.) preceding Autumn holiday

Autumn Holiday Monday (Edinburgh)
St Andrew‟s Day
Christmas Day
Boxing Day
New Year‟s Day
2nd January

At these times calls are recorded via the voicemail facility. These calls will be dealt
with on the next business day. Local arrangements may be set up by prior
agreement with the AUTHORITY.
Service targets
The AUTHORITY has target resolution times for all incidents logged on the
HelpDesk System. Incidents are categorised as being either Priority 1 or Priority 2,
with Priority 1 incidents taking precedence. Incidents are categorised as Priority 1
where they affect the delivery of critical systems or impact a significant number of
users.
Priority Level
1
2

Target Resolution Time
6 Hours
8 Hours
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the AUTHORITY measures its performance against these targets and publishes
reports as part of the Management Information provided to customers.

Escalation
An automatic escalation process is used to ensure that all calls are handled in a
consistent way, to ensure no calls are overlooked and to highlight any which require
additional resources or expertise to resolve.
All logged calls are allocated pre-defined resolution times and escalation or
notification paths. Incidents which remain Open when resolution times have ended
are automatically escalated by the Helpdesk System. For priority level 2 incidents the
escalation path and timetable is:
Escalation Level
1
2
3
4

After elapsed time
6 hrs (75%)
8 hrs (100%)
12 hrs (150%)
16 hrs (200%)

Escalated to
Support Team Leader
Support Manager
IT Support Manager
Chief Technical Officer

The escalation times for priority level 1 incidents use the same process but the times
between each escalation level are 75% shorter.
On escalation, we review the call to ensure that the call status has been updated and
the customer contacted. The resolving support team is responsible for these actions.
Call Closure
When an incident is resolved, the support team who provided the fix will contact the
customer to agree closure and close the call. If it proves difficult to contact the
customer, the support team will send an email, containing the call reference,
notifying the customer of their intention to close the call. The support team will then
close the call.
Service Feedback
On closure of Helpdesk incidents, a feedback card is issued to the user by email to
seek their views on the service.
Complaints
If a customer is dissatisfied with any aspect of service they have received from the
AUTHORITY, they are encouraged to contact the AUTHORITY Support. All
complaints made to any member of the AUTHORITY, whether made in person, over
the telephone or by email, will, however, be handled in the same way, using the
AUTHORITY complaints procedure.
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The details of any dissatisfaction raised will be forwarded directly to the IT Support
Manager. The manager will clarify the nature of the problem and contact the
customer to try to deal with the issue(s) informally.
If the customer is not satisfied with the response, they will be offered the opportunity
to formally log the issue as a complaint. The customer will be provided with a
reference number and expected response time.
The complaint will then receive a full investigation and a report will be sent to the
Head of Data Centre & Network Services.
The customer will then be contacted by the head of customer support within 10
working days, advising the outcome of the complaint and providing a copy of the final
report.
If the customer is still not satisfied, the matter will be escalated further to Chief
Information Officer.
It is the AUTHORITY policy to review any complaints received on an on-going basis
to ensure that lessons are learned from issues that have arisen.
Service Measurement
The objectives of the Service Levels are to:
 Ensure that the Services are of a consistently high quality and meet the
requirements of the Customer;
 Provide a mechanism whereby the Customer can attain meaningful recognition of
inconvenience and/or loss resulting from the AUTHORITY‟s failure to deliver the
level of Service for which it has contracted to deliver;
 Incentivise the AUTHORITY to meet the Service Levels and to remedy any failure
to meet the Service Levels expeditiously.
Service Metrics – Service Level Agreements (SLA)
The main service delivery elements below will be measurable services and form the
core part of the Quarterly Performance Monitoring Report, – the production and
issue of which is in itself is a service target. This report details the contracted
Performance Indicators (PI) and Key Performance Indicators (KPI) to illustrate
performance.
Key Performance Indicators – Summary





Service Availability during Prime Service Time and Un-Supported Prime Service
Time;
Service Incidents - Acknowledge, Assign and Update target times;
Service Fix Times for Service Failures;
Customer Service User Satisfaction – Incidents and Problems – satisfaction
targets;
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Change Management Performance - – Access Requests (AR); Requests for
Changes (RFC);
Electrical Failover Tests – Failover Time Objective threshold performance;
Rack Power Usage – BEMS monitoring of power consumption on a per rack
basis.

Service Metrics: Performance Indicators (PI) Detail
PI
PI#1

Title
Performance Monitoring
Report to the GPB Lead
Contact by 10th Core Service
Day of each Month

PI#2

1 Electrical Failover Test per
calendar year

PI#3

Customer Satisfaction Form
sent out for all calls logged
through the SG helpdesk

PI#4

Incident Response Times:

PI#5

Fix Times:

Definition
All requested Performance
Monitoring Reports should
be sent to the contact by the
10th Core Service Day of
each month
The purpose of electrical
failover testing is to ensure
that the service can
continue in the event of a
failure to the mains
electricity supply. the
AUTHORITY will provide a
report, containing all tests
executed, a record of the
result obtained , and a
record of defects raised and
resolved, within 20 Core
Service Days of the test
A Customer Satisfaction
form should be sent out for
all calls logged via the
helpesk to cover the
AUTHORITY assigned calls.
Acknowledge and Assign:
within 45 minutes if logged
during Core Helpdesk Hours
or if logged out with Core
Helpdesk Hours within 30
minutes of the start of the
next period of Core Service
Helpdesk Hours. Updates
:all updates to Service Desk
Calls should be passed to
technical domain within 15
mins
the AUTHORITY shall
dedicate all necessary
resources on a priority basis
to resolve a service failure
as per the AUTHORITY
published Service Levels
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Target
100%

100%

100%

100%

100%

PI#6

Requests For Change :
Response required

PI#7

Rack Power Usage

the AUTHORITY will ensure 100%
that on receipt of completed
RFCs they will respond
within 10 Core Service Days
with either approval or
analysis and comment on
the potential costs.
Access Requests will be
acknowledged on the date
of receipt within normal
working hours.
the AUTHORITY will
100%
monitor usage to ensure
that it does not exceed
contracted 4kWh

Service Metrics: Key Performance Indicators (KPI) Detail
KPI
KPI#1

Title
Availability during Prime
Service Time

KPI#2

Availability out with Prime
Service Time

KPI#3

Incident Response Times as
per PI#4

Definition
Availability of the Service
during Prime Service Time,
Monday to Friday., 08:00
until 18.00 Local
Time (Edinburgh UK)
including all statutory
holidays as published on
www.scotland.gov.uk/public
ations
Availability of the Service
during Unsupported Prime
Service Time, all day
Saturday & Sunday;
Monday to Friday before
08:00 or after 18.00 Local
Time (Edinburgh UK)
including all statutory
holidays as published on
www.scotland.gov.uk/public
ations;
Acknowledge and Assign:
within 45 minutes if logged
during Core Helpdesk Hours
or if logged out with Core
Helpdesk Hours within 45
minutes of the start of the
next period of Core Service
Helpdesk Hours. Updates
:all updates to Service Desk
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Target
99.5%

95%

2 SLA
failures per
month

Calls should be passed to
technical domain within 15
mins
KPI#4

Fix times as per PI#5

KPI#5

Customer satisfaction

KPI#6

RFC Response Time

KPI#7

Power usage

the AUTHORITY shall
dedicate all necessary
resources on a priority basis
to resolve a service failure
as per the AUTHORITY
published Service Levels
Customer satisfaction forms
returned with a satisfactory
marking or above
the AUTHORITY will ensure
that on receipt of completed
RFCs they will respond
within 10 Core Service Days
with either approval or
analysis and comment on
the potential costs.
«OrganisationAbbreviation»
shall not exceed the agreed
power usage of their
installation.

2 SLA
failures per
month

90%

1 SLA
failure per
month

99.5%

Communications with Customers
the AUTHORITY recognises the importance of open communications with
Customers and utilises the following channels
Method
Telephone
Helpdesk 0131 244 8500
Incident Updates
Access Request Form
email
Performance Report
Service Review Meeting
Service Message

Intended Audience
«OrganisationAbbreviation»
Lead Contacts
All Users
«OrganisationAbbreviation»
Lead Contacts
«OrganisationAbbreviation»
Lead Contacts
«OrganisationAbbreviation»
Lead Contacts
«OrganisationAbbreviation»
Lead Contacts
All data centre users
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Timing/Frequency
As and when required
As and when required
As and when required
24 hours prior to data hall
access
Prior to Service Review
Meeting
Quarterly
Prior to essential
maintenance

Additional Services Provided by the AUTHORITY
The following support services can be provided to the CUSTOMER by the
AUTHORITY at an additional cost (based on the published AUTHORITY Service
catalogue rates) to the Co-Location Hosting service.
Tape backup services
the AUTHORITY operates a full tape library service comprising off-site storage at
secure facilities. Typically, tape rotation operates on a 28 day basis. Full backups are
taken each Friday, with incremental backups taken on other days.
Tapes are stored on site at <<insert location>> within fireproof safes before being
despatched off site. Whilst still at << insert location>>, data can be recovered from
tapes at no further cost. Once they have been taken off site there is an
administration charge levied to return the tapes to site, if required in exceptional
circumstances.
Hot hands
the AUTHORITY can assist the remote configuration of the CUSTOMERS systems
by performing local tasks which need physical interaction with the equipment. This
would be performed under the direct instruction of the «OrganisationAbbreviation»
technical domain.
Co-Location Service Development
Overview
the AUTHORITY reserves the right to continue to develop and improve all its
services and products in order to exploit new and advancing technology and
guidance and to meet the demands of developing policies and legislation.
the AUTHORITY will work in partnership with its customers to this end so that
developments to any of the services bring increased business benefits to both the
AUTHORITY and its customers.
Change management relates to the processes and procedures involved in changing,
adding or removing services. This section details the ways in which change will
affect you, and how you can help us deliver the best possible service to your
organisation.
Change can occur for a number of different reasons e.g.





New products (software or hardware)
New versions of existing products (e.g. new software release or new hardware
model)
Upgrades to existing products (e.g. software service release)
Minor change to current system or service configuration (e.g. Software Patch
management or more equipment)
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Changes may be initiated by the customer, by the AUTHORITY or by the system
owners whose systems are accessible through the Co-Location Service.

Customer-initiated Change
Customers may wish to request changes to the service.
the AUTHORITY will supply a Request for Change (RFC) form (attached at
Schedule 2 section 7) to be used when requesting additions or changes. When
completing an RFC, please ensure that all relevant information is provided, to
prevent a delay in servicing any particular request. Where there are cost implications
of the change, a proposal will be returned for financial approval prior to any work
commencing.
The AUTHORITY initiated Change
The AUTHORITY reserve the right to introduce new products and services and new
versions of existing ones. When we do this, we make every effort to give customers
as much notice as possible and to ensure that each product is adequately tested.
While we test against existing the AUTHORITY products and applications, we
require customers to test their own installations to assess the risks and impacts
associated with system change
Target Delivery Times for Changes
Installations, moves, additions and changes of hardware and software on the
available environments are typically delivered within the following timescales:Activity
User Access
New User Access

Typical Timescale
24 hours
10 days

Timescales for other changes are not pre-defined. Where such changes are
requested, an assessment of the change will be made and a target completion date
provided to the customer.
the AUTHORITY monitors its performance at meeting these delivery targets and
completion dates and produces regular reports for its customers as described in
Schedule 3.
IT Service and Business Continuity
the AUTHORITY maintains a detailed IT service continuity plan, which is
continuously monitored and reviewed, in a perpetual state of readiness. It is also
tested on a regular basis to ensure that it is fit for purpose.
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This plan covers the infrastructure provided by the AUTHORITY, including
Mechanical & Electrical devices but NOT any business application servers, switches
etc., managed or administered by the customer or their service provider.
Customer organisations must ensure that they have a business continuity plan for
their organisation that can be invoked as appropriate. While customer organisations
ultimately own this plan, the AUTHORITY is pleased to provide business consultancy
advice to develop and optimise business continuity plans where appropriate.
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Schedule 2 – Data Centre Usage
Facilities Used
The CUSTOMER uses «RacksUsed» rack(s) in the AUTHORITY Data Centre. This
is located in the AUTHORITY Data Centre <insert name of room>>.
The following facilities are provided.
 The CUSTOMER systems at rack positions «RackPosition» inclusive.
Set Up Charge
The setup charge for the services proposed is £X, exclusive of VAT. The cost
breakdown per rack is XXXXXXX
Part No.

Server Rack &
Components

AR3150

APC Rack Netshelter
SX 78"Hx29"Wx42"D
32Amp Metered PDU

1

Koldlok Brushed Floor
Grommet

1

Floor Grille

1

AP8853
CPI
13675001

Unit Installation Total
Price

Quantity Sub Total
Total

2

XXXX

This charge is for the work to support the installation and preparation of the rack and
rack PDUs. This includes the rack and cabling within the data centre to connect to
the customer‟s network services as well as any out of hours attendance by the
AUTHORITY personnel.
Annual Service Charge
The annual charge for locating «RacksUsed» rack(s) for a minimum period of twelve
months from the date of installation is £X exclusive of VAT.
VAT will apply to the Setup and Annual Service Charges as
«OrganisationAbbreviation» has a separate VAT registration from that of the Scottish
Government.
The Annual Service Charge will apply from the start of the month when installation is
completed and will continue, at the end of any agreement, until the CUSTOMER
equipment is removed from the Data Centre.
The charge includes the provision of the electricity to power the customer‟s
equipment and a share of the power to provide the data centre environment.
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Charges will be subject to an Annual Cost Review with any change applicable from
the start of the following financial year. Power costs are a significant element of the
hosting charge and the AUTHORITY reserves the right to review the charge for the
co-location service if the consumption of or tariff for electricity increases significantly.
Any increase will be based on a simple cost recovery model.
Rack and Power
The power supply train is built to Tier 3 Standards (N+1) with all critical
components being concurrently maintainable.
The power supply train on site has been duplicated to meet Tier 3 standards and its
aim of eliminating any single points of failure. Each rack in the DC has two separate
32 amp power supplies, referred to as an “A” and a “B” supply, these are located
below and adjacent to each rack
Each supply starts at its own high voltage transformer and is connected via
switchgear and power distribution units to each rack within the Data Centre. Each
supply is protected by one of two centralised uninterruptible power supply (UPS) and
by one of two generators. Each generator and UPS can individually take the site load
and in the event of a transformer failure operation of a bus coupler would ensure
continuity of supply to all 32 amp supplies.
the AUTHORITY have standardised on the use of APC NetShelter SX racks, these
are provisioned with 2 no. 32Amp Power Distribution Units. The installation and
preparation of these components can be carried out by the AUTHORITY on behalf of
the customer. The rack dimensions are 42u (750 x 1070) and have lockable front,
rear and sides. The doors come with standard lock and key but can be fitted with
individual locks and also an optional combination lock with key override.
The Data Centre is designed to host racks with a maximum power of 4 KWh. The
rack PDU‟s are manageable via SNMP and provide power consumption statistics. If
requested the AUTHORITY can provide continual monitoring and reporting of the
electrical consumption down to rack level.
The CUSTOMER rack(s) will be located in <Insert location>> at Row «Row» and will
be labelled with the following rack position(s) „«RackPosition»‟.
Network Connectivity
The provision of the external network connectivity to the Data Centre is the
responsibility of the customer. the AUTHORITY will provide assistance with the
installation of the required services but these services must be ordered by customer.
The AUTHORITY will provide connectivity from the Telecoms providers‟ racks to the
customer equipment racks, a charge to cover the cabling costs will apply and this will
be included in the one off setup charge.
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At present the Data Centre uses services provided by a number of Telecoms
providers including <<insert providers e.g. C&WW, BT, VirginMedia and Verizon>>.
Customers are free to add other providers.
Environment
Cooling system is designed and built to Tier 3 Standards (99.98% uptime),
equates to 1.6 hours of site caused downtime p.a.
The operating temperature and humidity within the Data Rooms is continuously
monitored via the BEMS. Currently Data Room 2 is set to operate at 25 +/- 2
degrees Celsius and 35% humidity. As part of our initiative to use energy efficiently
we constantly monitor the environment and in consultation with DC customers we
may make adjustments to these settings.
Very Early Smoke Detection Apparatus (VESDA) is installed in the data rooms and
electrical plant rooms to provide first level detection and alerting of any risk of fire
and an FM200 gas fire suppression system is installed in the data and plant rooms to
prevent any fire. This system reduces the oxygen to a level at which fire is not
possible. Customer‟s equipment racks should be kept clear of any combustible
material in particular paper and cardboard as these systems are sensitive to airborne
particulate matter. A dedicated build room is provided as an area to unpack and
configure equipment prior to installation.
Security / Access
The facility is contained with the Scottish Government Saughton House site which
benefits from multi camera surveillance and monitoring 24 hours a day. Video
cameras are installed inside the Data Rooms and all doors have access controls.
The DC is designed with the objective of being “a lights out” facility with access only
required to install or repair IT hardware. It is anticipated that virtually all systems
management activity will be completed remotely.
Access to the Data Centre is strictly controlled. Customers and their contractors will
have to comply with the access rules. Baseline clearance (BPSS) is required to gain
access to Scottish Government (SG) buildings and a permit to work must be
approved in advance to gain access to the DC. Planned changes require 24 hours
advance notice but Emergency Access can be provided with a minimum of 1 hour
notice. Details of BPSS clearance are available from the
AUTHORITY IT Security Branch (insert contact details).
Access to the Data Rooms is strictly controlled and can only be arranged by
following the „Data Room Access Procedure‟. A Permit to Work will be required
before any moves, adds & changes are carried out this requires the approval of the
Data Centre Manager and will be provided on receipt of any necessary risk
assessment and method statement.
Planned or Emergency Access to the data centre during the working week <<insert
timings e.g. Mon to Fri between 07:00 and 19:00>> is included within the standard
service. Access out with these times can be arranged but may incur additional
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charges i.e. in the event of a member of the AUTHORITY staff being required to
attend, in this case the relevant hourly rate will be charged.

Monitoring and Alerting
The DC plant is monitored continuously by a dedicated Building and Energy
Management System (BEMS). The system provides over 160 different alarms and
determines which combination of alarms are critical and require an immediate
response. All alarms are reported to the DC plant engineer and critical alarms are
monitored on a 7 X 24 hour basis by our Maintenance Contractor who provides a
one hour on-site response.
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Schedule 3 – Management
Information
A standard quarterly report will be provided by the AUTHORITY.
The frequency of the report would be agreed between the AUTHORITY and the
CUSTOMER.
Additional service information can be made available, but this would be a chargeable
service, with costs dependent on the information required.
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Schedule 4 Data Protection
1. Data Protection Background
(A) The CUSTOMER processes personal data in connection with its statutory
functions under the Legal Profession and Legal Aid (Scotland) Act 2007;
(B) The AUTHORITY provides Information and Communications Technology
Services to the CUSTOMER in the course of which it processes personal data on
behalf the CUSTOMER;
(C) Article 17(2) of the Data Protection Directive 95/46/EC (as hereinafter defined)
provides that, where processing of personal data is carried out by a processor on
behalf of a data controller the controller must choose a processor providing sufficient
guarantees in respect of the technical security measures and organisational
measures governing the processing to be carried out, and must ensure compliance
with those measures;
(D) Articles 17(3) and 17(4) of the Data Protection Directive require that when
processing is carried out by a processor on behalf of a controller such processing
must be governed by a contract or legal act binding the processor to the controller
stipulating, in particular, that the processor shall act only on instructions from the
controller and that the technical and organisational measures required under the
appropriate national law to protect personal data against accidental or unlawful
destruction or accidental loss, alteration, unauthorised disclosure or access, in
particular where the processing involves the transmission of data over a network,
and against all other unlawful forms of processing, shall also be incumbent on the
processor;
(E) Paragraph 7 of Part I of schedule 1 to the Data Protection Act 1998 (“the seventh
data protection principle”) requires that appropriate technical and organisational
measures shall be taken against unauthorised or unlawful processing of personal
data and against accidental loss or destruction of, or damage to, personal data;
(F) Paragraph 12(a)(i) and (ii) and paragraph 12(b) of Part II of schedule 1 to the
Data Protection Act 1998 require that where processing of personal data is carried
out by a data processor on behalf of a data controller, the data controller is not to be
regarded as complying with the seventh data protection principle unless
(a) the processing is carried out under a contract which is made or evidenced
in writing and under which the data processor is to act only on instructions
from the data controller, and
(b) the contract requires the data processor to comply with obligations
equivalent to those imposed on a data controller by the seventh data
protection principle;
(G) In compliance with the above mentioned provisions of Article 17 of the Data
Protection Directive, and schedule 1 to the Data Protection Act 1998 the
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CUSTOMER and the AUTHORITY wish to enter into this processing security
Agreement.
The parties hereby mutually agree as follows:
In this Schedule the following words and phrases shall have the following meanings,
unless inconsistent with the context or as otherwise specified:
“Data Protection Directive” means Directive 95/46/EC of the European Parliament
and Council of 24th October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data;
“Data” means information which
(a) is being processed by means of equipment operating automatically in response
to instructions given for that purpose,
(b) is recorded with the intention that it should be processed by means of such
equipment,
(c) is recorded as part of a relevant filing system or with the intention that it should
form part of a relevant filing system,
(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record
as defined by section 68 of the Data Protection Act 1998, or
(e) is recorded information held by a public authority and does not fall within any of
paragraphs (a) to (d);
“National law” means the law of Scotland;
“personal data” means data which relate to a living individual who can be identified –
(a) from those data, or
(b) from those data and other information which is in the possession of, or is likely to
come into the possession of, the data controller, and includes any expression of
opinion about the individual and any indication of the intentions of the data controller
or any other person in respect of the individual;
“processing” in relation to information or data means obtaining, recording or
holding the information or data or carrying out any operation or set of operations on
the information or data, including –
(a) organisation, adaptation or alteration of the information or data,
(b) retrieval, consultation or use of the information or data,
(c) disclosure of the information or data by transmission, dissemination or otherwise
making available, or
(d) alignment, combination, blocking, erasure or destruction of the information or
data;
“relevant filing system” means any set of information relating to individuals to the
extent that, although the information is not processed by means of equipment
operating automatically in response to instructions given for that purpose, the set is
structured, either by reference to individuals or by reference to criteria relating to
individuals, in such a way that specific information relating to a particular individual is
readily accessible;
“sub-contract” and “sub-contracting” mean the process by which either party
arranges for a third party to carry out its obligations under this Agreement and the
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“sub-contractor” shall mean the party to whom the obligations are sub-contracted;
and
“Technical and organisational security measures” means measures to protect
personal data against accidental or unlawful destruction or accidental loss, alteration,
unauthorised disclosure or access and against all other unlawful forms of
processing.
2. Consideration
In consideration of the CUSTOMER engaging the services of the AUTHORITY to
process personal data on its behalf the AUTHORITY shall comply with the security,
confidentiality and other obligations imposed on it under this Agreement.
3. Security Obligation of the AUTHORITY
3.1 The AUTHORITY shall only carry out those actions in respect of the personal
data processed on behalf of the CUSTOMER as are expressly authorised by the
CUSTOMER.
3.2 The AUTHORITY shall take such technical and organisational security measures
as are required under its own national law, and in particular under the seventh data
protection principle in schedule 1 to the Data Protection Act 1998, to protect personal
data processed by the AUTHORITY on behalf of the CUSTOMER against unlawful
forms of processing. Such technical and organisational security measures shall
include, as a minimum standard of protection, compliance with the legal and practical
security requirements set out in Appendix 1 of this Schedule.
4. Confidentiality
4.1 The AUTHORITY agrees that it shall process personal data under this
Agreement on behalf of the CUSTOMER in confidence. In particular, the
AUTHORITY agrees that, save with the prior written consent of the CUSTOMER, it
shall not disclose any personal data supplied to the AUTHORITY by, for, or on behalf
of, the CUSTOMER to any third party. For these purposes, “third party” means, in
relation to any personal data, any party other than
(a) the data subject,
(b) the CUSTOMER, and
(c) the AUTHORITY
and, for the avoidance of doubt, excludes any part of the Scottish Government, and
any person employed by or providing any service to the Scottish Government, other
than the AUTHORITY.
4.2 The AUTHORITY shall not make any use of any personal data supplied to it by
the CUSTOMER otherwise than as is necessary for the provision of the services to
the CUSTOMER.
4.3 The obligations in clauses 4.1 and 4.2 above shall continue for a period of five
years after the cessation of the provision of the services by the AUTHORITY to the
CUSTOMER.
4.4 Nothing in this Agreement shall prevent either party from complying with any
legal obligation imposed by a regulator or court. Both parties shall however, where
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possible, discuss together the appropriate response to any request from a regulator
or court for disclosure of information.
5. Sub-contracting
5.1 The AUTHORITY shall not sub-contract any of its rights or obligations under this
Agreement without the prior written consent of the CUSTOMER.
5.2 Where the AUTHORITY, with the consent of the CUSTOMER, sub-contracts its
obligations under this Agreement it shall do so only by way of a written agreement
with the sub-contractor which imposes the same obligations in relation to the security
of the processing on the Sub-contractor as are imposed on the AUTHORITY under
this Agreement.
5.3 For the avoidance of doubt, where the sub-contractor fails to fulfil its obligations
under any sub-processing agreement, the AUTHORITY shall remain fully liable to
the CUSTOMER for the fulfilment of its obligations under this Agreement.
6. Term and Termination
6.1 This Agreement shall continue in full force and effect for so long as the
AUTHORITY is processing personal data on behalf of the CUSTOMER.
6.2 Within 14 days following termination of this Agreement the AUTHORITY shall, at
the direction of the CUSTOMER, (a) comply with any other agreement made
between the parties concerning the return or destruction of information or data, or (b)
return all information or data passed to the AUTHORITY by the CUSTOMER for
processing, or (c) on receipt of written instructions from the CUSTOMER, destroy all
such information or data unless prohibited from doing so by any applicable law.
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Appendix 1
This is Appendix 1 referred to in Schedule 4 to the foregoing Agreement between the
AUTHORITY (Information Systems and Information Services) and
«OrganisationAbbreviation» («Organisation»)
1. Legal Requirements
The AUTHORITY shall, in respect of the processing of personal data on behalf of the
CUSTOMER, identify and comply with any specific security provisions imposed by its
national law.
2. Practical Security Measures
2.1 In compliance with its obligations under clause 3.2 of Schedule 12 to the
Agreement with regard to the processing of personal data on behalf of the
CUSTOMER, the AUTHORITY, as a minimum requirement, shall give due
consideration to and take appropriate action in order to comply with its obligations
under this Agreement and the national law in relation to the following types of
security measures:
2.1.1 Information Security Management Systems;
2.1.2 Physical Security;
2.1.3 Access Control;
2.1.4 Security and Privacy Enhancing Technologies;
2.1.5 Awareness, training and security checks in relation to personnel;
2.1.6 Incident/Response Management/ Business Continuity; and
2.1.7 Audit Control/ Due Diligence.
3. Definitions and Interpretation
In this Appendix, the following words and phrases shall have the following meanings,
unless inconsistent with the context or as otherwise specified:
“Information Security Management Systems” means that part of the overall
management system, based on a business risk approach, to establish, implement,
operate, monitor, review, maintain and improve information security, and includes
the statement of an information security policy.
“Physical Security” means the layout and design of facilities, combined with
suitable security measures, such as lockable doors, alarms, security lighting or
CCTV, used to prevent unauthorised access and to protect personal data, and
includes the measures taken to control and monitor access to personal data. Within
Scottish Government this is achieved through a combination of manned guarding
and an automated access control system complimented by a photographic security
pass system;
“Access Control” means procedures for authorising and authenticating users, e.g.
the use of passwords, and software controls for restricting access in order to protect
personal data;
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“Security and Privacy Enhancing Technologies” means computer tools,
applications and mechanisms such as anti-virus software, firewalls and encryption
software, which – when integrated in online services or applications, or when used in
conjunction with such services or applications – allow the protection of personal data
processed by such applications;
“Awareness, training and security checks in relation to personnel” means the
programme of making staff aware of, and providing training to staff in respect of,
their legal obligations in relation to processing data, as well as the baseline security
checks on personnel that are mandated within Scottish Government as part of its
ongoing ISO / IEC 27001 and GSI security accreditation;
“Incident/Response Management/ Business Continuity” means the monitoring
and detection of events which could breach data security requirements of this
Agreement or the national law, and the execution of proper responses to those
events. Business continuity is the activity performed to ensure that business critical
functions will continue to be available to customers, suppliers, regulators and other
entities in the event of a security event;
“Audit Control” means having in place security audit arrangements to ensure that
the security procedures in place are effective, including good record keeping,
auditing of who has access to personal data, logging of such access and auditing of
compliance with security procedures; and
“Due Diligence” means the taking of all reasonable steps to ensure that the
requirements of data security in this Agreement and in the national law are complied
with.
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Appendix 2
Summary of Responsibilities
AUTHORITY:
1.
Provide and maintain a resilient data centre architecture
2.
Test the Mechanical & Electrical systems regularlyNotify
«OrganisationAbbreviation» of planned preventative maintenance to
infrastructure in advance
3.
Control access to data hall
4.
Provide guidance on Health and Safety use within VESDA areas
5.
Respond to service failures within SLA
6.
Respond to Requests for Change within SLA
7.
Chair Quarterly Service Meetings
8.
Monitor and provide performance reports for Service Meetings
CUSTOMER:
1. Procure an external network supply at own cost
2. Give 24 hours‟ notice of intention to access the data centre in person.
3. Provide and maintain an accurate list of staff and contractors who require access
to the data centre for BPSS clearance
4. Ensure only BPSS cleared contractors attend the data centre (or provide a BPSS
cleared escort)
5. Familiarise themselves with and follow all Health & Safety guidance before
entering VESDA areas.
6. Use build area to unbox and assemble equipment prior to installation in data
centre.
7. Keep rack area clear and tidy. – No packaging is allowed in data centre
8. Do not exceed agreed power consumption of racks.
9. Attend Quarterly Service Meetings

38

Annex 2 – Case studies
Scottish Prison Services (SPS)
Scottish Prison Services had an ageing internal ICT facility and an unreliable
expensive offsite disaster recovery function all of which created a number of risks for
the organisation in terms of continuity and operations.
The nature of the organisation and the sensitivity of their data was the driver to
implementing a colocation model as it also avoided the cost of upgrading the existing
environment and power consumption estimated at £20m.
The solution was to host their primary facility at the Scottish Government data centre
at Saughton House and their secondary facility at South Lanarkshire Council‟s data
centre in Hamilton.
The solution reused services that were already in existence in terms of infrastructure
(cooling, fire suppression systems, power etc.), security and monitoring and allowed
SPS to concentrate their resources on the virtualisation of their server estate to
further reduce their costs on hardware, power and licence requirements. The new
architecture has also allowed the secondary site to provide more live services such
as an additional live internet link and also to have fewer single points of failure.
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