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Introduction
The purpose of this document is to report on and assess against any potential Data Protection or Privacy Impacts as a result of the implementation/use of the Scottish Household Survey, including the physical survey and travel diary elements.
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Description of the project

Description of the work:
The Scottish Household Survey (SHS) is a large-scale social survey which gives Scottish residents an opportunity to directly tell the Scottish Government about their experiences and perceptions of living in Scotland.  It also provides evidence on the physical condition of Scotland’s homes to inform public policy.

Ownership
Scottish Ministers are the data owners. Survey data is shared with the wider research community through the UK Data Service once appropriate disclosure control measures have been applied. The disclosure control methods pseudonymise the data and protect respondents’ identities. Details of the disclosure controls used are published alongside the datasets.  The data can also be shared with researchers on application, which are then carefully assessed (special data requests).  All applications follow a rigid approval process against a set of criteria, including researcher’s accreditation and security of the research environment.

Governance
The governance arrangements of the Scottish Household Survey are broadly carried out by the following three. 
 
1.	SHS Project Manager:  manages and co-ordinates day-to-day and longer term strategic SHS activity.
2.	Communities Analysis Division: the Head of Equality Poverty and Social Justice and Deputy Director (DD) have overall responsibility for the SHS.
3.	SHS steering group: provides professional advice to support the long-term strategic development of the SHS itself within the Long-Term Survey Strategy 2018-2022 in Scotland, for the Government analytical community and for evidence-based policy making.

The remit of the steering group is to act as a sounding board, and to comment constructively on:
•	Governance and decision making processes;
•	Consider the fundamental basis for, and purpose of, the survey to allow for the justification of its continuation, where appropriate;
•	Support the on-going strategic SHS Survey Questionnaire Review process;
•	Consider the alignment of the SHS with other Scottish Government and local authority analytical work. In particular, this should consider developments such as the National Performance Framework, the Long Term Strategy for Population Surveys in Scotland, any Analytical Services Reviews, and the wide array of local government resident’s surveys;
•	Provide advice on funding, procurement and resource issues;
•	Provide key stakeholder input to the on-going development of the SHS and ensure that the stakeholder base is comprehensive and influential.
•	Represent the SHS and feedback progress to respective organisations.
•	Promote the value of the SHS to stakeholders, encouraging engagement, best practice and effective utilisation of the SHS data.

In addition, Scottish Government Lead analysts and the Office of the Chief Statistician & Data Officer (OCS) are also involved in some survey decision-making.

Lead analysts network - Scottish Government lead analysts have responsibility for SHS topics and questions, including question development. This includes liaising with users of their data (internal policy colleagues and external users), production and quality assurance of data in their chapter of the SHS annual report, and analysing data for their topic areas to inform government policy and for meeting external requests for survey results and analysis.

The Office of the Chief Statistician & Data Officer (OCS) undertakes the sampling and weighting for SHS data (similar to the Scottish Health Survey and the Scottish Crime and Justice Survey) and provides technical advice.

Benefits of the project
The SHS provides information about the characteristics, attitudes and behaviour of Scottish Households and individuals on a wide range of policy topics and issues. The SHS has been running continuously since 1999. The SHS provides information annually at national level and at local authority level. The Scottish House Condition Survey (SHCS) provides national-level data annually, and by combining 3-years’ worth of data to produce local-authority level data. The SHCS first took place in 1991 as a one off large scale survey with further surveys in 1996 and 2002 before becoming a smaller, continuous fieldwork survey in 2003/04 and then joining the SHS as a module in 2012.

The survey directly benefits citizens as the data is used to make or evaluate policy which improves lives of the people in Scotland.  

The survey provides robust data on a wide range of different topics, including housing, transport, neighbourhoods, social justice, sport and physical activity, internet use/digital engagement, views on local services, culture, the environment, volunteering, as well as physical condition of housing stock in Scotland including energy efficiency and fuel poverty. The SHS is often the only source of reliable evidence on these topics and issues for central and local government and other stakeholders.

Data collected through the SHS provides information for about a fifth of the National Indicators in Scotland Performs. The survey is used extensively across the Scottish Government and local authorities and is highly valued by stakeholders including COSLA, SOLACE and the Improvement Service.

Address and Postcode personal data are drawn from the Postcode Address file for the sample. In the light of COVID-19, the SHS is restarting on the basis of telephone or video interviews, so the postcode address file will be ‘matched’ to find available telephone numbers for sampled addresses by a specialist sampling companies (DBS and ReadGroup). Note that video interviewing will be undertaken by a one-way MS Teams call, where the interviewer can show his or her face but the participant will not show their screen.  Address and contact details are never connected to any resultant survey information such as household type or size. Telephone numbers are destroyed within two months of a survey being completed or if the respondent has informed us that they do not wish to participate.  Name and additional contact details are collected during the survey only if a householder gives permission to be re-contacted again for a follow-up survey. Date of birth is collected only for people near key thresholds to ensure accuracy of the data (such as checking age variables). It is processed securely by the contractor and passed onto the SG separately from all other datasets. 

Planning mechanisms 
Planning is undertaken by the survey project manager (internal) and the steering group (both internal and external members). 

Reporting mechanisms

Annual Reports (national and local authority tables) are produced for the Scottish Household Survey, the Scottish House Condition Survey and the Transport and Travel in Scotland. These are freely available in web format. Detailed analyses and studies have been published drawing on information from the survey - these take the form of topic reports and other such publications.

The main release of SHS results is through the SHS annual publication, which is accompanied by the SHS Local Authority Tables as well as the technical publications.

Indicators sourced from the SHS are also published in a number of other web resources, including the following:
1.	Scotland Performs
2.	Equalities Evidence Finder
3.	Local Outcome Indicators (Improvement Service)
4.	Local Health Profiles (Scottish Public Health Observatory)
5. 	Scottish Government’s Housing and Regeneration Outcome indicators

The SHS is also used extensively in producing a number of associated reports and publications as well as being used extensively for a number of academic research purposes. 

The SHS and SHCS analysis and reporting is undertaken by Communities Analysis Division, Scottish Government, while the Transport Scotland prepare the annual Transport and Travel in Scotland publication.  Other analysis is undertaken by the SG lead analyst network, some of which publish their own reports.

Risk management
Managing risk is essential to the successful operation of any project. Business continuity plans refer to the arrangements that are in place to ensure the smooth operation of the business in the event of major disasters such as fire or flood, as well as smaller and more localised disruption to local networks. Ipsos MORI, the current contractor, and the Scottish Government both have such plans in place. 

Project risks refer to the potential for project objectives to be adversely affected by issues that are related to the implementation of an individual project or to specific features of a project that make it more risky than other projects. After a careful risk assessment, the project as a whole is judged to be medium risk, up-graded from the previously low risk due to the risks of the current situation with COVID.  There is a moderate to high risk that we will not be able to collect 2020 data.  Further information on risk is contained in Section 7 – ‘risks identified and appropriate solutions or mitigation actions proposed’.  

Due to the unforeseen COVID pandemic the SHS has been put at greater risk because it relies on face to face interviews between the contractor and the respondent as well as a field force of interviewers and surveyors travelling around the country.  Due to the risks of virus transmission face to face contact is not currently allowed so alternative modes of no-contact/ no-travel data collection have been developed with telephone and one-way video interviewing. This eliminates any risk of the virus transmission due to SHS for both the field force and the respondent. During these alternative modes of data collection the interviewer will record answers direct onto the CAPI device in the same way that they would if they were in a face to face situation.  

The major project risks are interviewing shortfalls, which result in failing to meet response rate targets, lower conversion rates for random adult and physical survey, (questionnaire and interview) errors and data processing errors. The move to telephone and one-way video interviewing introduces additional risks around response rate (which is expected to be much lower, as it will not be possible in most cases to have personal contact other than by letter to encourage participation) and questionnaire errors (due to changes required to ensure the survey works by telephone).

There is also a risk of measurement error. The questions were designed for the survey to be completed face-to-face and have been adapted for use by telephone. 

A pilot of the revised methodology will be carried out to assess the likely response rates and the level of increased risk of measurement error. 

There are always leakage risks when dealing with personal data. Appropriate measures are being taken and continually reviewed to ensure personal data stays confidential. These will not change due to the change in data collection mode. These are as follows:
	- disclosure controls protecting individual anonymity are thoroughly tested before data is placed in the UK Data Service 
-	 data is available to researchers for analytical purposes upon their registration. Uses of the survey data are monitored by the survey team.    
- 	disclosure controls are applied to all data before its release, as set out in the Code of Practice for Statistics. This includes bespoke datasets requested from external researchers (called special datasets), tables published in the main annual report, ad-hoc analyses, and data tables published on www.statistics.gov.scot
- 	access to datasets is restricted to only those analysts who require it for business reasons. There are different levels of access. Contact details are only available to the core SHS team (currently 3 analysts). Travel diary data (which includes home, work and school postcodes) is available only to the core SHS team and the Transport team (2 analysts). The SHCS data is accessible only to the core SHS team and the SHCS team. The remaining social data (which includes special category data, such as health, ethnicity, or religion, is accessible by only the lead analyst network. Their access is carefully reviewed by the SHS project manager. 

The full risk assessment with mitigating actions is available on request.   Ipsos Mori have provided a revised risk register which is held on file.  



Personal data to be processed.
	 Variable
	Data Source

	Address
	Postcode Address File

	Phone number
	DBS/READ GROUP telephone matching 

	Name and contact details; phone number and/or email address
	Interviewee

	Date of birth
	Interviewee

	Ethnicity, religion, sexual orientation
	Interviewee

	Long-term health condition
	Interviewee


Note
The GDPR’s definition of personal data - Article 4 states that “‘personal data’ means any information relating to an identified or identifiable natural person (‘data subject’)”i.e. only information that can lead to identification of an individual is considered as personal data. So although income is sensitive information for some, it is not personal information as per this definition.


Describe how this data will be processed:
All data is transferred from the contractor to the SG via a secure data transfer online system, the files are encrypted and password protected. 

The data is held by SHS in restricted drive, with access restricted to a small number of analysts, as described above. The information is held on a separate server which has restricted access. Researchers can request the data. Applications for access to this data are carefully considered by the SHS project manager, and if necessary by the Scottish Government’s Data Access Panel run by the Office for the Chief Statistician & Data Officer (OCS).

The information is disposed once conditions for it to be kept no longer apply, in accordance with Scottish Government policies.  The contact details, supplied with consent, will be deleted after 5 years. Only first name, last name, postcodes, and date of birth (where available), will be retained to allow data linkage in the future.

The data does not need to be kept up to date. New samples are drawn annually. For the follow-up sample, providing new contact details (e.g. email, telephone number) to the Scottish Government is the responsibility of the applicant.

Further detail

Sampling information is held by OCS.  OCS retains the sample details for the SHS (which is a Postcode Address File extract containing address information, postcode, and a unique ID number/property reference). OCS also has access to a cross-reference file for SHS (held by SHS team on their servers) that allows the survey data to be linked back to the PAF. This allows for additional geographic analysis using information not passed through the survey data processing pipe (e.g. postcode, census output area, grid reference, etc.).

Where is the data held?

Information & Technology Services (iTECS) is a division of the Scottish Government with responsibility for operating the majority of its IT Systems and Infrastructure. 

These systems are hosted in one of two data centres and can only be accessed from the internal Scottish Government network, known as SCOTS. The primary data centre is at Saughton House, a Scottish Government building in Edinburgh.

In the specific case of the Scottish Household Survey, the data is held on a storage area network (SAN) physically located in the primary data centre in Edinburgh. This data is also replicated to a SAN in the secondary data centre which is located in the Kaird, Hamilton, Scotland, and additionally backed up every weekend to separate storage in the primary data centre. The Information Asset Owner (IAO) for this data is Audrey MacDougall, Deputy Director: Communities Analysis Division and Chief Social Researcher, and Information & Technology Services (iTECS) fulfils the role of System Custodian.

As System Custodian, iTECS operates and manages the data storage system to ensure it is protected, held securely and can only be accessed by users who have been approved by the IAO or Systems Owner, in this case, the Scottish Government’s Chief Statistician, Roger Halliday.

Ipsos MORI also hold Scottish Household Survey data and have systems in place to securely store the data.

To enable matching of telephone numbers to the sample, Ipsos MORI will transfer the address file data only to external contractors (DBS and ReadGroup) who has been fully approved by them for GDPR compliance. This will be done via a secure data transfer online system, with the files encrypted and password protected in transit from Ipsos MORI and back to Ipsos MORI. DBS and ReadGroup will be required to destroy the files after the telephone matching is complete. 

When the interview is moved to telephone/one-way video, participants will be written to, to ask them to opt in to the survey, via an online portal provided by Ipsos MORI. They will be asked to provide a phone number and email address, so that an interviewer can contact them to arrange a time for interview. This will be processed on Ipsos MORI 365 servers located in the EEA. All email address or phone number will be deleted within 30 days of taking part in the survey (unless participants provide consent allowing retention of their contact details for the purpose of further statistical research projects.
To mitigate against the cost of any participants using or paying for data to do take part in the survey,   we are giving every participant a £20 voucher for taking part.



Explain the legal basis for the sharing with internal or external partners:
This survey is conducted as “public task in the public interest” (as defined in Article 6 of the GDPR), and is based on the section 5 of the Science and Technology Act 1965 and section 2(2)(r) of the Housing (Scotland) Act 1988. As defined in the Article 9(2)(j) of the GDPR, the special category data is processed for research and statistical purposes only.

There are three data sharing agreements in this survey, Data Sharing Agreements with Transport Scotland, Heriot-Watt University and Department of Business, Energy and Industrial Strategy (BEIS).  BEIS use the data in the National Household Model.  Together with other data, the Scottish Household Survey (SHS), primarily the travel diary data, forms part of the basic data in various transport models managed by the Land use and transport integration in Scotland (LATIS) Service.  These include the national model, the Transport Model for Scotland (TMfS) and a number of sub-national models comprising; SEStran Regional Model (SRM), Strathclyde Regional Transport Model (SRTM), Aberdeen Sub-Area Model (ASAM), Moray Firth Transport Model (MFTM) and the Tay Cities Regional Transport Model (TCRTM).   Heriot Watt agrees to only process the Data for the purposes of developing predictive functions for household income by area and establishing income distributions for households types and socio-economic groups.

There is a controller-processor arrangement between the Scottish Government and the current survey contractor, Ipsos MORI and their subcontractors BRE, CADS DBS and ReadGroup. A version of the data, having undergone statistical disclosure control is placed in the UK Data Service.  Also data is made available through special data set release process.  Any special data set releases are governed by the Data Access panel.  These can contain special category data but not contact details and are fully disclosure-controlled. More information on conditions for providing special datasets can be found on our website at: http://www.gov.scot/Topics/Statistics/16002/DataAccesAgreements
Data is deposited to the UK Data Service as an encrypted and password-protected file through University of Essex secure transfer system. 

The sample with addresses and postcodes is passed from the Scottish Government to Ipsos MORI, private-sector contractors, who then pass this information to interviewers. There is a controller-processor contract in place as part of the procurement contract.

Also personal data containing names, addresses and other contact details are released through the follow-on sample. This is regulated by the SHS project manager. More information is available from our website at: http://www.gov.scot/Topics/Statistics/16002/DataAccesAgreements.  As previously mentioned, access is carefully controlled and all contact are deleted after 5 years.  

In general the data security arrangements adopted by the major research suppliers reflect the importance of maintaining the trust of both clients and the public that confidential, personal, sensitive and potentially disclosive data is stored and transmitted securely. Given the losses of personal data that have been reported in the press, this issue has been given greater weight in recent years and in 2008 Ipsos MORI became the first UK agency to be awarded ISO27001 which is the international standard for information security.

As part of ISO27001, Ipsos MORI now has well established policies and procedures for data security. These are based on the following areas of security:

•	Restricting physical access to buildings – our main doorways are locked at all times and access can only be obtained by key or by contacting reception.  The office only contains 16 people so all visitors are obvious to staff members and tail-gating – gaining access by slipping in behind someone with access – is not possible. All visitors are signed into the office and external visitors are escorted by Ipsos MORI staff during their visit.
•	Access to servers is restricted using controls based on user accounts with access rights automatically controlled by "Active Directory" group security policies. Our file servers are housed in locked server rooms. The network is protected by appropriate use of firewalls and other network controls. 
•	Restricting access to project files - the SHS files are stored on a segregate, secure folder accessible only by the project team. When the information is sent outwith the project team then it is sent in an encrypted, password protected format, with a different password chosen on a case by case basis
•	Encrypting personal data – all personal data and files containing potentially disclosive data is stored using encryption. The minimum standard of encryption is AES256. Passphrases are restricted to only those people who need access to the data.
•	Secure transfer of data - Standard controls for the secure transfer of personal data include restrictions on the methods by which data can be transferred and specification of the form in which data can be transferred. 
•	Contact details – phone and one-way video interviews – Email addresses or phone numbers will be collected via an online portal for the purpose of inviting participants to take part in a phone or Microsoft Teams video interview.  All email address or phone number will be deleted within 30 days of taking part in the survey (unless participants provide consent allowing us to retain their contact details for the purpose of further statistical research projects. After deletion contact details will be permanently removed from Ipsos MORI Office 365 servers within 31 days. Email addresses and phone numbers collected via the portal will be processed on Ipsos MORI Office 365 servers located in the EEA.  Survey responses will NOT be processed or stored on Ipsos MORI Office 365 servers.

Company-wide security features such as restrictions on access to buildings and networks apply to the SHS in common with other projects. Data management and security arrangements are implemented as follows:

•	All SHS data is stored on a separate logical partition of the company’s file server, with access restricted to named members of the research team (the SHS drive).
•	All files with personal identifiers or which is potentially disclosive are stored in an encrypted volume on the SHS drive.  Access is restricted to only those people who process that data, currently only 3 members of staff.
•	Data files and all potentially disclosive data are only transferred by secure File Transfer Protocol  (FTP) which is a software used for secure transfer, also recommended by the data access panel.  It uses Ipsos Exchange, a secure server using individual logins over a secure (https) connection. Data files are encrypted using PGP either by public key encryption or using a pass phrase.
In essence, SHS data is routinely double-locked or triple-locked – stored on an encrypted volume in an encrypted file or transferred in an encrypted file over a secure network connection, and only certain members of the Ipsos Mori SHS executive team (currently only four people – names available on request) can make the link between the address and the social data.


Stakeholder analysis and consultation

List all the groups involved in the project, and state their interest.  
	Group
	Interest

	Members of the Scottish Population
	Members of the Scottish Population are contacted and asked if they will answer the survey questions. When the survey is conducted face-to-face, around 65% of those contacted go on to complete the survey interview.  

	Interviewers
	Interviewers all have been through a disclosure check. They ask the public the survey questions and enter the answers into a secure laptop.  

	Surveyors
	The survey normally involves around 3,000 physical surveys of homes throughout Scotland. These are carried out by a team of surveyors – who are subject to a criminal record background check. The surveyors record data using a digital pen, there are no personal data recorded on the form. The surveyors also take 4 photographs which are used in the data validation process.  However, these are not passed to the SG.  

	Contractors (currently Ipsos Mori, Building Research Establishment (BRE) C.A. Design Services (CADS), DBS Data solutions and Read Group

	The contractors are involved in batching up the sample of SG names and addresses into interviewer points and running the interview and surveyor teams. Then they are involved in cleaning and processing the resultant survey data and passing it to the Scottish Government.  DBS and Read Group are involved in matching telephone numbers, where available, to the sampled addresses.

	SG SHS team 
	The small SG SHS/SHCS team, currently 7 people, quality assures and analyses the data. This team handles all the requests for both special data sets and the follow-up sample. This team contains the survey contract project manager.

	SG lead analysts
	Within the Scottish Government, there is a network of analysts for each topic area e.g. communities, health, environment and so on. Each is responsible for analysing the survey data for their own particular topic, including for externally requested analyses, writing a chapter of the main SHS report/or publishing their own reports and providing a briefing to the policy contacts.

	Analytical colleagues in Office of the Chief Statistician (OCS), Scottish Government  
	Statisticians in the central team, Office of the Chief Statistician, are responsible for drawing the survey sample and monitoring fieldwork outcomes across all the surveys.  




Method used to consult with these groups when making the DPIA.
Members of the Scottish Population, interviewers and surveyors were not shown the Data Protection Impact Assessment before it was published.  However, upon publication the Scottish Household Survey news page was up-dated, an email was sent out through Scotstat[footnoteRef:1] notification system and a tweet was sent out. Through this, wider groups were informed. If further comments are received, a revised version of the Data Protection Impact Assessment could be released. This phrase has been added to the end of this document “If anyone reading this document has comments or suggestions for change, please email them to the Scottish Household Survey team  - SHS@gov.scot”.  [1:  ScotStat is a network for users and providers of Scottish Official Statistics. It aims to improve communication amongst those interested in particular statistics and facilitate the setting up of working groups on specific statistical issues.  Details of how to subscribe to this email list are available here. ] 


The draft DPIA was circulated to the contractors (currently Ipsos Mori and their subcontractor BRE who process physical data) and the following Scottish Government colleagues: SHS and SHCS teams, lead analysts and analysts in Office of the Chief Statistician (OCS) for comment before it was published. Comments were incorporated.



Method used to communicate the outcomes of the DPIA .
Publication of final Data Protection Impact Assessment on the survey website. Upon publication the Scottish Household Survey news page will be updated, and a Scotstat email and a tweet will be sent out.  Discussion with the private-sector contractors on their methods of handling the data took place prior to the publication of the Data Protection Impact Assessment.  

Questions to identify privacy issues

Involvement of multiple organisations
The survey process involves 4 private sector companies, currently Ipsos Mori, BRE, CADS DBS and Read Group. 

Ipsos MORI employs the following contractors to assist in carrying out the physical survey element:
•         C.A. Design Services (CADS) – the company who manage the physical survey appointment system
•         Building Research Establishment (BRE) – the company responsible for the processing of the physical survey data.  

They also contract DBS and Read Group to match telephone numbers (where available) to the sample of addresses, to facilitate interviewing by telephone while face-to-face fieldwork is suspended because of COVID-19.

All third parties or sub-contractors, including BRE, CADS DBS and Read Group, involved in delivering the contract have signed an explicit agreement guaranteeing observance of the relevant security measures and have satisfied Ipsos Mori’s general quality, compliance and information security requirements.  The approval process consists of checks of the suppliers’ adherence to our quality requirements and an assessment of their data protection, information security and other relevant compliance requirements. This includes, for example, assurance that staff are background checked to BPSS standards; IT infrastructure and information security controls are sufficiently robust and in line with Ipsos MORI and SG standards; and that they will adhere to Data Protection legislation. Following approval, sub-contractors are constantly monitored by the relevant Ipsos MORI research teams and its Compliance & Information Security Department may undertake further site visits or assessments as required.

On an annual basis, the physical survey sample is transferred to CADS prior to the start of fieldwork. Then, on a daily basis, surveyor appointment data is transferred to CADS. Key surveyor appointment information from the Dimensions CAPI script is transferred automatically and securely to CADS “Surveyor appointment system” for those who have agreed to a surveyor appointment. The data is password protected and sent using a web service on https. This information is only transferred if people have agreed to a surveyor appointment. The information transferred is: name of the householder; telephone number; appointment time; and date/any notes from the interviewer to the surveyor (for example, on directions to the property). This information is held securely in the CADS “Surveyor Appointment System” and can only be accessed by the research team at CADS, the SHS research team at Ipsos MORI, the surveyor who is allocated the address and their Regional Manager. To access the data a user name and password is required (allocated by CADS).

Transfer of data to/from CADS is undertaken over a secure web-service that is encrypted and password protected. CADS Surveyor Appointment System is a secure web-based Surveyor Appointment System to: monitor surveyor availability; allocate work to surveyors; record surveyors fees and expenses for payment; record all necessary information on the progress of the physical survey fieldwork.

All data transferred between Ipsos MORI and BRE (such as the final physical survey outcomes) and between Ipsos MORI and DBS and Read Group (i.e. the sampled addresses, with appended phone numbers), is transferred via Ipsos Exchange. All data transferred between BRE and the Scottish Government uses ShareFile; a system developed by Citrix, to safely and securely transfer data over the internet. This system is ideal for the transfer of the sensitive contact information that will be included in the sample file. With ShareFile, files are encrypted using 256-bit SSL. Once transferred, data is stored on secure file servers located on BRE’s secure site and access heavily restricted to approved personnel.

Between CADS and BRE Data is exchanged using SOAP web services, the web services are hosted on secure web servers at BRE and at CADS (SSL encryption & HTTP authentication). The CADS web service allows BRE to retrieve case data and to give CADS data on the status of a case and its final outcome. The BRE web service allows CADS to query the BRE data to get the outcome and dates associated with cases in bulk (all cases or cases for a quarter) to allows CADS to check that the sites are in sync.

The secure system used by BRE for data transfer over the internet is SSL encryption (secure socket layer) encryption which is the standard system for secure point-to- point connections over the internet.

Note that the physical survey form is designed so that the dwelling address is NOT included. The only identifier on the physical survey form is the 8-digit numeric ID.

The physical survey data collected by surveyors is downloaded securely from the digital pen to their laptop and uploaded to the BRE validation system. On completion of a day’s surveying, the surveyor will dock their pen with their PC in a docking station connected to the computer via a USB cable. On docking, the surveys stored in the pen’s memory will automatically transfer to the surveyor’s PC and the pen’s memory will then be completely cleared. At this point the surveyor will log-in to the ‘SHS PC application’ and upload their surveys to BRE’s SHS website (all surveyors have their own unique log-in ID and password, and the website uses Secure Socket Layer encryption technology). Surveyors and their Team Manager can then access BRE’s “Validation System” to check and amend data. 

The BRE validation system updates CADS “Surveyor Appointment System” with an outcome for each ID number (e.g. survey uploaded; not yet validated; survey validated). Only the unique id and the status of the survey is communicated. This is sent by a secure web based connection.
The finalised data is stored securely at BRE and undergoes processing to clean the data and produce a number of derived variables.  The finalised physical surveyor data is sent from BRE to Scottish Government and Ipsos MORI encrypted and by secure transfer. At Ipsos MORI the data is stored in a secure, restricted drive partition on a Windows servers on Ipsos MORI’s network (that only the project team have access to).

Additional information on Ipsos MORI’s data security arrangements is also available in section 3.4

Anonymity and pseudonymity
The procedures we have in place ensure that data are as anonymous as they can be to meet statistical analysis and reporting requirements, while held securely in our systems.

As explained in the leaflet that is sent to respondents alongside the advance issue letter, the addresses sampled for the survey are chosen at random from across the whole of Scotland using the Royal Mail’s postcode address file.  Nothing is known about the households before the visit. 

Once the addresses are selected, they are each assigned a unique reference number by Ipsos MORI and an interviewer, employed by Ipsos MORI, attempts to complete an interview at each address. During interview, identifiers such as names and dates of birth are captured to help set the context of questions during interview and also to help in the derivation of other key variables such as age and household type. The data is then processed by Ipsos MORI and these personal identifiers; names, dates of birth, full addresses and postcode, are removed from the dataset before any analysis takes place and before the main data set is delivered to the Scottish Government. The unique reference number generated by Ipsos MORI does not relate in any way to the characteristics of the respondents or their household.

A separate dataset with the names, full addresses and contact details, if provided by the interviewers, is kept by the Scottish Government for no longer than five years and it can be linked back to the data using the unique reference number. These addresses may also be used to carry out follow up surveys should the survey respondent give their permission to be re-contacted.

Furthermore, the annual sample drawn by the SG from the publically available small user Postcode Address File (PAF) is kept as it includes full address, including postcode, geographical coordinates and council tax bands. There are a number of reasons for this including:

•	It allows us to analyse the data by geographic areas such as Local Authority, Health Board, Urban Rural classification and Scottish Index of Multiple Deprivation and to update these geographic areas based on the addresses of the households when their boundaries change.  Postcodes we received from IPSOS MORI are in a separate file provide for re-contacts. This file is received at different time and so can’t be used for geographic analysis.  The crucial reason the sample file is kept is to enable access to full address information.  

•	It allows us to co-ordinate survey activity across Scottish Government to ensure that over each survey period we do not over burden a particular household with multiple surveys.

To help manage the anonymity of the data, the addresses and survey responses are held separately. The number of people who can make the link between the survey participants responses and their address is tightly controlled and there are currently only seven individuals within Scottish Government (5 in the SHS/SHCS team and 2 in OCS) and four in the SHS executive team at Ipsos MORI who have access to both records. Ipsos MORI hold address information throughout data cleaning and processing stages.  Ipsos MORI always keep the address information separate from the survey data.   Ipsos Mori send BRE postcode data so they can produce derived variables.  Both Ipsos MORI and BRE do not hold on to the data for any longer than is necessary.

The data provided from each individual interview is combined with the information from all the other interviews carried out, to create statistics about the characteristics of Scottish homes and physical condition of housing stock (for around one third of the sample - the SHCS element of the survey).  These statistics are subject to disclosure control guidance issued by the Office for National Statistics to ensure that individuals or households cannot be identified in the publication or sharing of any data. Special dataset requests are also disclosure controlled.  The Scottish Household Survey complies with Data Protection legislation and in addition all officials are also required to abide by the Code of Practice for Official Statistics (the Code) and by Scottish Government policies which demonstrate compliance with the Code. These policies are published on the Scottish Government website at http://www.scotland.gov.uk/Topics/Statistics/About/Compliance  and in particular you may find the policy on Confidentiality to be of interest.



Technology
Personal data is held electronically in restricted areas as previously described.  Substantial measures have been put in place to guard against privacy intrusion.

Section 3.4 describes the Ipsos Mori procedures in detail. Each new or additional information technology is assessed for privacy intrusion before it is used in the project.   

SG survey team only uses technology cleared by SG experts.  


Identification methods
Unique property numbers and unique IDs are used in the project. The unique IDs are created by Ipsos MORI for each address in the sample. These are eight digit numbers comprising a mix of random numbers and elements such as the sample point number of the address. The address is not directly identifiable as a result of the allocated ID number. Section 3.4 describes the Ipsos Mori procedures and details the protections in place.


Sensitive/Special Category personal data
Information about ethnic origin, religion, health, sexual orientation are all in the Scottish Household Survey. However, this information is not connected to name or address details in the data.  Disclosure controls protecting individual anonymity are thoroughly tested before data is placed in the UK Data Service. 


Changes to data handling procedures

No changes are envisaged to data handling procedures. Data collated is saved securely in a separate secure area administered by IT and SHS project manager with strictly controlled restricted access.) 

Contact details (names, addresses, email addresses) continues to be collected as part of the follow-up sample. This is voluntary. In doing so the Scottish Government is mindful of the need to protect this information. Access to the information provided is limited (as previously described). This data is being resampled by those who make an application for it. 

There are plans to introduce new or changed handling about files containing contact details.  Access to the file is restricted to only a few people and access is likely to expand as OCS will use this for the wider follow-up sample. Assessment of whether to release that data could stay with the SHS team.  

There has, in the past, been some limited data linkage between the Scottish House Condition Survey module and administrative energy efficiency information to inform policy development. In the future, the Scottish Government may link SHS / SHCS data to other administrative or survey data routinely collected on our behalf for research and statistical purposes to help inform policy and future service delivery. The linked data set may use personal data, such as first name, last name and full address, as a linkage key and then discard this personal data, leaving an anonymised linked data set and, where appropriate, routed through the established Scottish Informatics and Linkage Collaboration (SILC) which can provide support for linking data, ensuring good governance processes and access to safe havens for researchers to analyse the linked data. From January 2018, this takes account of the new General Data Protection Regulation. 


Statutory exemptions/protection

N/A



Justification

No new data handling proposed – just a continuation of current systems.  



Other risks
No




 General Data Protection Regulation (GDPR) Principles

	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.1 Principle 1 – fair and lawful, and meeting the conditions for processing

	Yes
	Information gathered is a proportionate response to need for evidence to underpin and monitor key government policies.


	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.2 Principle 2 – purpose limitation

	Yes
	Personal data is collected only for the purposes of further research. Every request for access to this data is carefully assessed by the SHS survey manager. 

	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.3  Principle 3 – adequacy, relevance and data minimisation

	Yes
	Personal data collected includes names and contact details. The names and contact details are collected only once the consent is given and are stored only so that interviewees can be re-contacted in the future for carefully screened statistics and research purposes.  
Some respondents also provide date of birth as this is required for certain key variables (age). This is processed securely and deleted by the contractor before the data is passed to the SG.

	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.4 Principle 4 – accurate, kept up to date, deletion

	Yes
	For a number of pieces of information supporting evidence will be supplied by the applicant (for example address) to ensure that it is accurate.  The interviewer checks details originally from PAF with the respondent.
Data does not require to be kept up-to-date apart from contact information.  Providing new contact details (e.g. email, telephone number) to the Scottish Government is the responsibility of the applicant. This contact data is deleted after 5 years, when no longer necessary.

	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.5 Principle 5 – kept for no longer than necessary, anonymization

	Yes
	The data is pseudonymised before any analysis is conducted.   Pseudonymised data is held in the UK Data Service indefinitely for researchers to explore changes over time in Scottish society.   Address details and DOB where available are kept for possible future retrospective data linkage purposes.   Contact details data is held for no longer than necessary (i.e. 5 years).

	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.6 GDPR Articles 12-22 – data subject rights

	Yes
	No interview can take place before the permission to do so is given. Personal details are processed for the purposes of follow-up research, never market research. If applicants are not content for their data to be used for follow-up analysis they are free to withdraw consent.  It is voluntary and this is made known to respondents.


	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.7 Principle 6 - security

	Yes
	The data is held in secure research environment with appropriate secure measures in place (held on a separate server, restricted only to the project teams), both for the current contractor Ipsos MORI and the SG.

	Principle
	Compliant – Yes/No
	Description of how you have complied

	6.8 GDPR Article 24 - Personal data shall not be transferred to a country or territory outside the European Economic Area.

	Yes
	Pseudonymous data is held in the UK Data Service indefinitely for any international researcher to request.  An international research institution may make a request for a special dataset.  This would be considered under the same stringent release criteria as UK researchers. Personal data that identifies individuals is never released as all data is disclosure-controlled.  No individual can identify themselves as all data undergoes disclosure testing.  





Risks identified and appropriate solutions or mitigation actions proposed

Is the risk eliminated, reduced or accepted?


	Risk 

	Ref
	Solution or mitigation
	Result

	Identity theft due to information supplied by individual



	1
	· Restrict access to the restricted server to SHS team colleagues so that only a limited number of people can access the information.
· Ensure that only 5 years’ worth of contact data is held
	Reduce

	Information about an individual’s circumstances is leaked / released accidentally breaching the DPA.
Personal data released

	2
	· Restrict access to the restricted server to SHS team so that only a limited number of people can access the information.
· Ensure that colleagues with access to information are trained on the requirements of the DPA at least annually and are clear on the processes for protecting information.
· The survey documentation has a statement highlighting the pseudonymity of the resultant published survey information and data released. It also includes a statement which says that no contact details will be included.
· Disclosure checks are made on all data before it is released.  
	Eliminate

	New risks now exist due to the COVID pandemic for both the field force and the respondent.  
Risks also exist for data quality in mixed mode data collection.  
	
	· Due to the risks of virus transmission face to face contact is not currently allowed so alternative modes of no-contact/ no-travel data collection have been developed with telephone and one-way video interviewing. This eliminates any risk of the virus.  The pilot will be fully evaluated and a mode effect report will be written before any data is joined into the time series.  
	Reduce - there is a moderate to high risk that we will not be able to collect 2020 data.  


Note
This table refer to SG and all contractors/subcontractors risks.  

Incorporating Privacy Risks into planning 

Explain how the risks and solutions or mitigation actions will be incorporated into the project/business plan, and how they will be monitored.  There must be a named official responsible for addressing and monitoring each risk.

	Risk 

	Ref
	How risk will be incorporated into planning
	Owner

	As above


	1- 2
	As above
	Emma McCallum, SHS Project Manager



Authorisation and publication

The DPIA report should be signed by your Information Asset Owner (IAO). The IAO will be the Deputy Director or Head of Division.
Before signing the DPIA report, an IAO should ensure that she/he is satisfied that the impact assessment is robust, has addressed all the relevant issues and that appropriate actions have been taken. 
By signing the DPIA report, the IAO is confirming that the impact of applying the policy has been sufficiently assessed against the individuals’ right to privacy.
The results of the impact assessment must be published in the eRDM with the phrase “DPIA report” and the name of the project or initiative in the title.
Details of any relevant information asset must be added to the Information Asset Register, with a note that a DPIA has been conducted.
I confirm that the impact of undertaking the Scottish Household Survey has been sufficiently assessed against the needs of the privacy duty:
	Name and job title of a IAO or equivalent
	Date each version authorised

	Audrey MacDougall, Deputy Director: Communities Analysis Division and Chief Social Researcher


Authorising revised version reflecting change in data collection method in light of COVID-19 

	

17/09/20



If anyone reading this document has comments or suggestions for change, please email them to the Scottish Household Survey team - SHS@gov.scot.
This template was developed by the SG Data Protection and Information Assets team.  

This template was last updated in March 2018.

Before conducting the Data Protection Impact Assessment, please refer to the guidance that accompanies this template.
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