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Council Tax Reduction Information 
Privacy Notice
As part of the Scottish Government’s commitment to monitor existing policies and to develop new ones, it needs to collect and use information about the Council Tax Reduction (CTR) scheme.  For example, information on claimant’s national insurance number, postcode and total income. 

The information is collected, processed, analysed (and results disseminated and published where appropriate) by the Scottish Government (Local Government and Analytical Services Division, Victoria Quay, Edinburgh, EH6 6QQ).

This privacy notice explains what information we collect, why we need this information, how we use it and what we do to protect the information supplied to us.

Why do we need your data?

The information supplied to us from Local Authorities (LAs) will allow us to monitor the caseload and expenditure of the CTR scheme, as well as compare the speed which LAs process new applications and changes in applications.  It will also be important for policy development and evaluation.  Individual level data will allow more detailed analysis to be carried out on a range of characteristics of CTR applicants.  This will be essential in identifying the impact that potential future policy changes could have on different households, to ensure the most vulnerable continue to be protected.

The lawful basis for processing the CTR data is
Article 6(1)(e) of the General Data Protection Regulation (GDPR) states:

The processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

In this case the performance of a task in the public interest is the publication of freely available statistics based on this data and the exercise of official authority is the role of the SG in both monitoring existing policy and developing new policy, which includes using the data to allocated funding to support the Council Tax Reduction scheme.


What data is going to be collected?

There are up to 164 variables being collected on each individual CTR applicant.  They include personal details such as:

· National Insurance Number 
· Postcode 
· Date of Birth
· Ethnic Group

There are also several variables indicating amounts of income received from other sources, for example:

· Child Benefit
· Severe Disability Allowance
· Gross weekly income from remunerative work
· Total Income

In order to limit the amount of personal information collected by the Scottish Government, variables on name, address and telephone number have not been requested from LAs.

A full data specification can be found at attached below.



A risk assessment checklist has been produced to establish the privacy issues associated with this data collection, along with the likelihood and potential impact involved and is published in the data sharing agreement.

What happens to your information? 

This data collection involves a transfer of data from the 32 Scottish LAs to the Scottish Government.  Due to the personal nature of the data it must be transferred in a secure way to ensure the privacy of CTR applicants is protected.  

This will continue to be done using an encryption tool, which is a security tool that allows files to be encrypted and decrypted securely.  The encrypted data will then be sent via a Government secure email system, e.g. GSI or GSX, by LAs to the Scottish Government.

Data processing will be conducted by analysts within the Local Government and Analytical Services Division within the SG, who will validate and check the data provided.

The monthly CTR extracts will be kept indefinitely.  

Data will be used for monitoring existing policies, producing research and analysis and carrying out policy development (this includes provision of advice and briefing for Ministers). In some cases the SG will publish results of the data analysis (e.g. caseload and expenditure of the CTR scheme), however, in these publications the analysis will be in aggregated form and no individuals, or individual properties, will be identified. Any publications are classed as “Official Statistics Publications” and are produced using strict guidelines.   Statistics Code of Practice

As part of its data policy, Scottish Government will not publish or make publicly available any information that allows individuals to be identified, nor will data be used by Scottish Government to take any actions in respect of individuals. 

How will my data be kept secure?

The data will be stored in a secure server where access will be limited to a small number of named individuals.

The Scottish Government is a central government department, GSI accredited network, accredited to handle Restricted material. We are an ISO27001 compliant organisation and as such have business continuity plans, including a risk incident register.  This covers the items listed as they are relevant to our business.

The data which is retained indefinitely is done so following appropriate safeguards, in line with current data protection legislation.

The data are processed in line with the existing data protection legislation. Data may be made available to researchers or charities to meet their own research needs, subject to strict access controls and approval on an individual application basis by a Data Access Panel. This is a group of relevant colleagues and individuals within and outwith Scottish Government who make an informed decision prior to any sharing or linkage of data. Any resulting actions will be done under the strict control of Scottish Government, and will be consistent with our data policy and the Guiding Principles for Data Linkage. At all times the rights of the individual (business proprietor, tenant or occupier) under the data protection and other relevant legislation will be ensured.

What are my individual rights?

Individuals have the right to contact data controllers such as the local authority or the Scottish Government to find out who processes their data, for how long it may be retained and the reasons why it is retained. In addition to the right of access, the rights of these individuals also include: their right to be informed; and the right to have inaccurate personal data rectified, blocked or erased. Staff would also have the same rights concerning data held about them.

What if I have concerns?

The Data Protection Officer for this data is the Scottish Government Data Protection and Information Assets (DPIAT) team, dpa@gov.scot. If you have any concerns around this data collection please contact the DPIAT team, or Donna MacKinnon head of Local Government and Analytical Services (donna.mackinnon@gov.scot). Alternatively complaints may be raised with the Information Commissioners Office at casework@ico.org.uk.
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